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1 Download of Cryptographic Keys

1.1 Introduction
This section specifies the downloading of symmetric cryptographic keys by a Terminal Manager to a
POI'.
These symmetric keys are used:
— Internally by a POI for any kind of protection, or
— To protect data exchanged between the POI and a Host, or between two Hosts.

Protection of the downloaded keys is based on asymmetric cryptographic keys, and may be applied
remotely without any particular personalisation of the POI.

These symmetric keys are downloaded through the AcceptorConfigurationUpdate message in the
DataSet/Content/SecurityParameters data structure which contains:

» Some challenges to avoid replay (POIChallenge, TMChallenge),
= For each symmetric key (SymmetricKey):
» The identification of the key (/dentification, Additionalldentification, Version),
= The purpose of the key (Type, Function),
» The period of usage (ActivationDate, DeactivationDate),
= The value of the key (KeyValue).
AcceptorConfigurationUpdate

‘ AcquirerProtocolParameters ‘

‘ MerchantParameters ‘

‘ TerminalParameters ‘

‘ ApplicationParameters ‘

‘ HostCommunicationParameters ‘

SecurityParameters

POIChallenge
TMChallenge

> Challenges

Symmetric Key
Identification

Additionalldentification » Identification
Version
Type » Purpose
Function urp

ActivationDate
DeactivationDate

KeyValue » Key value

» Validity period

[ Symmetric Key }

Figure 1: Key Information

" The POI should be a POI Terminal, a POI Server, or any Intermediary Agent.
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When the symmetric key is shared with a Host, to protect the exchanges with the POI, the configuration
of the Host (HostConfigurationParameters) contains the identification of the shared keys (/dentification,
Additionalldentification and Version).

It also allows the use of common symmetric key by different hosts.

The configuration of the Host and the configuration of the security are not necessary exchanged in the
same AcceptorConfigurationUpdate message.

HostCommunication-
Parameters

\‘ [ Symmetric Key i }

Key 1 R [Symmetric Key 1 }

Key i

HostCommunication-
Parameters

Key i

g R [Symmetric Key n}
Key n ‘ »

Figure 2: Sharing of a Key with a Host

1.2 Notations and Hypothesis

1.2.1 Notations

Asymmetric keys are denoted Kowner-Usage, Where:
= Owner of the key is either the POI, denoted POI, or the MTM/TM Host, denoted TM,
= Usage of the key is either the encryption, denoted Enc, or the digital signature denoted Sig.

X.509 certificates are denoted Certissuer-Pki(Key), where:

= [ssuer of the certificate is either the Root of the PKI issuing the certificate, denoted Root, or the
certification authority, denoted CA,

=  PKilis either the POI public key infrastructure, denoted POI, or the MTM/TM Host public key
infrastructure, denoted TM,

= Key is the asymmetric key which is certified.

Enc: encryption Root: root of the PKI
Sig: signature CA: Certificate authority
A A

K C (Key)

Y A4

POI: POI POI: PO o k
TM: MTM/TM Host TM: MTM/TM Host  °®""e9 *€Y

Figure 3: Key and Certificate Notations
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103 Encryptions are denoted Enc[Key](Data), and decryptions Dec[Key](Data), where

104 = Key is the asymmetric key or the symmetric key which has encrypted the Data.
105 = Data is the data which is encrypted,
106
107 Digital signatures are denoted Sig[Key](Data), where
108 = Key is the asymmetric key which has signed the Data.
109 = Data is the data which is signed,
110
asymmetric public key, or asymmetric private key, or
symmetric key symmetric key

asymmetric private key

| | |
Enc[Key](Data) Dec[Key](Data) Sig[Key](Data)
| | |
111 data to encrypt data to decrypt data to sign
112 Figure 4: Encryption and Digital Signature Notations
113

114 A Key Check Value (KCV) of a symmetric key is denoted KCV(Key) and equal to Enc[Key](00...00),
115

symmetric key

= Enc[Key](OOIOO)

116 null string
117 Figure 5: Key Check Value Notation

118

119  1.2.1.1 Hypothesis
120
121 Hypothesis 1: POl Asymmetric Authentication

122 The POI owns an authentication asymmetric key Kpol-sig, certified by a certificate authority which has
123  issued the certificate Cca-PoOI(KPOI-Sig).

124  The Terminal Manager (TM) has the X.509 certificate CRoot-POI of the root of the POI PKI, or any
125  certificate authority in the chain from the root to the POI authentication asymmetric key Kpol-sig.

126
127 Hypothesis 2: TM Asymmetric Authentication
128 The TM owns:

129 = An authentication asymmetric key KTMm-sig, certified by a certificate authority which has issued the
130 certificate CcA-TM(KTM-Sig),

131 = A key encryption asymmetric key KTM-Enc, certified by the same certificate authority which has
132 issued the certificate CcA-TM(KTM-Enc),.

133
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POI PKI TM PKI

CROO{.POI CROO‘_TM

Certificate Certificate

Authority | CCA-POI Authority | CCA-TM

) (er]
134 Cca-poi(Kpol-sig) Cca-tm(KTm-sig)  CcA-TM(KTM-Enc)
135 Figure 6: POl and TM PKis
136

137 Hypothesis 3: PKI Organisation

138  The PKI of the POI and the PKI of the TM may share a common root (CRoot-POI = CRoot-TM).

139 If the PKI are not shared, the POI has the X.509 certificate CRoot-TM of the root of the Terminal Manager
140  PKI, or any certificate authority in the chain from the root to the TM asymmetric keys KTm-sig and KTM-Enc.

141
142 1.3 Standard Key Download

143  1.3.1 High Level Process
144

cryptographic keys status StatusReport ==
Component
SecurityParameters

Identification
VersionNumber
Status

9IKpoIsiglMSG) |\ ital signature with PO key, or MAC

MAC

< ManagementPlan action: download keys

download security parameters Action
TM challenge TM Challenge 1
TM key to encrypt key | Cca-tm(KTM-Enc)

digital signature with TM key, or MAC |_S19IKTM-sigl(msg)

MAC

request key download StatusReport ==
DataSetRequired
POI Challenge POI challenge
TM Challenge 1 TM challenge sent in the management plan
Enc[KTM-Encl(KEK) ) Key Encryption Key, encrypted by TM key

SigIKpor-sigmMSQ) | yivivay signature with POI key, or MAC

MAC

< ConfigurationUpdate keys to store
security parameters ( SecurityParameters
POI challenge sent in the status report POI Challenge
TM challenge (2nd) TM Challenge 2

keys to download SymmetricKey
key identification, usage, validity ... key parameters
key encrypted by KEK sent in the status report Enc[KEK](Kxx)

digital signature with TM key, or MAC Sig[Ktm-sigl(msg)
MAC
keys download result _

StatusReport =)
Component
SecurityParameters || key identification
KCVv encryption of a null string

DataSetRequired
TM Challenge 2 | T\ challenge sent in the configuration update

Sig[Kpol-sigl(ms
9[KpoLsigl(msg) digital signature with POl key, or MAC

MAC

< _ManagementPlan

145
146 Figure 7: Standard Key Dowload
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The standard download of keys performs the following exchanges of messages:

= Key Status: The POl sends a StatusReport message to the Terminal Manager, in charge of the
key download, all the status of the cryptographic keys.

= Dowload Keys Action: if some keys or new versions of the keys have to be injected on the PO,
the Terminal Manager sends a ManagementPlanReplacement message containing an action to
download keys (SecurityParameters) with:

— afirst challenge TM Challenge 1 generated by the TM, and

— the X.509 certificate chain with the Cca-TM(KTM-Enc) certificate of a public key to encrypt
other keys.

e Request Key Downloading: following the condition described in the action of the management
plan, the POI sends a StatusReport message to the Terminal Manager with the DataSetRequired
containing the identification of the data set with:

— the challenge TM Challenge 1 sent by the TM,
— afresh challenge POI Challenge, generated by the POI,
— key encryption key KEK, encrypted by the public key KTM-Enc of the TM:
Enc[KTMEnc](KEK)
These data are digitally signed by the POI key Kpol-Sig
e Key Storing: the TM sends a AcceptorConfigurationUpdate message containing:

— asecond fresh challenge TM Challenge 2, generated by the TM,
— each key to store Kxx, encrypted by KEK: Enc[KEK](Kxx)

These data are digitally signed by the TM private key KTM-Sig

e Key Dowload Result: to report the result of the key download action, the POI sends a
StatusReport message to the Terminal Manager with:

— the KCV for each loaded key in the related Component data structure,
— the challenge TM Challenge 2 sent by the TM in the DataSetRequired data structure,

The Terminal Manager sends a ManagementPlanReplacement message containing other actions to
perform.
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194

1.3.2 Key Status

Depending on the POI key management, symmetric key may be downloaded periodically by a dedicated

action in the management plan, or when required by the TM host depending on the status of the keys

loaded on the POI, and provided in the StatusReport message.

The status of the keys loaded on the POl is reported in the Content/Component of the StatusReport with

the following structure:

The Multiplicity in the following table should be considered to manage status of keys and not according to

the definition of the protocol.

Content

Content of the status report.

POIComponent

Information related to a key loaded in the POI.

Type

“SecurityParameters”

Identification

Identification of the key.

IltemNumber Identify the hardware or software component loading the key, if defined in
another Component occurrence.

Providerldentification [0..1] | Identifies the provider or the owner of the key.

Identification [1..1] | Key indentification.

SerialNumber [0..1] | see StatusReport

Status [1..1] | Key status.

VersionNumber [1..1] | Key version.

Status [1..1] | Current status of the component:
WaitingActivation  The key is not yet valid.
InOperation The key is activated and in operation.
Deactivated The key is no more valid or has been deactivated.

ExpiryDate [0..1] | Expiry date of the Key

This message may be protected in the SecurityTrailer:
— by a MAC (AnthenticatedData), if the POl own a shared symmetric MAC key, or
— by a digital signature (SignedData) of the message, signed by by the POI authentication

key KpPol-Sig.
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1.3.3 Management Plan with Key Download Action

If the key status sent by the POI indicates that some keys or new versions of the keys have to be injected
on the POI, the Terminal Manager sends a ManagementPlanReplacement message containing an action
to download keys with following structure:

The Multiplicity in the following table should be considered to manage key download and not according to

the definition of the protocol.

Action [1..1] | Information related to a key download in the POI.
Type [1..1] | “Download”
RemoteAccess [0..0] | Not relevant for Key management
TerminalManagerldentification | [0..0] | Not relevant for Key management
TMSProtocol [0..0] | Not relevant for Key management
TMSProtocolVersion [0..0] | Not relevant for Key management
DataSetldentification [1..1] | Identification of the set of key to dowload.
Name [0..1] | Name of the data set.
Type [1..1] | “SecurityParameters”
Version [0..1] | Version of the data set.
CreationDateTime [1..1] | Creation date time of the data set.
ComponentType [0..] | “SecurityParameters” may be added
DelegationScopeldentification [0..0] | Not relevant for Key management
DelegationScopeDefinition [0..0] | Not relevant for Key management
DelegationProof [0..0] | Not relevant for Key management
ProtectedDelegationProof [0..0] | Not relevant for Key management
Trigger [1..1] | see ManagementPlanReplacement
AdditionalProcess [0..1] | "Restart": the POI has to restart the application after the successful
completion of the action.
Retry [0..1] | see ManagementPlanReplacement
TimeCondition [0..1] | see ManagementPlanReplacement
TMChallenge [1..1] | Fresh challenge TM Challenge 1 generated by the TM.
KeyEnciphermentCertificate [1..*] | Certificate chain containing the signed public key encryption key of the
Terminal Manager Cca-TM(KTM-Enc), used by the POI to send a session key
encryption key.
The certificate chain must ordered by starting with the higher certificate level
and ending with the leaf.
ErrorAction [0..*] | see ManagementPlanReplacement

This message may be protected in the SecurityTrailer:
— by a MAC (AnthenticatedData), if the POl own a shared symmetric MAC key,or
— by a digital signature (SignedData) of the message, signed by by the TM authentication

key KTm-sig.
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218

219
220
221
222
223

224
225

1.3.4 Status Report to Request Key Downloading

According to condition described in the TimeCondition of the action sent in the management plan, the POI
sends a StatusReport message to the Terminal Manager with the following structure:

The Multiplicity in the following table should be considered to manage key download and not according to
the definition of the protocol.

Content

A

Content of the status report.

POIComponent

see section 1.3.2 Key Status

DataSetRequired

A

Data set provided in the related action of the management plan.

Identification

A

Identification of the set of key to download.

Name [0..1] | Copy of Action.DataSetldentification.Name.

Type [1..1] | “SecurityParameters”

Version [0..1] | Copy of Action.DataSetldentification.Version.

CreationDateTime [0..1] | Copy of Action.DataSetldentification. CreationDate Time.
POIChallenge [1..1] | A fresh challenge POI Challenge, generated by the POI
TMChallenge [1..1] | The challenge TM Challenge 1 sent by the TM in the management plan.
SessionKey [1..1]

Identification [1..1] | Temporary name used during Key Exchange

Additionalldentification [0..1] | See StatusReport

Version [1..1] | Temporary version used during Key Exchange

Type [1..1] | See StatusReport

Function [1..1] | “KeyExport”

ActivationDate [0..1] | See StatusReport

DeactivationDate [0..1] | See StatusReport

KeyValue [1-1] | Key encryption key KEK, encrypted by the public key KTM-Enc of the TM.

ContentType [1..1] | “EnvelopedData”

EnvelopedData

A

Encrypted key: Enc[KTM-Enc](KEK)

This message may be protected in the SecurityTrailer:

— by a MAC (AnthenticatedData), if the POl own a shared symmetric MAC key,or

— by a digital signature (SignedData) of the message, signed by by the POI authentication

key KpPol-sig.
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1.3.5 Configuration Update to Inject Keys

The TM sends a AcceptorConfigurationUpdate message containing the key to inject in the POI with

following structure:

The Multiplicity in the following table should be considered to manage key download and not according to

the definition of the protocol.

HostCommunicationParameters [0..*] | Cryptographic symmetric keys to download

ActionType [1..1] | see AcceptorConfigurationUpdate

Hostldentification [1..1] | see AcceptorConfigurationUpdate

Address [0..1] | see AcceptorConfigurationUpdate

Key [0..*] | Identification of the symmetric keys shared between the POI and this host
see AcceptorConfigurationUpdate

SecurityParameters [1..1] | Cryptographic symmetric keys to download

ActionType [1..1] | “Create”

Version [1..1] | see AcceptorConfigurationUpdate

POIChallenge [1..1] | Challenge generated by the POI and sent in the StatusReport requesting
security parameters data set.

TMChallenge [1..1] | A second fresh challenge TM Challenge 2 generated by the TM to be sent by
the POI in the StatusReport reporting the result of the security parameters
data set download and installation.

SymmetricKey [0..*] | For each symetric key to inject in the POL.

Identification [1..1] | see AcceptorConfigurationUpdate
Additionalldentification [0..1] | see AcceptorConfigurationUpdate
Version [1..1] | see AcceptorConfigurationUpdate
Type [1..1] | see AcceptorConfigurationUpdate
Function [1..*] | see AcceptorConfigurationUpdate
ActivationDate [0..1] | see AcceptorConfigurationUpdate
The key is implicitly activated if absent.
DeactivationDate [0..1] | see AcceptorConfigurationUpdate
KeyValue [1..1] | Key to store Kxx, encrypted by KEK, sent in the status report.
ContentType [1..1] | “EnvelopedData”

EnvelopedData

Encrypted key: Enc[KEK](Kxx)

KEK key is identified by the Name "KeyEncryptionKey" and the Version of the
SecurityParameter data set, provided in the Action of the management plan,
truncated to 10 digits.

This message may be protected in the SecurityTrailer:
— by a MAC (AnthenticatedData), if the POl own a shared symmetric MAC key,or
— by a digital signature (SignedData) of the message, signed by by the TM authentication

key KTm-sig.
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241  1.3.6 Key Download Result
242

243  The POl sends a StatusReport message to report the result of the key download action with the following
244 structure:

245

246 The Multiplicity in the following table should be considered to manage status of keys and not according to
247 the definition of the protocol.

248
Content [1..1] | Content of the status report.
POIComponent [1..*] | see section 1.3.2 Key Status
Type [1..1] | “SecurityParameters”
Identification [1..1] | see section 1.3.2 Key Status
ItemNumber [0..1] | see section 1.3.2 Key Status
Providerldentification [0..1] | see section 1.3.2 Key Status
Identification [1..1] | see section 1.3.2 Key Status
SerialNumber [0..1] | see StatusReport
Status [1..1] | see section 1.3.2 Key Status
VersionNumber [1..1] | see section 1.3.2 Key Status
Status [0..1] see section 1.3.2 Key Status
ExpiryDate [0..1] Expiry date of the Key
Characteristics [0..1] | Key detall, if the key has been downloaded.
KeyCheckValue [0..1] | Result of the encryption of a null block: Enc[Kxx](00...00).
DataSetRequired [1..1] | Data set to request a management plan.
Identification [1..1] | see ManagementPlanReplacement
Name [0..1] | see ManagementPlanReplacement
Type [1..1] | see ManagementPlanReplacement
Version [0..1] | see ManagementPlanReplacement
CreationDateTime [0..1] | see ManagementPlanReplacement
TMChallenge [0..1] | The challenge TM Challenge 2 sent by the TM in the
AcceptorConfigurationUpdate, if the key download was successfull.
Event [1..*] | Result of the action of downloading the secutity parameters.
see StatusReport
249
250  This message may be protected in the SecurityTrailer:
251 — by a MAC (AuthenticatedData), if the POl own a shared symmetric MAC key,or
252 — by a digital signature (SignedData) of the message, signed by by the POI authentication
253 key KpPolI-sig.
254

255  Then the Terminal Manager sends a ManagementPlanReplacement message containing other action to
256 perform.

257
258
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1.4 Example

1.4.1 Introduction

The section provides an example of key download from a TM manager to a POI.

There are no symetric keys dedicated to this TMS communication loaded in the POI. Following a manual
command or a response to a message requesting to contact the key injection server, the related TM must

download an initial DUKPT key in the POI:
EE3AE644 1C2EEE18 3F3B4179 2DBCD318

with the following identification:

Message Item Value

Keydentification
Keyldentification SpecV1TestKey
KeyVersion 2010060715
KeyDerivation 398725A501E29020

1.4.2 RSA Keys and Certificate

There are 3 RSA keys:

For the POI, the authentication RSA key Krol-sign,

For the TM Host, the authentication RSA key Krm-sign,
For the TM Host, the key encryption RSA key Ktm-Enc,

To simplify the example, the public part of these 3 RSA keys are authenticated by the same certificate

authority as described in the figure below.
common

PKI

Root Croot

v
Authenticati Authenticati ot
uthentication uthentication Encryption

cCA-POI(KPOI-Sig) cCA-TM(KTM-Sig) CCA-TM(KTM-Enc)

Figure 8: PKI used by the Key Download Example
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283

The RSA root key to sign the certificates has a key length of 4096 bits with the components dumped

below:

RSA Key Component | Value

Modulus

Public Exponent
Private Exponent

Prime 1

Prime 2

Exponent 1
010001
 34
30DAA12A68ESFAT78CC42336D34273F6530BFAO098085990EA2A12252E68B5EL66
67086DB85B22FF747ECCOAAT4F3687A9C058ABFI9B891CE423FDE410D6E3CEL21

C68BEBAFBOOFOA1IB7150AB24BDFC6EOACCB413951857EEF62EC81D78B7F4E432
CF653F969F81F6C26FB6ACC300302F583853C654B823E48EA617540F2EAEL10A9
D46CO05A539F270AFC86E8BALIFDA9B66960B5C4B6D1746F5B616A6B90D8B1ES22
C3AFOED1097550D87B55C5B6651CBFE769A16051FAA4F41 6DEECBA79FD9252BC
D99694FEA3981A50E329ECB367988A5FAEEB7C81FDAD8276B11CFC3AD0OABSEGS
53AB5D661EFA4D26A30157BDI9FEA3428EB452F20D33525B2A9151BF542885B38
BEF2FDAFA3CD3C3B48754822A5EF648D91A4CB3F98BCD222CC1497CB530A91B29
F1C52ED3F3242E1D6ABOAT790708A3CB96D6DD718A7TF1B4579EE6D0941DCO6CES

DABB67A93CB27D2F5B7D2F86454FD2A57D20258058B3AE74999665E03C8A95A4
739D338B1312AD7E39EDBECADB3151A5172D198ABA2D1D6C88DEFBA3462D52805
ADCF44070423098B0ODC7D12CC767109860B1D1674F37CA2A3E03A425A76ECABS
2737392460DB0221E90E099F02623FC93631E34C146B8DBD7367C0365C329704
C6D2304E0B4A8519737162556E0D36952D24A830DC8BDB1EDE7062C0DAO00C26
44653F9F6043452EC676F51E3CF8EC2AC4B9249630CES522E2E754D5A0629612D
5D7180EBA39802E9DA665C6EA661A8483AB688D5B525B2EB0521BFFOE37211FA
TE882FE3F2FAL109CC53800A%02296BA6E4C3CCDC84ES8EBAABIEBS59A03CCEFC819

9D26A8D1319865D69CD54DF1521358F45BEC78C77D3234A95513FE07CC0B2108
7A91D847FFAEDE22BE4BATESDCE046C91C246B0A2989F7615563879C50C563D9
1892B7A0C72964BCD46E6FFIBO0OEC1IO9CICF9228FD5AFC4685EEDDDE0133495D9
D66B5C5DE68FIE030B74337FO0FFF36821360B11D923738205628A7DCEOF10D5D
FF17AA2CFT70DFOSEGFBEF8263EA2EO9EFEC42E614F9D6793A3B2C0715028D11D2
3FEC968BBB1F412BCOBFD253FC1C6356B409D9A8B0A413879B3F6316B8ATB714
6E77916A99F4BFASCTACO32F4864C5FAS594FB6F0615067A96700249E41BAC80E
66183DDD734902DB33D4497D1126C9B3B742C68AF47B62D42BA8E415288B6365
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285

286

287

288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308

Exponent 2

Coefficient

483FC1FB5F079AFF26FDD1D24FE3BDBDDCOSDEOBFIB71D3B8AF2FFA70C1ICBCAFE
EB50D3136D30C58E6F543BB91091D36E02A574463A9A6399D7FE2EAEDGOESASLE
8B8073FAES5D1377C7307D60D39B6C6F3B933D0089955D64DF4C67B63BF608F3FE
2841C770515CD5EDA4007209D15DEDBC756034C698119E803D40D578A32E4E62
D3DFF4FC381B60B933430EC1336AC6DAB65BE2069542DF23EB61B8240D6DEAY6
54122CE061909BB485041AB0EE735490270D161D58F13CO5EBE1IFT7BA8542F4CE
6C8EF391F33973ED1IFB8AB62213B33C8FD300F38A774591BFD4C550BD32F88E6
0922B8C261376E7A8570A8373771BE172495DESA209E681ABEF0216729F37F31

6978A387C201384A23F0EOBCD73737787364460ACF34F2B103AE60181A3E2DAF
D4F26B819F4B1ED7CDIESCF225922365ACFB408ACC2E87207E339CF72059B94B
09552BFFAED96E486CE29AABDC8B95DA948B19F26CE702FD4D40867B50F5CEFES
7361BD181ATB4AFF4D80C547A5CBFIOD2D51E9AIDICT729FF12E84129DCB132DCY
DCEE79F45456A05F232E1B3C31CA02D56EBDBCO31C81A85DDE3CA2ASE4CD2F5B
C7D6394AATF20022B74ED11A730C8C7024053C36500658D10C0622668C41E627
AFT714A6EB76BCDCOB888F8AB4046DC5F158D08A5SD7F388C76CT7TF022CEL834FDE
2B443126A9209274DEDO029D7D4FF7AC4A4B5ABOC88ESDEFD592D440AE254FBB422

The root X.509 certificate contains the following information:

serialNumber

5087 CBC6 9E2E F6

Issuer
Country Name BE
Organisation Name EPASOrg

Organisation Unit Name

Common Name

Technical Center of Expertise
EPAS Protocols Test CA

Validity
notBefore 20130418084958+0100
notAfter 20181001182005+0200
Subject
Country Name BE
Organisation Name EPASOrg

Organisation Unit Name

Common Name

Extensions

keyUsage

basicConstraints

Technical Center of Expertise
EPAS Protocols Test CA

KeyCertSign CRLSign
3

The dump of the X.509 certificate Croot is:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00AO
00BO
00CO
00DO
00EO
00F0
0100
0110
0120
0130
0140

30
87
01
oc
50
1D
72
30
6F
2A
38
31
09
55
06
20
74
50
73
86
0A

82
CB
01
02
41
54
20
1D
74
18
2B
38
06
04
03
43
69
41
74
F7
02

05
Cé6
0B
42
53
65
6F
06
6F
13
30
32
03
0A
55
65
73
53
20
0D
82

7D 30 82 03 65 A0 03 02 01 02 02 07 50 |0..}0..ec.u.... P
9E 2E F6 30 0D 06 09 2A 86 48 86 F7 0D |...... 0...*.H...|
05 00 30 68 31 0B 30 09 06 03 55 04 06 |..... 0hl1.0...U..|
45 31 10 30 OE 06 03 55 04 0A 0OC 07 45 |..BE1.0...U....E|
4F 72 67 31 26 30 24 06 03 55 04 OB 0C |PASOrgl&0$..U...|
63 68 6E 69 63 61 6C 20 43 65 6E 74 65 |.Technical Cente]
66 20 45 78 70 65 72 74 69 73 65 31 1F |r of Expertisel.|

03 55 04 03 0C 16 45 50 41 53 20 50 72 |0...U....EPAS Pr|
63 6F oC 73 20 54 65 73 74 20 43 41 30 |otocols Test CAO0|
32 30 31 33 30 34 31 38 30 38 34 39 35 |*..2013041808495|
31 30 30 18 13 32 30 31 38 31 30 30 31 |8+0100..20181001|
30 30 35 2B 30 32 30 30 30 68 31 OB 30 |182005+02000h1.0|

55 04 06 0C 02 42 45 31 10 30 OE 06 03 |...U....BE1.0...|
0C 07 45 50 41 53 4F 72 67 31 26 30 24 |U....EPASOrgls&0$|
04 0B 0OC 1D 54 65 63 68 6E 69 63 61 6C |..U....Technicall|
6E 74 65 72 20 6F 66 20 45 78 70 65 72 | Center of Exper|

65 31 1F 30 1D 06 03 55 04 03 0C 16 45 |tisel.O0...U....E]
20 50 72 6F 74 6F 63 6F 6C 73 20 54 65 |PAS Protocols Te]|
43 41 30 82 02 22 30 OD 06 09 2A 86 48 |st CA0.."O...*.H]|
01 01 01 05 00 03 82 02 OF 00 30 82 02 |..eeviuinennn. 0..1
02 01 00 A9 7F 45 12 21 96 E7 35 3C 89 |........ E.!..5<.|
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309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376

377

0150
0160
0170
0180
0190
01A0
01BO
01cCoO
01D0
01EO
01F0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02A0
02BO
02CO0
02D0
02E0
02F0
0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03A0
03BO
03CO0
03DO0
03EO0
03F0
0400
0410
0420
0430
0440
0450
0460
0470
0480
0490
04A0
04B0
04CO
04D0
04E0
04F0
0500
0510
0520
0530
0540
0550
0560
0570
0580

C2
43
52
0A
05
21
TF
B9
D6
CF
1D
9C
FC
79
0cC
FB
08
91
FE
88
Bl
09
77
BA
0D
06
51
DD
8B
53
EO
E9
0B
55
09
00
DF
1E
3D
9E
EC
8F
DF
2F
AB
00
9C
A3
F5
07
Cc9
FB
74
29
6B
4C
c4
8A
33
E6
1F
E9
9A
C9
4D
D3
06
B6

40
1B
74
9D
84
05
97
10
94
9D
93
A0
E5
38
AC
Cl
e
62
4E
96
62
56
37
83
61
46
24
2B
39
07
A5
F2
06
1D
2A
68
E7
E6
EE
BB
13
A2
0cC
5A
54
TA
68
28
AA
1C
F7
C2
D8
6B
42
47
AC
EO
27
9B
E3
D7
6C
68
AF
36
33

F5
F8
26
A4
92
06
00
33
10
52
TE
A3
EF
2D
44
TE
51
9F
B6
S5F
39
C5
TF
F5
DF
8C
E9
FE
S5F
ccC
A5
Fo6
03
13
86
D3
86
60
C3
7C
C2
5E
AB
84
CF
AD
20
00
35
46
93
9B
EB
46
5A
79
B9
35
OE
TA
6E
BO
8B
F4
AQ
5B
91

D1
98
59
21
9C
5C
88
2C
69
3A
3C
Cc8
1B
A7
cc
1E
FB
DE
42
53
06
E8
A6
46
69
8A
56
79
83
32
33
08
55
04
48
BC
7D
3B
28
29
11
91
ES
44
AE
EO
11
0A
E3
3A
22
29
41
1B
5E
5C
CE
1B
El
EB
D3
2B
93
E7
12
6A
46

63
BF
EO
69
55
c7
65
89
3F
C5
8F
c7
8B
D7
Bl
20
ED
96
F9
c7
41
00
A3
70
18
84
E4
4C
21
B7
B8
8A
1D
08
86
80
c7

C2
8B
E7
EE
95
48
D7
AE
B2
1E
78
3B
2A
94
3C
B7
D6
81
2A
C5
62
A3
0B
D1
DA
07
F8
AC
71

CF
DE
50
51
AA
9C
06
DF
EC
61
74
CB
A2
14
TA
DD
58
E7
E5
3D
TA
09
75
E3
72
BB
01
87
66
6B
A6
5D
oF
30
E7
13
03
4D
Fl
D9
9E
04
CD
16
8C
E6
A4
1D
77
38
3B
0B
16
91
DC
70
76
CD
6B
ED
8C
AD
33
78
EA
5C
EC

7B
12
87
B7
5D
20
63
3F
BA
72
F5
C2
41
E6
4D
DC
46
A5
1F
8C
55
TF
0D
5D
1E
8B
AA
10
Al
70
AB
02
04
06
0D
AC
S5F
AC
c4
Cc9
F3
D8
4D
44
96
DC
30
10
26
E4
83
4A
TA
45
DD
17
22
17
4B
4B
10
7D
A9
93
A9
0F
44

9B
14
CB
93
31
C5
61
1F
03
9C
27
37
E2
3C
FB
36
Cc4
E5
02
A2
3C
OE
BF
DB
88
34
41
F3
TF
09
FC
03
04
01
01
BC
6E
FB
68
15
A9
CF
B7
00
4D
3B
8D
cc
42
El
BD
91
28
oF
5C
CE
4F
14
6A
E2
6D
81
33
CE
A8
6A
A7

6A
07
C6
B7
5C
83
0B
EE
88
58
FFE
El
84
EO
4B
3E
3C
31
EO
A2
9D
8C
47
AC
50
32
94
B9
9E
11
47
01
03
01
01
E2
2D
48
DO
FE
AQ
94
12
5C
CD
08
35
ED
14
73
DD
A8
3C
78
58
50
81
1E
01
04
E2
20
AB
D3
TF
01
93

08
ES
9E
0B
F6
84
80
47
D2
54
EF
B6
FB
40
59
45
0D
EO
07
D4
4D
97
8F
4E
54
CE
06
47
TE
3A
FO
00
02
FE
0B
14
16
8E
59
DO
90
6B
8B
23
FA
E7
15
Fo6
40
CE
68
46
44
EA
EC
FE
66
82
F5
38
Cl
67
AE
A4
5E
A4
70

99
TE
2E
3D
91
DF
B4
E8
DD
51
E7
0A
F3
84
17
D1
35
16
CB
E7
FB
4E
57
30
C8
2D
6C
66
DD
1B
D1
01
01
02
05
B4
42
00
4F
D8
62
D3
9B
B9
E4
E8
3F
E7
CF
F3
D3
8B
1A
83
E4
03
76
8B
28
74
CB
23
8A
DO
DE
4F
8B

44
4B
F6
27
F7
93
78
A9
B4
2E
10
66
23
FD
97
65
80
6A
48
A8
2C
87
(e10)
66
5B
8B
01
98
8D
D9
1A
A3
06
01
00
21
8F
3C
9D
B2
C9
0D
BO
97
B8
B7
A7
FB
Coé
D3
0D
16
D4
B3
A4
29
E5
7B
EC
FA
CB
4B
BE
e
19
4B
6B

0cC
6E
A3
EA
89
46
Bl
6E
B6
DE
CB
D7
45
90
1B
9C
Cl
FE
2B
66
F5
9B
c7
53
C3
2F
AD
64
CB
1C
66
20
30
03
03
15
61
40
0B
1E
3E
27
29
BE
c4
62
AB
12
64
TA
8F
(030
B8
AD
D6
34
46
B2
C3
91
DC
31
EA
68
OE
AD
2B

3D
A2
01
9B
E6
40
TE
9A
B3
98
D2
90
AC
4C
El
80
c7
88
4E
3F
5C
CB
33
38
CA
46
C9
65
0D
5A
8A
30
OF
30
82
E8
03
ES
31
03
B4
49
FE
94
9F
EA
2D
AC
A5
0A
D2
9A
2E
92
00
95
83
5C
A0
0c
3A
67
1C
70
0c
AA
2E

3F
A8
B9
D6
77
A8
58
41
33
4A
A6
E5
74
3A
2B
D5
E8
ccC
91
49
E6
98
8F
A7
CD
B3
E6
13
19
28
27
1E
06
0D
02
cé
EB
48
50
2B
09
ED
9C
75
D9
AQ
8E
33
98
DB
13
B7
F8
BB
FO
F9
0A
02
19
3D
53
E4
3E
D4
BE
1A
00

3C
5E
00
E8
E5
OE
63
3C
41
EB
81
DF
D1
AE
24
FF
BE
3A
D5
2C
29
19
45
5C
22
E2
33
5B
12
15
91
30
03
06
01
FF
CA
48
37
56
9A
1D
77
FB
BB
TF
29
0c
81
D5
87
2E
6A
00
68
45
ES
87
BS
3D
15
8F
13
78
45
9A
87

R T £21,]
.b9.AZU<. M., .\.) |

..5.xw&B.@. .d.
F:;8..8...2.

e W e

L S o D |
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378
379

380

381
382

The POI RSA authentication key Kroi-sign to generate the digital signature has a key length of 2048 bits
with the components dumped below:
RSA Key Component | Value

Modulus

Public Exponent
Private Exponent

Prime 1

Prime 2

Exponent 1

Exponent 2

Coefficient

C22511390B85DB3990A27638B850616C18B11BDF78494B48B61F8F8D032225A8
FB00071293D4641C3CDDE18D47337EB7381AC12976820FF5C0B321E4EDF88CI9B
8F16270E0FC6FAB470449BA70B947139551ABE326686F538C4F7F63A45FF4CBY
E6647000B28B791E1205ADB6ACDC29854698D90ACC3B6C84FO0F8C2EFBEE4E3F9
844BD79AB14C1F22376198C13BEAC560DDC835104176729CTE62FBF4EC350DE4
D385C48D3EA40A90D7AAS838FAED3E3C760D19BB84D1997077C72331F3ADF050
B41DBS5FFD19D129E88C75331DA13264BE4C2FOBOAOAAOSF77EED2C801FAD239E
8FES5D8B43F10708FC3D6054B9156C5B55184F1A294DAB8F8267162BE9BB54867

010001

1F11BF87D9883A6523F85BE307DC153B2F58689582B27811D2D38A2D8EEADOOC
12DF1642AADSBASFAA4DFTE29C1A6994F8AD8F6CO0B43153AC6F3E3EOB714A7AB
DD62362DD1ES8E068250F877EB2ATES42682791DATBAC153ACT71E23DC125F229
6DED74DF27B39A566D9BEBOSESF0F2D419502CABC5B35CD2899DC5D48840291B
65D1825915B19EC667600AF9ECIF677D2F9D8D5C54DFDAAF316FD291706361C2
852CA6DF00A651BC043312059F37891B7C83F66414E692DA58AD9A0DA19AFIBE
167F3A4CDC60618AF309565345D0B5D699208F84CAO07ECDCS5F1AO082FB54791DD
03F4B3689738C821C824047F5C9441D112BBCI9DF909724D5359956AE546AAA41

EBAB12EB45E933B2062E1FC1AAF81A987844DD504B10D4B493EACO0AD3882284
4DF24AA38F2C08C59FDESFCBDS80OECT5E507B66A032FA7965A0EBF387BC75691E
COBC961C5A24E12D894ACEEA239C0320F52CD034276D746691EC2652115157BD
B222A8B040DCE87731793A86BEO1AO0D31108135259F560C48B256521C73A3F3

D2E4E9EB2BDB7CEA1618A9C49DCDAC3BAOCEFC832DC06DB281A21597D0B2B9A2
5AA2FFC78654FECEC883937DB43847EDD391A0F209867BFEOF7C69C6D4CALE4AF
0A4AR6229249F6F961685EDEF250F86B9884256EC44D03980DD934CEAL6A4471
9D79F9FDE018999B977E43F31412FD4D04FF8EO06DB718A10848B0085388B4ABD

673260747A06A6467C825211A266466F21AB362664D897ECO0321BAAB6CFI99DF 3
C59625ACFD92D0BC8947123CB6FDB1IBBD10ES8602A32985A325F6022BE19C3D0
5DA1B731EF1F5B236F8D3C9236COA86D142F6D7489175AF3574ECB710078582D
8F05B24C8BFAB0291196FES3E67C1IBB3EB1A491A16C17112ABFABBESF4E38695

DOO6EAOFO0635FDA3D2A4056262DEAC542D2DBFBB8DF7D0BD524E15CAA91C832C
79076C12DE991CB7D0E6A928480B74384E87CA20B5F0A88255B83D86DA037D9E
2DE2BOBA4D5F1475ADF60C0F132B77C07AB36F5131E55DF43144DE682CA4ECS5A
BE21C1CDO1AE82670E2A88D0502EE3198422A9706E2A332C53F1E15388112E69

389861E483F93CAOFC53D9D73FCC8C28F5F1213ECE23D23B9A6F8ES546BC8COAS
Cl6ECE7AT5F4CB1056F07638FBA8D4040AEB6AFAO05102B06C243E67FA317B66
4E587BFCO0F4481017E06D6669096805B043CB806503FB703DF1D31550E591659
35DE699BF055426A490333EAA4AA88A1CTF05106813340D6EB0398A2565E0310
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383
384

385

386

387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407

This RSA public key Kroi-sign is authenticated by a certificate authority with the X.509 certificate

Cca-roi(Kpror-sign) containing the following information:

serialNumber

Issuer

Country Name

Organisation Name

Organisation Unit Name

Common Name

Validity

notBefore

notAfter

Subject

Country Name

Organisation Name

Organisation Unit Name

Common Name

Extensions

keyUsage

2225 A8FB 0007 1293 D464 1C3C

BE

EPASOrg

Technical Center of Expertise
EPAS Protocols Test CA

20130418102546+0100
20181001182005+0100

FR

EPASOrg

Technical Center of Expertise
EPAS Protocol Test Client Authentication

DigitalSign

The dump of the X.509 certificate Cca-poi(Kpol-sign) is:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00AO
00BO
00CO
00DO0
00EO
00F0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
01A0
01BO
01cCo
01DO0
01EO
01F0
0200
0210
0220
0230
0240
0250
0260
0270

30
25
86
06
04
03
43
69
41
74
31
38
30
10
67
6E
45
04
6C
74
30
82
39
DF
12
29
OE
32
00
0A
9A
10
8D
BB
FF
BO
B4
A2
00
02

82
A8
48
03
0A
55
65
73
53
20
30
31
TA
30
31
69
78
03
20
68
0D
01
0B
78
93
76
0F
66
B2
cc
Bl
41
3E
84
D1
AO
3F
94
01
07

04
FB
86
55
0cC
04
6E
65
20
43
32
30
31
OE
26
63
70
0cC
54
65
06
0F
85
49
D4
82
Ccé
86
8B
3B
4C
76
A4
D1
9D
AA
10
DA
A3
80

83
00
F7
04
07
0B
74
31
50
41
35
30
0B
06
30
61
65
28
65
6E
09
00
DB
4B
64
oF
FA
F5
79
6C
1F
72
0A
99
12
09
70
B8
oF
30

30
07
0D
06
45
ocC
65
1F
72
30
34
31
30
03
24
6C
72
45
73
74
2A
30
39
48
1C
F5
B4
38
1E
84
22
9C
90
70
9E
F7
8F
F8
30
0D

82
12
01
0c
50
1D
72
30
6F
2A
36
31
09
55
06
20
74
50
74
69
86
82
90
B6
3C
(030)
70
c4
12
FO
37
7E
D7
77
88
7E
C3
26
0D
06

02
93
01
02
41
54
20
1D
74
18
2B
38
06
04
03
43
69
41
20
63
48
01
A2
1F
DD
B3
44
E7
05
F8
61
62
AA
c7
c7
ED
D6
71
30
09

6B
D4
0B
42
53
65
6F
06
6F
13
30
32
03
0A
55
65
73
53
43
61
86
0A
76
8F
El
21
9B
F6
AD
C2
98
FB
58
23
53
2C
05
62
0B
2A

AQ
64
05
45
4F
63
66
03
63
32
31
30
55
0cC
04
6E
65
20
6C
74
E7
02
38
8D
8D
E4
A7
3A
B6
EF
Cl
F4
38
31
31
80
4B
BE
06
86

03
1c
00
31
72
68
20
55
6F
30
30
30
04
07
0B
74
31
50
69
69
0D
82
B8
03
47
ED
0B
45
AC
BE
3B
EC
FA
F3
DA
1F
91
9B
03
48

02
3C
30
10
67
6E
45
04
6C
31
30
35
06
45
0cC
65
31
72
65
6F
01
01
50
22
33
F8
94
FF
DC
E4
EA
35
ED
AD
13
AD
56
BS
55
86

01
30
68
30
31
69
78
03
73
33
18
2B
0c
50
1D
72
30
6F
6E
6E
01
01
61
25
7E
8C
71
4C
29
E3
C5
0D
3E
FO
26
23
C5
48
1D
F7

02
0D
31
OE
26
63
70
ocC
20
30
13
30
02
41
54
20
2F
74
74
30
01
00
6C
A8
B7
9B
39
B9
85
F9
60
E4
3C
50
4B
9E
BS
67
0F
0D

02
06
0B
06
30
61
65
16
54
34
32
31
46
53
65
6F
06
6F
20
82
05
C2
18
FB
38
8F
55
E6
46
84
DD
D3
76
B4
E4
8F
51
02
04
01

oc
09
30
03
24
6C
72
45
65
31
30
30
52
4F
63
66
03
63
41
01
00
25
Bl
00
1A
16
1A
64
98
4B
c8
85
0D
1D
C2
ES
84
03
04
01

22
2A
09
55
06
20
74
50
73
38
31
30
31
72
68
20
55
6F
75
22
03
11
1B
07
Cl
27
BE
70
D9
D7
35
c4
19
B5
FO
D8
Fl
01
03
0B

.U....BE1.0...U]|
....EPASOrgls&0s. |
| .U....Technical |
|Center of Expert|
|isel.0...U....EP|
|AS Protocols Tes|
|t CA0*..20130418]|
|102546+0100..201 |
[81001182005+0100|
|0z1.0...U....FR1]|
|.0...U....EPASOr|
|gl&0S$..U....Tech]
|nical Center of |
|Expertisell0/..U|
| ... (EPAS Protoco]|
|1 Test Client Au]
| thenticationO.."|
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427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459

460
461

0280
0290
02A0
02BO
02CO0
02D0
02EO0
02F0
0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03A0
03BO
03C0
03DO0
03E0
03F0
0400
0410
0420
0430
0440
0450
0460
0470
0480

05
C3
83
50
72
3A
co
56
23
59
BF
DE
85
D5
BC
A8
Bl
EE
A8
9B
31
A6
91
51
5A
50
B6
AC
A4
0cC
7D
57
E7

00
4D
B8
AD
D3
24
B5
81
FE
DF
65
69
A4
11
13
63
2C
4E
D6
52
DD
39
F9
72
45
24
1D
9E
B2
F6
01
2A
Cc8

03
6A
55
CA
F2
CB
58
00
3B
CB
66
FA
28
37
7D
ED
F6
EF
DO
B5
5B
D9
7B
13
TE
79
D8
BE
AC
4C
23
20
36

82
55
95
0c
41
71
DA
BA
AC
El
70
85
94
1B
50
S5F
A5
63
E5
OE
F3
8D
Fl
BC
0A
1E
EC
A3
Al
5E
09
16
FB

02
EE
57
D5
1C
EE
34
Ccé
3B
CF
F5
83
AD
15
65
E2
2B
23
DA
61
D6
5C
TA
59
0E
D7
2A
DE
A5
83
A9
1C
36

01
7C
co
5C
B2
A5
4F
B6
A2
BD
BB
67
C9
TE
E2
2A
08
82
50
Bl
Cl
BF
18
C5
7D
42
BB
F2
B5
91
2F
3D
9C

00
15
2C
96
67
46
F4
FA
D8
FD
9C
61
7D
3D
66
69
E7
6B
54
76
46
DC
D8
12
D4
E7
F6
FB
9D
D6
FD
6F
28

54
2E
CA
F4
63
e
F8
E8
B6
B2
E5
9D
CB
16
A8
E4
3B
E7
77
Cl
AD
AE
42
D4
48
43
73
D5
19
DC
CE
D8

0D
D5
5E
2F
00
B9
AB
84
15
9F
6B
8D
51
F9
EA
87
D3
24
08
F9
BA
55
A8
FO
06
92
TE
6E
8F
AD
FD
38

B4
44
81
01
Fl
19
30
F8
F6
37
02
E4
D4
34
3C
4F
BD
40
52
62
76
6A
TF
44
c4
C9
49
83
94
B5
96
FE

ccC
09
B6
97
BO
33
A2
31
2C
73
9E
FB
CE
69
82
DF
9C
FC
5C

2B
2F
8D
TF
BA
D4
2B
6B
99
8C
CD
AE

CA
41
cc
99
9E
71
F8
BF
1C
FD
36
9F
BF
EE
99
41
2F
14
A4
TA
3E
(610}
E4
0c
16
BA
BC
88
0B
9E
AE
96

78
9E
A8
B5
46
3E
03
85
16
46
E7
08
9F
DO
9E
Al
D1
9E
02
C2
67
B2
FB
19
F8
BA
37
DO
A4
07
A4
6B

C5
0B
54
Al
AE
55
BD
5C
85
68
29
60
52
B7
F3
9F
33
BD
1B
80
29
37
A5
7B
11
75
18
80
D2
4E
Fo6
B2

B7
7B
A3
00
4F
6F
97
4E
B9
56
16
85
08
FF
62
A4
52
58
51
99
Fl
54
8B
38
B7
4F
50
9F
Al
60
BE
cé

2E
c7
62
C9
29
FC
BB
E8
BC
88
29
18
3D
01
63
57
EC
91
05
34
TF
E4
56
78
A2
09
72
96
B5
8D
5E
71

|lr..A..gc....F.0) |

[1.[...F..v+>qg) ..
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462  The TM Host RSA authentication key Krm-sign to generate the digital signature has a key length of 3072
463 bits with the components dumped below:
RSA Key Component | Value

Modulus

Public Exponent
Private Exponent

Prime 1

Prime 2

Exponent 1

Exponent 2

Coefficient

464

465
466

BD095898F981BAF42BE20E19339B396C59626690BDF396D20C503CA57C688AF4
1E50552CF1B9DDC4116209DD00C26B673F7EDEE7DOCA6DC2DAASFF2F8C3A860B
8F835AE60DOEOS57EDDF1625FACS55A102837FC1ICTEF8COA6CL37C5973972ABC40
F4D482F5EBC9754F964B6EECEDBE66DB62ADODA7B38E05917562E899DF717D27
457693B41E7BF2CBA98855AE2C97DE4B48FD812A520D6D356010F6E8355EC98D
BA3047F2COCDCD9BE655277F3ED69A788DD80A6A12BCA3D4CTF08662B99D3F70
A9548D7804B5E4A2913A3EC02525BE639ED7D9B986556C5932675642FCC4E659
D828A94C5544AEBBC5446EE6B96A04A0185470296DFC2FFBAT73D4074930968DD
810E43D574DD7BE664899DA6E48EB4B3B590E2CAA97CT75015C735093AD62E3FD
791AB5718F1FA19673EBAF7ABF3CCD732F31D397FCE790869D2A682DF2324514
181CCE1CDB4E7A4036DABAC26276EEOA3A2D2BEO4FB52E58128FF4086C7417CD
ECE75B18783DFA2C05D4A51899307FDCC4A00701300D73B45FFD52E396758CC5

010001

17D112A18B6605E8F7926E964C433553EA5B14730E0BO9FATED373ABCDAD4CD14
FEBOBESA80461BA3B550F5CF2B665363D9C3215071A4DF795A556ABA51DF99BD
E121FA94DB885A46E6ADIFES4FED25F10C224F86E22E71ADB632C78E61B057B1
936726ECD6FD35D3862B10D9B706732D16DC98C8D53D82841617151935E6B58E
FA187B798911B2C06826AE2CD89F75B96483D3FF4201410E25815DAA59F70C4B
D7F6774A2572888228DDF7BOF778D0537A038B245C21FA3E37C69D17D92CEFAE
0999568D7ED81EES8DD3529FD19C52E890CABB99538A8AAD768E2CATALF2191A
8A4COD1IC1431A90CT7A8AD3240349E7B30344E9F946EBFICA556B1348936C04C0
24D45C87204F7E04C828A6AT781085E5541451C4111A0AA63F807E32D0F941611
8EI9F395E936D5AE530F490B05F76337B4AD6CT79CACBEFB65A12BC137A5B98F02B
8E7456A123F4C43AC50E2244344A3D86402B74E2A66A28EF69095D0A044D14D9
E164F9F67561B462EB95B65A6298BA636BDIE4A150D02357FB293F0B5CFOCS5AD

E67D8DC159476C2CB803BA39BBF3606B3F45434FCO07AF91368406B57095D205B
AC88BFAF9462B458F9B4DCC26078B27040766510A19F317021AC87B5BDD618BE
95850BC5A895787F6D134C578F9218EAD686EFED14EAA84804F749794288E24C
EA2A955AA3473EF99A0D536A7AAL3EODFAD7739A42F46C98C55C8066FBA20EDB
91D587A966F061351A46141CEBCFD944E766FBCAAL9F251A09BF6BD7E3B8ASED
F3AD572B7B7FECI9B160C8F8AGFDESE029D7942A45F5572BD40B04F3CEF59F4BE7

D1F548FB2D1A25B094040F6B26B051F99F6E7CI9DB34148A458393C08BC2232EB
CDBIY9ES8BD8CBT7E1E1ASD133F668E535E1A27FAF807C253057438ADF7846AA656
TEO3A4879248DF06A9A8E413F8125CAC14B2093EB043AB4831F16EF7DB04FD34
855D525A6C5BE4E7D2C6B6F02CO97BF975BE971C5F8515BBE2FESBD894B39DF 74
CED4BE6BEEF5D35C5D420BDD29111EDCES556D1DC38669ACI9D5136FAF44951381
BE2B1F51DD150EB1AS591C46242E54715550710E7AB20BAFC50B6D31469F4A623

5E579BD33D40DFC53A18C47BE7338A0EBBDALI4EO2AEFEACD87CO7E6624BEOASDS
9B8C69B16B722F518FFBF8B4531A7427402B75D8A5DEEC34728415144DBCBY6A
20F751473966DCE88373F7B68B5C88786F10D259DF4AE150813FDAC2187ACOEE
2C96FB851AFAO098BCF038F56311598BOCE27ABF8C3591AAE3972505856BD1189
CC1A73A9E22998104D4DCBE3BE9DD7D7BD43C8E23ADF5227634007DB5929777A
62E85BOABEFB52FDA96DED34E1DD60DF2D214153404958C1E6CCOFDDDECC79427

80A494A9E9B19AA43D9CDB41A0FBEICES3E463905093D08979D0DFBACE62FIE6
4730012C0192755CC6747EES59ADSDBB8CDB7EF6AET7TE26563226C458E3166182
9F45661AF703953B44DACO9CTEA3ES8A3A47FTA82461E1ELIA35035D8C1A6ASEY
F748FDBB8FAT72272F44F732967793717EB65F6A3010A0077606E0C06C243DC69
TA8D197B9277A6A07237948356B539BEC8FA502D69955C840BFD13B245083E62
817D747C3944BCB3162A61347FO9E71D65D39AE1EF4586299546F2097E26FD717

D175B7C635A4E77C5140848E541B1F75EF83ADEDF347B1727A332FC292142080
8225783A23F9475692A0E14425BEDDOCD72342F243AC24D0901778B91C58A9A2
515F72538BCOF1DC7167FF598247F1CE2A475967256AA3FA63EC1008C8B7FEF90
51DF38D7B9B7ACOB86CBDFA141DC22D755898FB471818202734F761D3464C9B0
SE7F0119E80F7BD4F205233B020DB1EEA7CC8DE11BB68CF8AOF82CE8CD3E33C5
2472FC11229F8COAS56F85189D0B7868958E1987D7B7819EB85C5B0SFB1CD0448
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467
468

469

470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510

serialNumber
Issuer
Country Name
Organisation Name
Organisation Unit Name
Common Name
Validity
notBefore
notAfter
Subject
Country Name
Organisation Name
Organisation Unit Name
Common Name
Extensions

keyUsage

2ABC 40F4 D482 FS5EB C975

BE

EPASOrg

Technical Center of Expertise
EPAS Protocols Test CA

20130418100646+0100
20181001182005+0100

FR

EPASOrg

Technical Center of Expertise

EPAS Protocol Test Host Authentication

DigitalSign

This RSA public key Krusign is authenticated by a certificate authority with the X.509 certificate
Cca-mm(Krm-sign) containing the following information:

The dump of the X.509 certificate Cca-tm(KTm-sign) is:

0: 30 82 04 FF 30
10: BC 40 F4 D4 82
20: 86 F7 0D 01 O1
30: 55 04 06 0C 02
40: 0C 07 45 50 41
50: 04 OB 0C 1D 54
60: 6E 74 65 72 20
70: 65 31 1F 30 1D
80: 20 50 72 6F 74
90: 43 41 30 2A 18
AO0: 30 36 34 36 2B
BO: 30 30 31 31 38
CO: 31 OB 30 09 06
DO: OE 06 03 55 04
EO: 26 30 24 06 03
FO: 63 61 6C 20 43

100: 70 65 72 74 69
110: 0C 26 45 50 41
120: 54 65 73 74 20
130: 74 69 63 61 74
140: 2A 86 48 86 F7
150: 30 82 01 8A 02
160: F4 2B E2 OE 19
170: D2 0C 50 3C A5
180: C4 11 62 09 DD
190: C2 DA A9 FF 2F
1A0: 7E DD F1 62 5F
1BO: 6C 13 7C 59 73
1CO0: 4F 96 4B 6E EC
1D0: 91 75 62 E8 99
1EO0: CB A9 88 55 AE
1FO0: 35 60 10 F6 E8
200: 9B E6 55 27 TF
210: D4 C7 FO 86 62
220: A2 91 3A 3E CO
230: 59 32 67 56 42
240: BB C5 44 6E E6
250: FB A7 3D 40 74
260: E6 64 89 9D A6
270: 01 5C 73 50 93

82
F5
0B
42
53
65
6F
06
6F
13
30
32
03
0A
55
65
73
53
48
69
0D
82
33
7c
00
8C
AC
97
ED
DF
2C
35
3E
BS
25
FC
B9
93
E4
AD

02
EB
05
45
4F
63
66
03
63
32
31
30
55
ocC
04
6E
65
20
6F
6F
01
01
9B
68
C2
3A
55
2A
BE
71
97
5E
D6
9D
25
c4
6A
09
8E
62

E7
C9
00
31
72
68
20
55
6F
30
30
30
04
07
0B
74
31
50
73
6E
01
81
39
8A
6B
86
Al
BC
66
7D
DE
C9
9A
3F
BE
E6
04
68
B4
E3

AQ
75
30
10
67
6E
45
04
6C
31
30
35
06
45
0cC
65
2F
72
74
30
01
00
6C
F4
67
0B
02
40
DB
27
4B
8D
78
70
63
59
AQ
DD
B3
FD

03
30
68
30
31
69
78
03
73
33
18
2B
oc
50
1D
72
30
6F
20
82
05
BD
59
1E
3F
8F
83
F4
62
45
48
BA
8D
A9
9E
D8
18
81
B5
79

02
0D
31
0E
26
63
70
0cC
20
30
13
30
02
41
54
20
2D
74
41
01
00
09
62
50
TE
83
TF
D4
AD
76
FD
30
D8
54
D7
28
54
()
90
1A

01
06
0B
06
30
61
65
16
54
34
32
31
46
53
65
6F
06
6F
75
A2
03
58
66
55
DE
5A
Cl
82
0D
93
81
47
0A
8D
D9
A9
70
43
E2
B5

02
09
30
03
24
6C
72
45
65
31
30
30
52
4F
63
66
03
63
74
30
82
98
90
2C
E7
E6
c7
F5
A7
B4
2A
F2
6A
78
B9
4c
29
D5
CA
71

02
2A
09
55
06
20
74
50
73
38
31
30
31
72
68
20
55
6F
68
0D
01
F9
BD
Fl
DO
0D
EF
EB
B3
1E
52
(030)
12
04
86
55
6D
74
A9
8F

0A
86
06
04
03
43
69
41
74
31
38
30
10
67
6E
45
04
6C
65
06
8F
81
F3
B9
CA
9E
8C
Cc9
8E
7B
0D
CD
BC
BS
55
44
FC
DD
C
1F

2A
48
03
0A
55
65
73
53
20
30
31
78
30
31
69
78
03
20
6E
09
00
BA
96
DD
6D
05
0A
75
05
F2
6D
CD
A3
E4
6C
AE
2F
7B
75
Al

|0 0 * |
| @ u0 * HJ
| Ohl O |
| U BE1 O 6] |

| EPASOrgls&0$ U|
| Technical Ce|
|Inter of Expertis]|
|lel O U EPAS|
| Protocols Test |
|CAO* 2013041810]|
|0646+0100 20181
10011820054+01000x |
|1 0 U FR1 O]
| U EPASOrgl |
|&0$ U Techni |
|cal Center of Ex|
|pertisel/0- U |
| &EPAS Protocol |
| Test Host Authen|

|ticationO 0 |
|* H |
10 X |
|+ 3 91Ybf |
| P< |h PU, |
| b kg?~ m|
| /e Z |
[~ b U |
1 ]Yys * @ u |
|O Kn fb |
| ub g} 'Ev { ]
| U, KH *R m]
|5 5n 0G |
[ Uu" > x 3 I
| b ?p T x |
| > %% C Ul]
| Y2gVB Y ( LUD |
[ Dn J Tp)m /|
| =@t h Cct {|
| d [ul
| \sP b vy g |
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511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551

552
553

280:
290:
2A0:
2B0:
2CO0:
2D0:
2EQ0:
2F0:
300:
310:
320:
330:
340:
350:
360:
370:
380:
390:
3A0:
3BO:
3C0:
3D0:
3E0:
3F0:
400:
410:
420:
430:
440:
450:
460:
470:
480:
490:
4A0:
4BO0:
4C0:
4D0:
4EQ:
4F0:
500:

96
86
40
58
2C
B4
30
0D
02
El
BC
A7
A7
B2
CA
F7
6F
2B
6C
06
56
AC
FO
F8
45
8D
DB
F4
47
1B
85
E7
BO
OE
82
0cC
DC
64
37
6C
06

73
9D
36
12
05
S5F
0D
06
01
4Cc
3E
3E
93
C5
B5
F5
A9
F8
EA
07
TA
D4
0cC
31
38
DO
87
01
E7
26
FF
8D
AC
12
61
80
B5
D2
A9
EO
e

EB
2A
DA
8F
D4
FD
30
09
00
3F
CA
5D
Fl
BA
c7
B4
14
1D
0D
9A
AC
D4
6F
32
03
4C
64
D5
52
53
B4
3C
58
58
C3
F2
64
El
23
62
AB

AF
68
BA
F4
A5
52
0B
2A
76
42
02
92
2F
FF
1E
E6
F3
59
DB
1B
72
C3
DA
F6
83
D6
39
44
TA
DD
6B
EA
71
D6
73
87
70
Bl
6F
B2

TA
2D
C2
08
18
E3
06
86
04
E6
15
E5
5F
F6
BA
64
5A
FF
9F
7C
20
C3
53
23
E5
EC
5E
27
3E
0B
A3
DE
24
D4
98
6F
42
59
EB
ccC

BF
F2
62
6C
99
96
03
48
AD
63
0A
79
BO
1C
20
19
DF
67
0c
03
03
AT
cc
84
EB
DA
DA
27
30
73
4F
E7
4B
97
B5
2B
B4
77
e
43

3C
32
76
74
30
75
55
86
89
8B
F5
98
89
F6
25
A6
EO
F3
OE
25
50
5D
Bl
0F
A7
35
B5
BO
OE
40
88
36
BA
88
51
02
B6
D6
34
5D

CD
45
EE
17
TF
8C
1D
E7
65
75
10
3B
61
1B
23
04
88
11
EB
4F
48
83
FA
B2
EC
08
9A
6D
A6
43
B2
DA
07
F7
0D
57
7D
51
El
85

73
14
0A
CD
DC
C5
0F
0D
54
8E
1D
49
B7
79
0cC
55
El
Al
57
25
88
0B
6A
12
CF
D8
42
07
96
36
28
AE
11
23
c4
1C
E7
FC
9D
EC

2F
18
3A
EC
Cc4
02
04
01
B8
50
36
8B
3D
36
EC
cc
52
E7
08
BB
AB
96
2F
E7
08
3A
42
CB
75
5F
ES
11
07
Bl
TF
8B
D1
A4
8F
65

31
1C
2D
E7
AQ
03
04
01
D7
C3
81
DA
Cl
38
F6
90
5B
E6
AC
Al
4A
Bl
Fl
10
E2
4D
17
C2
EB
AF
9D
5C
1B
4E
5C
AC
31
8F
DF
A2

D3
CE
2B
5B
07
01
03
0B
1E
05
46
29
Cc8
EA
A0
C5
34
14
2D
3E
9F
79
Cc8
Co6
26
EB
80
D6
77
A4
53
E5
1E
04
5E
E2
ES
EF
43
5D

97
1C
EO
18
01
00
02
05
07
C3
38
FB
3F
21
B9
FE
El
E9
B2
21
5A
20
56
FE
22
A9
5B
05
71
59
73
0A
40
F4
F6
91
32
62
7C
8B

FC
DB
4F
78
30
01
07
00
07
El
15
ES
B3
E3
89
F5
C3
33
oF
41
CF
77
E7
50
cc
6D
D8
EO
45
09
9D
Cl
FA
8D
D7
74
46
8E
84
41

E7
4E
BS5
3D
0D
A3
80
03
69
DD
()
CE
74
41
30
96
Fl
2F
01
85
DO
DD
79
5A
D8
05
D7
CA
98
31
3F
OE
1C
58
D2
22
70
A2
08
BS5

90

2E
FA
73
oF
30
82
70
8A
4F
14
67
8B
13
B7
19
9C
TF
A0
C3
6F
8B
Co6
74
23
15
4E
97
4A
00
BF
Cé
89
B
1B
CB
Bl
A5
12

| L 5
| don

| D'' m N|
|G Rz>0 u wgk |
| &S s@C6_ Y 1J|
| kO ( Ss ? |
| < 6 \ |
| Xg$K @ |
| X # N X |
l as Q \ N {|
| o+ W t"
| dpB } 1 2Fp |
Ild  Yw Q b |
|7 #o |4 Cl |
|1 b C] e ] A |
[
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554  The TM Host RSA key encryption key Ktm-enc to protect the key encryption key, has a key length of 3072
555 bits with the components dumped below:
RSA Key Component | Value

Modulus

Public Exponent

Private Exponent

Prime 1

Prime 2

Exponent 1

Exponent 2

Coefficient

556

557
558

D72CCF63FB2F866A18F219DC919316495FF66C906F904D7B266525C37FABE7D4
ED99EA0424336D99B0OB7979DE1764E7CD16B64B9BA954610BCACBB6CEFDA4CB90
6AA75BED58BY9A0037152541EB1DC3DD0B6214EB31BE97A4F91073412DE042216
FA8F826D24CT7F2D305D4BF63465BF899DC6F073FF6AA338EA44DB6BESIA6358C
AA3CCB8528E58B55540ED22325233333D3D6D2B82ED7A58D499F445FF835C3EB
D5B515379A7C2B5B41D35F3DFD5A1IA2D61491038FDD1SEL8EF678FD794872ACC
8B8129AFAODO2FCD6E4ADES184D5FEC2386441293B16BB76B8E2E4F8E8027636
6855A880E0EFAC449E76124C4BF7FF2BA15E674B62A5637D26600AA3A013E153
OE11F4BF984E533F520A2E74BD826DD507C283D2F563C22848E05D84D2B7D222
1F4B63B56797E6AFB425D567E5F916E3AB4E2C486EC81489469C17DA2DFAFTAB
496EET7C24E43951FFE28006BFFO6E2D15838ACT7252F3D45E8FEBEFOF7TEEFO74F

FEOA38C38926CFA0683198CA8FD08C8B2427B91A0B16F79A7186DE7DABIDFF3D
010001

70CA3357D446202E232F5CB10ABSD017DC2E7ECFE33AFFF24ABS00678ED7DC68
F7B7133CE280F6B57635764B32FO0E1C979B8D28EACAB2CI6FF5F87CB64D56A43
2434DFF1F4ED305C3D9D8B2COFCCB3B66091EAFFESE4ATD16753204FB782F11F
9C6D774FAOD5128ADCE69CFFFBD49FE67EEEDOIDOE3E3F5248FBD78BC19EDE39
01CF665B4189B9549C003CD461562733C69A37D085F551F9529B22AB2F9F 7738
TAC835FBF4859BF074FBC853E526C2CCO0CFDCAAL31A3AC6154FF2CD6D34C110
8A903DDA424D8A689EBCCFDBOSFCACOBIFC16C3091D284506661F52D4A2FABSC
A519B79C882E1E1DA6GE04BC292D8C86A073BBB4DD354FE9AO068F59621AD2739C
FOC7C1536187337B758F0CA31CEL1381EC81D61EF92F7251BA60ABC2F3732C0CB
31979282D7B96866CADOCFD4842A1041E2A8BC720FB2B9147DED36BAD36E323E
21482BD5A5416E3FA2DB23355B19A3534910DA8BA03FC41B2DCA278796DI8ESA3Z

BE44410361825CBA24ACCS5EODS276FES55A6AD20EOF8FELIF3BEFBE7DCS5E1IDSEFS581

FA00B40D29723058B33EB625A4B52D9BOF010360F739135E4A6AB13A24780D7C
D577657B3E6DB0043C4B1422384D4023E2F901B922D188C5AE0365B816DCEF8AF
TE62E4ECF2DOAB3EA21B362B811873661BFF476DD123509F07D8D633CC373F7A
EF59894385BFOFCTES82BBD84DC148922A00558DD365A47B6A384BFO1EAF440F4
EO5D4BC95481AEFB61A1706C1E4B62A482A0A5AE9E3A87ED64826896CDD52B00

355FDF2D81B649E553D412205CO0EFB4E075C2526FDDFA885F94AAFA323C4601D

DC5639C6AE9A6BD28746623C4D86C4A4E0212A1BE44EC34054FEEC65C101DCLE
0OF45183CEC4CECB367E250D69A1B4ADE858BD67CES8CDCFAEL82369B7B86D2DCO
F1159429A29E1293ADAFC66C5A8673D789D589AA66D0C25AE6B5325D1477B47A
713DC43842E22A36AEB738A893D17CFEAC4AFOFOFF25DCD5D7DAD3AF7346B88EA
D4E5C86ECCI970BC67BE142C53534788006AA1D8FADEY1IEE6D988BDB6D57775C7

3F8C41AAEF83508E836A92083B571D52E2904D0592A34900787C9650A41831A1

D72FATCAF473BF3D79FB6E98F42EA6BS1EASA69CDDEF18C6BES31B7D2A4AD381
31D4755B219F14347119469935D0F8766B355DD05731F801FF081993DCCAL29C
2BB33FCCDC2BD45A32FA2D24411824AC2D490BD8707D6F35937186DE4AD6EB22
FBC61BAA2D0385AA7222C41CO09BAFB56FC59DDES7A9536C8F3F29D5A21DC5FD4
E71226DB828BA56BE6DB2883478827BDE65A14823ADBB288194D4E6D0F7TATEGA

CD8659F9377F0A180491B3907AECC24EAL57320DF710204725CE3764E7BC8D9DY

5826F73E92249DF6C0CO5C151C3F4AF55BE668DE77DD3B28C5D8ATE39DF08C8C
4A37AE96D143857FD1942E1B6DD47583C99244E1FC923B00C00F8B0041FDOC4D
21272CFBEBSFAABT702CA4C6C955B2D859253A89C503E3D43F9018D80CTEBSCTD
604901F4306E23CD74E140FDD106032830F03A073B4464217F628B30D3FC21EF
31F62CD6876BF6FE1619EDS88D0ODC89494F61482A6FBDDOEB33250E21D40DD345
401B713A5E50FF2DC54E21D6C146FD286814AB7COB4AEOAELIB865CED2E79AF81
BF2571D99CCC8D31ECEEODE36E8C591043C371D01052AE0DF46DD35118031F5E
4AAB2948761A9BFCE909047EA5143B03EADO8AGSBIFOE96F525ABF014A121E4C
E7935EDB7F0244357B1E20E106066A2E0BF326D82BFEGEDD2A283174D6E9A865
D3FD60D3FACCID1B8F82FD32A9DAE2CEFCI92C0BA4A3D66872A82FB1E67608565
3EDF96B096766729824F4C2B050494C7CE6ADEE376379558E3DA58CC608558CD
A2C4257398C03A973B9790ADAE2E3D4FD18A551DBC847E632455BB55633698EF
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559
560

561

562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602

This RSA public key Krm-enc is authenticated by a certificate authority with the X.509 certificate
Cca-mm(Ktm-enc) containing the following information:

serialNumber

Issuer

Country Name

Organisation Name

Organisation Unit Name

Common Name

Validity

notBefore

notAfter

Subject

Country Name

Organisation Name

Organisation Unit Name

Common Name

Extensions

keyUsage

The dump of the X.509 certificate Cca-tm(KtmEnc) is:

7895 CA35 014C 3D2F 1E11 B10OD

BE

EPASOrg

Technical Center of Expertise
EPAS Protocols Test CA

20130418101823+0100
20181001182005+0100

FR

EPASOrg

Technical Center of Expertise

EPAS Protocol Test Host Key Encryption

KeyEncipherment

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO
00CO
00DO
00EO
00FO
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
01A0
01BO
01cCoO
01DO0
01EO
01F0
0200
0210
0220
0230
0240
0250
0260
0270

30
95
86
06
04
03
43
69
41
74
31
38
30
10
67
6E
45
04
6C
45
06
8F
2F
90
33
95
B9
E9
c7
AA
ES
D7
C
D1
DO
16
EF
A5
4E
63

82
CA
48
03
0A
55
65
73
53
20
30
31
78
30
31
69
78
03
20
6E
09
00
86
4D
6D
46
A0
7A
F2
33
8B
A5
2B
9E
2F
BB
AC
63
53
C2

05
35
86
55
oc
04
6E
65
20
43
31
30
31
OE
26
63
70
ocC
54
63
2A
30
6A
7B
99
10
03
4F
D3
8E
55
8D
5B
18
CD
76
44
7D
3F
28

01
01
F7
04
07
0B
74
31
50
41
38
30
0B
06
30
61
65
26
65
72
86
82
18
26
BO
BC
71
91
05
A4
54
49
41
EF
6E
B8
9E
26
52
48

30
4Cc
0D
06
45
0cC
65
1F
72
30
32
31
30
03
24
6C
72
45
73
79
48
01
F2
65
B7
AC
52
07
D4
4D
OE
9F
D3
67
4A
E2
76
60
0A
EO

82
3D
01
0cC
50
1D
72
30
6F
2A
33
31
09
55
06
20
74
50
74
70
86
8A
19
25
97
BB
54
34
BF
B6
D2
44
5F
8F
DE
E4
12
0A
2E
5D

02
2F
01
02
41
54
20
1D
74
18
2B
38
06
04
03
43
69
41
20
74
E7
02
DC
C3
9D
6C
1E
12
63
BE
23
5F
3D
D7
91
F8
4C
A3
74
84

ES
1E
0B
42
53
65
6F
06
6F
13
30
32
03
0A
55
65
73
53
48
69
0D
82
91
TF
E1l
FD
Bl
DE
46
51
25
F8
FD
94
84
E8
4B
A0
BD
D2

AQ
11
05
45
4F
63
66
03
63
32
31
30
55
ocC
04
6E
65
20
6F
6F
01
01
93
AB
76
A4
DC
04
5B
A6
23
35
5A
87
D5
02
F7
13
82
B7

03
Bl
00
31
72
68
20
55
6F
30
30
30
04
07
0B
74
31
50
73
6E
01
81
16
E7
4E
CB
3D
22
F8
35
33
C3
1A
2A
FE
76
FF
El
6D
D2

02
0D
30
10
67
6E
45
04
6C
31
30
35
06
45
oc
65
2F
72
74
30
01
00
49
D4
e
90
DO
16
99
8C
33
EB
2D
cc
c2
36
2B
53
D5
22

01
30
68
30
31
69
78
03
73
33
18
2B
oc
50
1D
72
30
6F
20
82
05
D7
5F
ED
D1
6A
B6
FA
DC
AA
D3
D5
61
8B
38
68
Al
OE
07
1F

02
0D
31
0E
26
63
70
0cC
20
30
13
30
02
41
54
20
2D
74
4B
01
00
2C
Fo6
99
6B
A7
21
8F
6F
3C
D6
BS5
49
81
64
55
5E
11
cz2
4B

02
06
0B
06
30
61
65
16
54
34
32
31
46
53
65
6F
06
6F
65
A2
03
CF
6C
EA
64
5B
4E
82
07
CB
D2
15
10
29
41
A8
67
F4
83
63

ocC
09
30
03
24
6C
72
45
65
31
30
30
52
4F
63
66
03
63
79
30
82
63
90
04
B9
ED
B3
6D
3F
85
B8
37
38
AF
29
80
4B
BF
D2
B5

78
2A
09
55
06
20
74
50
73
38
31
30
31
72
68
20
55
6F
20
0D
01
FB
6F
24
BA
58
1B
24
F6
28
2E
9A
FD
A0
3B
EO
62
98
F5
67

.U....BE1.0...U|
....EPASOrgls&0s. |
| .U....Technical |
|Center of Expert|
|isel.0...U....EP|
|AS Protocols Tes|
|t CAO0*..20130418]|
[101823+0100..201|
1810011820054+0100|
|0x1.0...U....FR1]|
|.0...U....EPASOr|
|g1&0$..U....Tech]|
|nical Center of |
|Expertisel/0-..U|
| ...&EPAS Protoco]|
|1 Test Host Key |
|EncryptionO...0.|

|

[ .. .

[ Ohl.0.|
|

|

[ O, ,.C. |
(720 I .1l.0]
| . M{&e%......... S|
[3m...... vN|.kd..|
| .F....1 . [.X]
| gRT...=..!N..|
|.z0..4..." m$ |
[ cF[ 0.2.]
[.3..M..Q.5..<.. (]|
|..UT..#%#33..... |
| .I.D_.5..... 7.1
[1+[A. =.Z.-al.8.|
Y. S S
[./.nJ...... 8dA) ; |
| AV vohU. .. |
|..D.v.LK..+."gKb|
|.c}& ..... S..... |
INS?R..t..m...... |
lc.(H.]....".Kc.qgl
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603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643

644
645

0280
0290
02A0
02BO
02CO0
02D0
02EO0
02F0
0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03A0
03BO
03C0
03DO0
03E0
03F0
0400
0410
0420
0430
0440
0450
0460
0470
0480
0490
04A0
04B0
04CO
04D0
04E0
04F0
0500

97
c8
43
F3
26
16
A3
20
03
35
02
D4
5E
17
50
D6
26
83
96
64
AF
9A
6D
18
TA
74
58
60
BB
46
24
4F
E9
F5
34
49
11
FE
B7
5E
9D

E6
14
95
D4
CF
E7
oF
30
82
D1
41
9D
92
19
9F
04
DB
A8
25
57
6E
50
51
9B
89
9B
F3
63
36
03
14
0c
D9
2B
93
F4
93
20
CF
9A
B4

AF
89
1F
5E
AQ
9A
30
0D
02
0F
D7
85
92
El
8F
B9
66
24
3D
AF
D8
59
41
4F
30
DB
6C
4A
16
50
68
BB
9B
43
62
34
9E
5E
6E
68
3F

B4
46
FE
8F
68
71
0D
06
01
35
00
D2
EA
E4
B6
8D
e
TE
12
S5F
E4
CA
56
CA
8E
78
D9
65
91
E5
42
CE
AC
25
e
D2
DC
1F
FE
99
16

25
9C
28
EB
31
86
30
09
00
D8
02
0D
76
8F
C
2F
CA
3C
42
08
cC
82
FB
B9
AC
3E
0F
91
FD
DO
30
B2
6B
6B
F2
B7
40
38
57
CE
43

D5
17
00
EF
98
DE
0B
2A
26
BD
BA
0B
84
F8
30
08
F7
F3
AE
8B
34
DD
42
F4
88
2A
2C
C3
A5
A6
BB
D8
E2
C5
85
Fl
63
15
8B
00

67
DA
6B
0F
CA
7D
06
86
ED
3B
5C
BA
78
3F
DD
14
0A
6B
65
00
FO
15
DD
48
E5
E2
C8
43
86
50
A2
81
c4
OE
22
BC
52
F4
A3
DB

ES
2D
FF
TE
8F
AB
03
48
5F
B4
73
FD
3E
11
BE
E7
17
D8
9E
Fo6
FB
CB
E6
7D
86
8F
95
AC
55
D6
39
DO
8E
17
83
AF
DF
6E
3A
6C

F9
FA
96
EF
DO
9D
55
86
4E
0D
07
BD
02
74
E7
8F
5A
DC
3E
EF
90
40
AD
A2
59
E7
A2
TF
1D
27
D5
FF
S5F
FO
B2
79
6A
01
ED
89

16
F7
E2
97
8C
FF
1D
E7
11
48
49
c4
DC
10
B5
8F
F8
31
Al
51
FE
13
A6
6E
43
c4
7D
F9
6F
EB
CA
E8
E4
CE
51
cc
68
E6
BB
22

E3
AB
D1
4F
8B
3D
0F
0D
5A
1E
1C
04
98
24
F5
9D
TF
6F
5A
73
44
02
20
D4
F9
10
B5
5C
0cC
0cC
B9
B2
5D
Fl
76
B3
Fl
ES
3E
45

AB
49
58
FE
24
02
04
01
9E
S5F
E2
EF
95
35
40
ES
71
El
82
OE
42
E7
EF
41
5F
AD
AD
6D
AD
1B
89
El
EE
AB
DD
EA
20
F5
D9
0A

4E
6E
38
0A
27
03
04
01
2D
0D
89
B7
5C
B3
AD
D4
69
D6
E7
E5
D4
0F
2D
8F
08
Cc9
1E
7D
TF
53
42
9D
C2
8B
AF
D1
18
79
c4
Al

2C
E7
AC
38
BS
01
03
0B
10
2E
53
AE
FB
52
89
B7
79
31
3C
E4
55
12
27
00
TA
35
Fl
e
E5
15
07
B8
FF
86
EE
5F
31
8D
EF
82

48
C2
72
C3
1A
00
02
05
FO
08
CB
DD
1D
59
00
TA
CA
A2
4B
FA
F3
4B
B7
EA
6F
F4
47
B8
FO
BO
9D
F9
E8
94
8F
3A
CE
E2
39
27

6E
4E
52
89
0B
01
05
00
7B
Cc8
70
2B
94
E7
35
E7
87
48
29
9B
61
DE
F2
4C
B7
16
AA
8E
37
49
AB
4A
FA
FC
BA
6D
DO
EF
EA
54

| L e IR N, Hn|
| F...—-...In..N|
|[C...(.k....X8.rR]|
| Nee..~..0..8 |
[&..hl...... $! |
[ oot o=, |
| 0.0...U0....... |
| 0 JFUHL L L oL |
I &, N.Z.—..{I
[5..5. ;.. He ....]
| .A As.I S.pl
| +
[ ~ovex>oo oo\
[ ?2.t.$5.RY. |
[P...]0..... @ 5]
[ A, z.|
|&.f]....2..gly..|

|.n...4....DB.U.a|
| .PY..... @..... K. |
|mMQAV.B. ... =! |
|..0...H}.n.A...L|
|z.0..... YC. .zo.|
[t..x>* ..., 5..1
[X.1.., oo Gl
| “cde..C...\m}|

[.6..... U.0..... 7
|F.P...P."...S..1I]
|$.hB0..9 B |
[ 2 J|
[ O |
| 4C%k. i |
[4.b|.."..Qv..... |
[T.4..... V.. m|
| @cR.jh 1..1
|. ~.8..n....y |
|..n.W..:..>. 9.
[*".h....1."E...'T|
|..?2.C |

1 Download of Cryptographic Keys

Page 26



646 1.4.3 Initial Status of the Keys

647  The POI contact the key injection server, sending the StatusReport message containing the header and

648 the body presented in the table below:

Message Item
Header
DownloadTransfer
FormatVersion
Exchangeldentification
CreationDateTime
InitiatingParty
Identification
Type
Issuer
RecipientParty
Identification
Type
StatusReport
POlldentification
Identification
Type
Issuer
TerminalManagerdentification
Identification
Type
DataSet
Identification
Type
CreationDateTime
Content
POIComponent
Type
Identification
ItemNumber
Providerldentification
Identification
SerialNumber
POIComponent
Type
Identification
ltemNumber
Providerldentification
Status
VersionNumber
StandardCompliance
Identification
VersionNumber
Issuer
AttendanceContext
POIDateTime

649

1 Download of Cryptographic Keys

Value

False

6.0

001
2013-12-06:13:53:49.00+02:00

66000001
OriginatingPOl

MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

66000001
OriginationgPOl
MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

StatusReport
2013-12-06:13:53:49.00+02:00

Terminal

1
EPASVendor001
Counter Top E41
7825410759

PaymentApplication

1.1
EPASVendor001

1.01

SEPA-FAST

3.0

CIR

Attended
2013-12-06:13:53:49.00+02:00
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650
651

652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694

695
696

697

698
699

700
701

702
703

The POI has no symmetric key shared usable by the key injection, so the pre-loaded authentication RSA

key is used to provide a digital signature of the message body.

Once unnecessary spaces and carriage returns are removed, the XML encoded StatusReport message

body is

0000 3C 53 74 73 52 70 74 3E 3C 50 4F 49 49 64 3E 3C |<StsRpt><POIId><]|
0010 49 64 3E 36 36 30 30 30 30 30 31 3C 2F 49 64 3E |Id>66000001</Id>]|
0020 3C 54 70 3E 4F 50 4F 49 3C 2F 54 70 3E 3C 49 73 |<Tp>OPOI</Tp><Is|
0030 73 72 3E 4D 54 4D 47 3C 2F 49 73 73 72 3E 3C 2F |sr>MTMG</Issr></|
0040 50 4F 49 49 64 3E 3C 54 65 72 6D 6E 6C 4D 67 72 |POIId><TermnlMgr|
0050 49 64 3E 3C 49 64 3E 65 70 61 73 2D 6B 65 79 44 |Id><Id>epas-keyD]|
0060 6F 77 6E 6C 6F 61 64 2D 54 4D 31 3C 2F 49 64 3E |ownload-TM1</Id>]|
0070 3C 54 70 3E 4D 54 4D 47 3C 2F 54 70 3E 3C 2F 54 |<Tp>MTMG</Tp></T|
0080 65 72 6D 6E 6C 4D 67 72 49 64 3E 3C 44 61 74 61 |ermnlMgrId><Datal
0090 53 65 74 3E 3C 49 64 3E 3C 54 70 3E 53 54 52 50 |Set><Id><Tp>STRP|
00A0 3C 2F 54 70 3E 3C 43 72 65 44 74 54 6D 3E 32 30 |</Tp><CreDtTm>20 ]|
00BO 31 33 2D 31 32 2D 30 36 54 31 33 3A 35 33 3A 34 [13-12-06T13:53:4
00CO 39 2E 30 30 2B 30 32 3A 30 30 3C 2F 43 72 65 44 [9.00+02:00</CreD|
00DO 74 54 6D 3E 3C 2F 49 64 3E 3C 43 6E 74 74 3E 3C |tTm></Id><Cntt><]|
00E0O 50 4F 49 43 6D 70 6E 74 3E 3C 54 70 3E 54 45 52 |POICmMpnt><Tp>TER]|
00F0 4D 3C 2F 54 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 |M</Tp><Id><ItmNb]|
0100 3E 31 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 |>1</ItmNb><Prvdr]|
0110 49 64 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 |Id>EPASVendor001]
0120 3C 2F 50 72 76 64 72 49 64 3E 3C 49 64 3E 43 6F |</PrvdrId><Id>Co]
0130 75 6E 74 65 72 20 54 6F 70 20 45 34 31 3C 2F 49 |unter Top E41</I|
0140 64 3E 3C 53 72 6C 4E 62 3E 37 38 32 35 34 31 30 |d><SrlNb>7825410]
0150 37 35 39 3C 2F 53 72 6C 4E 62 3E 3C 2F 49 64 3E |759</SrlNb></Id>|
0160 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C 50 4F 49 43 |</POICmpnt><POIC]|
0170 6D 70 6E 74 3E 3C 54 70 3E 41 50 4C 49 3C 2F 54 |mpnt><Tp>APLI</T|
0180 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 3E 31 2E 31 |p><Id><ItmNb>1.1]|
0190 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 49 64 |</ItmNb><PrvdrId]|
01A0 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 3C 2F |>EPASVendor001</|
01BO 50 72 76 64 72 49 64 3E 3C 2F 49 64 3E 3C 53 74 |PrvdrId></Id><St]
01CO 73 3E 3C 56 72 73 6E 4E 62 3E 31 2E 30 31 3C 2F |s><VrsnNb>1.01</]|
01D0 56 72 73 6E 4E 62 3E 3C 2F 53 74 73 3E 3C 53 74 |VrsnNb></Sts><St]|
01E0O 64 43 6D 70 6C 63 3E 3C 49 64 3E 53 45 50 41 2D |dCmplc><Id>SEPA-|
01F0 46 41 53 54 3C 2F 49 64 3E 3C 56 72 73 6E 3E 33 |FAST</Id><Vrsn>3]|
0200 2E 30 3C 2F 56 72 73 6E 3E 3C 49 73 73 72 3E 43 |.0</Vrsn><Issr>C]|
0210 49 52 3C 2F 49 73 73 72 3E 3C 2F 53 74 64 43 6D |IR</Issr></StdCm]|
0220 70 6C 63 3E 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C |plc></POICmpnt><|
0230 41 74 74 6E 64 GE 63 43 6E 74 78 74 3E 41 54 54 |AttndncCntxt>ATT]|
0240 44 3C 2F 41 74 74 6E 64 6E 63 43 6E 74 78 74 3E |D</AttndncCntxt>]
0250 3C 50 4F 49 44 74 54 6D 3E 32 30 31 33 2D 31 32 |<POIDtTm>2013-12]
0260 2D 30 36 54 31 33 3A 35 33 3A 34 39 2E 30 30 2B |-06T13:53:49.00+]
0270 30 32 3A 30 30 3C 2F 50 4F 49 44 74 54 6D 3E 3C |02:00</POIDtTm><|
0280 2F 43 6E 74 74 3E 3C 2F 44 61 74 61 53 65 74 3E |/Cntt></DataSet>]|
0290 3C 2F 53 74 73 52 70 74 3E |</StsRpt> |
The SHA256 digest of the StatusReport message body is:

0000 Al 1B 8D 78 72 94 2C 4A C5 9E 7C A8 41 5F A2 9F |...xr.,J..|.A ..|
0010 05 15 24 81 26 DB D1 47 62 AF B5 EE 7E Bl B2 5E |..$.&..Gb...~.."]|
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704

705

706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722

723

724
725

726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741

742
743

744
745

746
747

Applying the padding process for the digital signature, the block result is dumped below:

0000 00 01 FF FF FF FF
0010 FF FF FF FF FF FF
0020 FF FF FF FF FF FF
0030 FF FF FF FF FF FF
0040 FF FF FF FF FF FF
0050 FF FF FF FF FF FF
0060 FF FF FF FF FF FF
0070 FF FF FF FF FF FF
0080 FF FF FF FF FF FF
0090 FF FF FF FF FF FF
00A0 FF FF FF FF FF FF
00BO FF FF FF FF FF FF
00CO FF FF FF FF FF FF

00DO OD 06 09 60 86 48
00EO Al 1B 8D 78 72 94
00F0 05 15 24 81 26 DB

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
01
2C
D1

FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
FE
65
4A
47

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
03
C5
62

FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
FE
04
9E
AF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
02
7C
B5

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
00
05
41
TE

FE
FF
FE
FF
FE
FFE
FE
FF
FE
FF
FE
FF
30
00
5F
Bl

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
31
04
A2
B2

FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
FE
FF
30
20
9F
5E

[ 010]
| H.e....... |
[oooxr.,J..|.A ..
[..$5.&..Gb...~.."|

After encryption by the private key of Krol-sign, we have the digital

body:

0000 6E OE 57 07 DF ES

0010 49 7A 90 98 4F E7
0020 OD 04 C2 9D EB FA
0030 CA 3C 7D CA 37 13
0040 CE 79 CF 0D 2F A8
0050 B2 4D FE Al 88 92
0060 45 B7 74 3F E4 A8
0070 C7 Al AD E7 A7 A7
0080 A4 D6 65 C8 9B AD

0090 DO 4E 4D Cl1 FO 1B
00A0 3E 71 F3 E7 30 40

00BO D6 73 D4 51 A6 0D
00CO 8D 24 FE D3 29 3D
00DO DA 6A 10 65 A0 D3
00EO AA 23 58 0D D2 FA

00F0 D9 FE EE 08 45 00

8A
4E
16
2F
4A
A5
2D
DB
9A
Bl
0A
97
AF
A2
39
DO

0A
06
D1
C5
D7
02
15
83
D9
5C
56
FF
64
8A
16
Co6

F8
A2
55
BO
6D
1C
CA
79
EE
EE
41
FD
25
F9
CB
EO

D5
54
51
B3
B8
E5
AD
5C
68
02
D1
AF
43
04
59
41

7D
20
E3
7D
7D
3D
DD
BD
Al
AQ
72
AQ
EO
48
39
DF

B7
1A
73
49
05
24
72
F4
08
TF
95
52
E6
6A
4A
BA

55
B6
1B
32
FC
E6
5C
41
00
FO
2D
18
3C
90
40
24

60
F6
70
BE
02
86
AD
3D
27
5A
A0
5E
2D
BF
E4
F2

12
A9
1D
13
70
D8
38
C3
5F
FE
72
84
DE
43
55
07

5C
C5
C3
10
63
56
1E
AD
9F
8E
8E
43
DO
D2
9A
19

In.W...o.o... }.UT L\
|[Iz..0.N..T ..... |
[ UQ.s.p..|
[.<}.7./...}1I2 |
|.y../.J.m.}...pc]|
[ .M., =$...V]|
|[E.t?2..-....r\.8.|
[P y\..A=. .|
loeven... h...' .|
| .NM. I P Z |
|>g..0@.VA.r.-.r.|
|.5.Q. ... R."~.C|
[.$..)=.d%C..<-..|
|[.J.e...o.. Hj..C.|
| . #X...9..Y9JQ@.U. |
[ oo . Eco AL Sl
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748 Inside the SecurityTrailer, the SignedData CMS data structure is presented in the table below:

Message Item Value
SecurityTrailer
SignedData

ContentType SignedData

DigestAlgorithm

Algorithm SHA256
EncapsulatedContent

ContentType PlainData

Certificate 308204833082026BA003020102020C2225A8FB00071293D4641C3C300D06092ASigner
Signerldentification

IssuerAnd-
SerialNumber

Issuer

RelativeDistin-
guishedName

AttributeType CountryName
AttributeValue BE

RelativeDistin-
guishedName

AttributeType OrganisationName
AttributeValue EPASOrg

RelativeDistin-
guishedName

AttributeType OrganisationUnitName
AttributeValue Technical Center of Expertise
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749
750

751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796

RelativeDistin-
guishedName

AttributeType CommonName
AttributeValue EPAS Protocols Test CA
SerialNumber 2225A8FB00071293D4641C3C
DigestAlgorithm
Algorithm SHA256
SignatureAlgorithm
Algorithm SHA256WithRSA
Signature 6EOE5707DFE98AOAF8D57DB75560125C497A90984FE74E06A254201AB6F6A9CS

ODO4C29DEBFA16D15551E3731B701DC3CA3CTDCA37132FC5B0B37D4932BE1310
CE79CFOD2FA84AD76DB87D05FC027063B24DFEAL18892A5021CES53D24E686D856
45B7743FE4A82D15CAADDD725CAD381ECT7ALIADE7ATATDB83795CBDF4413DC3AD
A4D665C89BADIOADIEE68AL0800275F9FD04E4DCIFO01BBL5CEEO2AO07FFOS5AFESE
3E71F3E730400A5641D172952DA0728ED673D451A60D97FFFDAFA052185E8443
8D24FED3293DAF642543E0E63C2DDEDODAGALIO65A0D3A28AF904486A90BF43D2
AA23580DD2FA3916CB59394A40E4559AD9FEEE084500D0C6EO041DFBA24F20719

The XML encoded structure of the StatusReport message is:

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:iso:std:1s0:20022:tech:xsd:catm.001.001.06">
<StsRpt>
<Hdr>
<DwnldTrf>false</DwnldTrf>
<FrmtVrsn>6.0</FrmtVrsn>
<XchgId>001</XchgId>
<CreDtTm>2013-12-06T13:53:49.00+02:00</CreDtTm>
<InitgPty>
<Id>66000001</Id>
<Tp>0POI</Tp>
<Issr>MTMG</Issr>
</InitgPty>
<RcptPty>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</RcptPty>
</Hdr>
<StsRpt>
<POIId>
<Id>66000001</Id>
<Tp>0OPOI</Tp>
<Issr>MTMG</Issr>
</POIId>
<TermnlMgrId>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</TermnlMgrId>
<DataSet>
<Id>
<Tp>STRP</Tp>
<CreDtTm>2013-12-06T13:53:49.00+02:00</CreDtTm>
</1Id>
<Cntt>
<POICmpnt>
<Tp>TERM</Tp>
<Id>
<ItmNb>1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
<Id>Counter Top E41</Id>
<SrlNb>7825410759</Sr1Nb>
</I1Id>
</POICmpnt>
<POICmpnt>

1 Download of Cryptographic Keys

Page 31



797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865

<Tp>APLI</Tp>
<Id>
<ItmNb>1.1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
</Id>
<Sts>
<VrsnNb>1.01</VrsnNb>
</Sts>
<stdCmplc>
<Id>SEPA-FAST</Id>
<Vrsn>3.0</Vrsn>
<Issr>CIR</Issr>
</StdCmplc>
</POICmpnt>
<AttndncCntxt>ATTD</AttndncCntxt>
<POIDtTm>2013-12-06T13:53:49.00+02:00</POIDtTm>
</Cntt>

</DataSet>
</StsRpt>
<SctyTrlr>
<CnttTp>SIGN</CnttTp>
<SgndData>
<DgstAlgo>

<Algo>HS25</Algo>

</DgstAlgo>
<NcpsltdCntt>

<CnttTp>DATA</CnttTp>

</NcpsltdCntt>
<Cert>

MIIEgzCCAMUgAwWIBAGIMIiWo+wAHEPPUZBWSMAOGCSGGSIb3DQERCWUAMGGxCZAJBgNVBAYMAKJFMR
AwDgYDVQQKDAJFUEFTT3JInMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGImMIEV4AcGVydGlzZTEL
MBOGAL1UEAWWWRVBBUYBQcm90b2NvbHMgVGVzdCBDQTAGGBMyMDE zMDOxODEWMj UON1swMTAwGBMyMD
E4AMTAWMTE4M7AWNSswMTAWMHOxCzAJBgNVBAYMAkZSMRAWDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQL
DB1lUZWNobmljYWwgQ2VudGVyIGImIEV4cGVydGlzZTEXMC8GALIUEAWWORVBBUYBOcm90b2NvbCBUZX
NOIENsaWVudCBBAXRoZW50aWNhdGlvbjCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQOCggEBAMI 1
ETkLhds5kKJ20LhQYWwYsRvfeE1LSLYfj40DIiWo+wAHEpPUZBwW83eGNRzN+tzgawS12gg/1wLMh50
3437 JuPFicOD8b6tHBEM6CLIHESVRG+MmaGITIEY/Y6REIMuezkcACyi3keEgWt tqzcKYVGmNkKzDt s
hPD4wu++50P5hEvXmrFMHYI3YZjBO+rFYN3INRBBAnKcfmL790w1DeTThcSNPqQKkNegWDj67T48dg
0ZudTRMXB3xyMx863wULQdtf/RnRKeiMdTMdoTIkvkwvCwoKoJ937tLIAfrSOej+XYtD8QcI/D1gVL
kVbFtVGE8aKU2rj4JInFivpul SGcCAWEAARaMPMAOWCWYDVROPBAQDAGgeAMAOGCSgGSIb3DQEBCWUAAL
ICAQBUDbTMynijFty7DTWpV7nwVLtVECUGeC3vHg7hV1VEALMpegbbMgFSjY1CtygzVXJIb0LwGXmbWh
AM1y0/JBHLINnYwDxsJ5Grk8pO0iTLce6lRny5GTNxP1VY/MC1IWNoOT/T4qzCi+A0917tWgQC6xrb66T
T4Mb+FXE70I/47rDui2LYV9iwcFoW5vEnfy+HPvE2ynzdz/UZoVoi/ZWZwObuc5WsCnjbnKRYp3mn6
hYNnYZ2N5PufCGCFGIWkKJIStyX3LUATOV59SCD3VETCchbFX49FvkOae7Qt /8BVBNIUGX1ZqjgPIKZnv
NiY6hj7V/iKmnkh0/£fQaGfpFexLPalKwj30909nC/RM1Ls7k7vYyOCa/ckQPwUnrlYkajW0OXaUFR3
CFJICpAIbUQWbUrUOYbF2wfliqnrCgJdkOMd1lb89bBRg26dis+Zynxf6Y52Y1cvIyuVWovwLI3VOSR+X
vxehjYQgh/jeTTpYtWUXITvEnFELt TWRH8MGXs4eFpFfgoOfdRIBsS6FvgRt 6J0JHke10LNQ5LI1Lg6
dU8Jth3Y7Cg79nN+SSu8NxhQcgyevgPe8vvVboNriNCAnSaksgyhpbWdGY+UmQuk0gG1DPZMXoOR1t
yttYyeB05gjX0BIwmpL/30/ZbNrgT2v15XKiAWHD1v2D]/rpZrsszx58g2+zacKA==

</Cert>
<Sgnr>

<SgnrId>
<IssrAndSrlNb>
<Issr>

<RltvDstngshdNm>
<AttrTp>CATT</AttrTp>
<AttrVal>BE</AttrVal>

</R1tvDstngshdNm>

<RltvDstngshdNm>
<AttrTp>OATT</AttrTp>
<AttrVal>EPASOrg</AttrvVal>

</R1ltvDstngshdNm>

<RltvDstngshdNm>
<AttrTp>OUAT</AttrTp>
<AttrVal>Technical Center of Expertise</AttrvVal>

</R1ltvDstngshdNm>

<RltvDstngshdNm>
<AttrTp>CNAT</AttrTp>
<AttrVal>EPAS Protocols Test CA</AttrVal>
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866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889

890
891

</R1ltvDstngshdNm>

</Issr>
<SrlNb>IiWo+wAHEpPUZBw8</Sr1Nb>

</IssrAndSrlNb>

</SgnrId>

<DgstAlgo>
<Algo>HS25</Algo>

</DgstAlgo>

<SgntrAlgo>
<Algo>ERS2</Algo>

</SgntrAlgo>

<Sgntr>
bg5XB9/pigrd1X23VWASXE16kJhP504GolQgGrb2gcUNBMKA6/oWOVVR4A3MbeB3Dyjx9yjcTL
8Wws31IMr4TEM55zw0vgErXbbh9BfwCcGOyTf6hiJK1Ahz1PSTmhthWRbdAOP+SoLRXKrdl yXK
04Hsehreenp9uDeVy99EE9w62k1mXIm62a2e500QgAJ1+f0ESNwfAbsVzuAgB/8Fr+jj5x8+c
WQAPWQAFy1S2gco7WcIRRpg2X//2voFIYXoRDIST+0yk9r2Q1Q+DmPC3e0NpgEGWg0 6KK+QRT
apC/Q9KgI1lgNOvo5FstZOUpAS5FWa2 £ 7uCEUAOMbgQd+6JPIHGQ==

</Sgntr>
</Sgnr>
</SgndData>
</SctyTrlr>
</StsRpt>
</Document>
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892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960

Once unnecessary spaces and carriage returns are removed, the XML encoded Security Trailer structure

IS:

0000 3C 53 63 74 79 54 72 6C 72 3E 3C 43 6E 74 74 54 |<SctyTrlr><CnttT|
0010 70 3E 53 49 47 4E 3C 2F 43 6E 74 74 54 70 3E 3C |p>SIGN</CnttTp><|
0020 53 67 6E 64 44 61 74 61 3E 3C 44 67 73 74 41 6C |SgndData><DgstAl |
0030 67 6F 3E 3C 41 6C 67 6F 3E 48 53 32 35 3C 2F 41 |go><Algo>HS25</A|
0040 6C 67 6F 3E 3C 2F 44 67 73 74 41 6C 67 6F 3E 3C |lgo></DgstAlgo><|
0050 4E 63 70 73 6C 74 64 43 6E 74 74 3E 3C 43 6E 74 |NcpsltdCntt><Cnt |
0060 74 54 70 3E 44 41 54 41 3C 2F 43 6E 74 74 54 70 |tTp>DATA</CnttTp|
0070 3E 3C 2F 4E 63 70 73 6C 74 64 43 6E 74 74 3E 3C |></NcpsltdCntt><|
0080 43 65 72 74 3E 4D 49 49 45 67 7TA 43 43 41 6D 75 |Cert>MIIEgzCCAmu|
0090 67 41 77 49 42 41 67 49 4D 49 69 57 6F 2B 77 41 |gAwIBAGIMIiWo+wA|
00A0 48 45 70 50 55 5A 42 77 38 4D 41 30 47 43 53 71 |HEpPUZBwS8MAOGCSq|
00BO 47 53 49 62 33 44 51 45 42 43 77 55 41 4D 47 67 |GSIb3DQEBCWUAMGY |
00CO 78 43 7A 41 4A 42 67 4E 56 42 41 59 4D 41 6B 4A |xCzAJBgNVBAYMAKJ|
00D0 46 4D 52 41 77 44 67 59 44 56 51 51 4B 44 41 64 |FMRAwDgYDVQQKDAd |
00E0 46 55 45 46 54 54 33 4A 6E 4D 53 59 77 4A 41 59 |FUEFTT3JnMSYwJAY |
00F0 44 56 51 51 4C 44 42 31 55 5A 57 4E 6F 62 6D 6C |DVQQLDB1UZWNobml |
0100 6A 59 57 77 67 51 32 56 75 64 47 56 79 49 47 39 |3YWwgQ2VudGVyIG9|
0110 6D 49 45 56 34 63 47 56 79 64 47 6C 7A S5A 54 45 |mIEV4cGVydGlzZTE |
0120 66 4D 42 30 47 41 31 55 45 41 77 77 57 52 56 42 | fMBOGALUEAWWWRVB |
0130 42 55 79 42 51 63 6D 39 30 62 32 4E 76 62 48 4D |BUyBQcm90b2NvbHM|
0140 67 56 47 56 7A 64 43 42 44 51 54 41 71 47 42 4D |gVGVzdCBDQTAGGBM|
0150 79 4D 44 45 7A 4D 44 51 78 4F 44 45 77 4D 6A 55 |yMDEzZMDQxODEWM]U |
0160 30 4E 69 73 77 4D 54 41 77 47 42 4D 79 4D 44 45 |ONiswMTAwGBMyMDE |
0170 34 4D 54 41 77 4D 54 45 34 4D 6A 41 77 4E 53 73 | 4MTAWMTEA4MjAwWNSS |
0180 77 4D 54 41 77 4D 48 6F 78 43 7A 41 4A 42 67 4E  |wMTAwMHoxCzAJBgN |
0190 56 42 41 59 4D 41 6B 5A 53 4D 52 41 77 44 67 59 |VBAYMAkZSMRAwDGY |
01A0 44 56 51 51 4B 44 41 64 46 55 45 46 54 54 33 4A | DVQQKDAAFUEFTT3J|
01BO 6E 4D 53 59 77 4A 41 59 44 56 51 51 4C 44 42 31 |nMSYwJAYDVQQLDBI |
01CO 55 5A 57 4E 6F 62 6D 6C 6A 59 57 77 67 51 32 56 |UZWNobmljYWwgQ2V|
01DO 75 64 47 56 79 49 47 39 6D 49 45 56 34 63 47 56 |udGVyIGOmIEV4cGV |
01E0 79 64 47 6C 7A 5A 54 45 78 4D 43 38 47 41 31 55 |ydGlzZTExMC8GALU|
01F0 45 41 77 77 6F 52 56 42 42 55 79 42 51 63 6D 39 |EAwwoRVBBUyBQcmO |
0200 30 62 32 4E 76 62 43 42 55 5A 58 4E 30 49 45 4E | Ob2NvbCBUZXNOIEN |
0210 73 61 57 56 75 64 43 42 42 64 58 52 6F 5A 57 35 |saWVudCBBAXRoZWS |
0220 30 61 57 4E 68 64 47 6C 76 62 6A 43 43 41 53 49 |0aWNhdGlvbjCCASI |
0230 77 44 51 59 4A 4B 6F 5A 49 68 76 63 4E 41 51 45 |wDQYJKoZIhvcNAQE |
0240 42 42 51 41 44 67 67 45 50 41 44 43 43 41 51 6F |BBQADgGEPADCCAQO |
0250 43 67 67 45 42 41 4D 49 6C 45 54 6B 4C 68 64 73 |CggEBAMI1ETkLhds |
0260 35 6B 4B 4A 32 4F 4C 68 51 59 57 77 59 73 52 76 |5kKJ20LhQYWwYSRV |
0270 66 65 45 6C 4C 53 4C 59 66 6A 34 30 44 49 69 57 |feE1LSLYfj40DIilW|
0280 6F 2B 77 41 48 45 70 50 55 5A 42 77 38 33 65 47 |o+wAHEpPUZBwS83eG |
0290 4E 52 7A 4E 2B 74 7A 67 61 77 53 6C 32 67 67 2F |NRzN+tzgawS12gg/ |
02A0 31 77 4C 4D 68 35 4F 33 34 6A 4A 75 50 46 69 63 |1wLMh5034jJuPFic|
02B0 4F 44 38 62 36 74 48 42 45 6D 36 63 4C 6C 48 45 |OD8b6tHBEM6CLLHE |
02C0 35 56 52 71 2B 4D 6D 61 47 39 54 6A 45 39 2F 59 |5VRq+MmaG9TIE9/Y |
02D0 36 52 66 39 4D 75 65 5A 6B 63 41 43 79 69 33 6B | 6REIMueZkcACyi3k|
02E0 65 45 67 57 74 74 71 7A 63 4B 59 56 47 6D 4E 6B |eEgWttqzcKYVGmNK |
02F0 4B 7A 44 74 73 68 50 44 34 77 75 2B 2B 35 4F 50 |KzDtshPD4wu++50P|
0300 35 68 45 76 58 6D 72 46 4D 48 79 49 33 59 5A 6A |ShEvXmrFMHyI3YZ] |
0310 42 4F 2B 72 46 59 4E 33 49 4E 52 42 42 64 6E 4B |BO+rFYN3INRBBADK |
0320 63 66 6D 4C 37 39 4F 77 31 44 65 54 54 68 63 53 |cfmL790wlDeTThcS |
0330 4E 50 71 51 4B 6B 4E 65 71 57 44 6A 36 37 54 34 |NPqOKkNeqWDj67T4 |
0340 38 64 67 30 5A 75 34 54 52 6D 58 42 33 78 79 4D |8dg0ZudTRmXB3xyM|
0350 78 38 36 33 77 55 4C 51 64 74 66 2F 52 6E 52 4B |x863wULQdtf/RnRK|
0360 65 69 4D 64 54 4D 64 6F 54 4A 6B 76 6B 77 76 43 |eiMdTMdoTJkvkwvC |
0370 77 6F 4B 6F 4A 39 33 37 74 4C 49 41 66 72 53 4F |woKoJ937tLIAfrsSO|
0380 65 6A 2B 58 59 74 44 38 51 63 49 2F 44 31 67 56 |ej+XYtD8QcI/DlgV|
0390 4C 6B 56 62 46 74 56 47 45 38 61 4B 55 32 72 6A |LkVbFtVGE8aKU2r] |
03A0 34 4A 6E 46 69 76 70 75 31 53 47 63 43 41 77 45 |4JnFivpulSGcCAWE |
03B0 41 41 61 4D 50 4D 41 30 77 43 77 59 44 56 52 30 |AAaMPMAOwCwWYDVRO |
03CO 50 42 41 51 44 41 67 65 41 4D 41 30 47 43 53 71 |PBAQDAGeAMAOGCSq|
03D0 47 53 49 62 33 44 51 45 42 43 77 55 41 41 34 49 |GSIb3DQEBCWUAAA4T |
03E0 43 41 51 42 55 44 62 54 4D 79 6E 6A 46 74 79 37 |CAQBUDbTMyniFty7 |
03F0 44 54 57 70 56 37 6E 77 56 4C 74 56 45 43 55 47 |DTWpV7nwVLtVECUG|
0400 65 43 33 76 48 67 37 68 56 6C 56 66 41 4C 4D 70 |eC3vHg7hV1VEALMp |
0410 65 67 62 62 4D 71 46 53 6A 59 6C 43 74 79 67 7A |egbbMgFSjY1Ctygz |
0420 56 58 4A 62 30 4C 77 47 58 6D 62 57 68 41 4D 6C |VXJbOLwGXmbWhAMI |
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961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
981
982
983
984
985
986
987
988
989
990
991
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029

0430
0440
0450
0460
0470
0480
0490
04A0
04BO
04CO
04D0
04E0
04F0
0500
0510
0520
0530
0540
0550
0560
0570
0580
0590
05A0
05BO
05CO
05D0
05E0
05F0
0600
0610
0620
0630
0640
0650
0660
0670
0680
0690
06A0
06BO
06CO
06D0
06EO0
06F0
0700
0710
0720
0730
0740
0750
0760
0770
0780
0790
07A0
07B0
07CO
07D0
07E0
07F0
0800
0810
0820
0830
0840
0850
0860
0870

79
47
35
30
57
46
56
50
2F
6E
4E
74
56
51
71
69
78
52
6B
61
62
43
36
63
52
37
77
4F
51
36
2B
65
6B
6B
74
70
58
72
3D
67
6C
73
70
41
56
68
68
54
61
56
68
68
54
61
74
3C
44
44
54
3C
6F
2F
73
3E
45
3C
2F
6F
67

30
72
47
54
67
58
39
76
5A
4B
35
79
45
74
50
4B
4C
4D
51
55
55
67
64
76
2B
70
52
66
4A
64
53
38
73
30
74
4C
4B
73
3C
6E
4E
74
3E
74
61
64
64
3C
6C
61
64
64
3C
6C
65
2F
73
73
70
41
74
41
74
3C
70
2F
53
3E
6F

2F
6B
54
2F
51
45
69
66
57
52
50
58
54
2F
49
6D
50
31
50
46
72
4A
69
39
58
59
48
64
48
55
53
76
71
71
59
2F
69
73
2F
72
62
6E
43
74
6C
4E
4E
2F
3E
6C
4E
4E
2F
3E
72
41
74
74
3E
74
6F
74
6E
53
50
49
67
3C
3E

4A
38
4E
54
43
37
77
32
5A
59
75
33
63
38
4B
6E
61
4C
77
52
55
6B
73
79
76
74
38
52
6B
38
75
76
79
47
79
33
41
5A
43
49
3E
67
41
72
3E
6D
6D
41
45
3E
6D
6D
41
54
20
74
6E
6E
43
74
63
74
67
72
55
73
6E
41
3C

42
70
78
34
36
6F
63
79
77
70
66
4C
62
42
5A
6B
6C
73
55
33
4F
30
2B
75
78
57
4D
49
65
4A
38
56
68
31
65
4F
57
78
65
64
3C
73
54
56
3C
3E
3E
74
50
3C
3E
3E
74
65
6F
74
67
67
4E
72
6F
72
73
6C
5A
73
72
6C
2F

48
4F
50
71
78
49
46
6E
39
33
43
55
46
76
6E
68
4B
37
6E
43
59
4D
5A
56
65
55
47
42
31
74
4E
62
70
44
42
2F
48
35
72
3E
49
68
54
61
2F
3C
3C
74
41
2F
3C
3C
74
63
66
72
73
73
41
56
6C
56
68
4E
42
72
49
67
44

4C
69
6C
TA
72
2F
6F
TA
62
6D
47
64
58
42
76
30
77
6B
72
46
62
64
79
57
68
58
58
73
30
68
78
6F
62
50
30
5A
44
38
74
3C
73
64
3C
6C
52
52
41
72
53
52
52
41
72
68
20
56
68
68
54
61
73
61
64
62
77
41
64
6F
67

4A
54
56
43
62
34
57
64
75
6E
43
54
34
4E
4E
2F
6A
37
31
4A
46
31
6E
6F
6A
49
73
53
4C
33
68
4E
57
5A
35
62
31
67
3E
49
73
4E
2F
3E
6C
6C
74
54
4F
6C
6C
74
54
6E
45
61
64
64
3C
6C
20
6C
4E
3E
38
6E
3E
3E
73

6E
4C
76
69
36
37
35
TA
63
36
46
4F
39
39
69
66
33
76
59
63
32
62
78
76
59
54
34
36
6E
59
51
72
64
4D
67
4E
76
32
3C
73
72
6D
41
42
74
74
74
70
72
74
74
74
70
69
78
6C
4E
4E
2F
3E
54
3E
6D
49
3C
64
3C
48
74

59
63
2F
2B
36
72
76
2F
35
68
47
76
46
55
59
51
4F
59
6B
70
77
38
66
77
51
76
65
46
51
37
63
69
47
58
6A
72
32
2B
53
73
3E
3E
74
45
76
76
72
3E
67
76
76
72
3E
63
70
3E
6D
6D
41
45
65
3C
3E
69
2F
53
44
53
41

77
65
4D
41
49
44
46
55
57
59
49
35
76
47
36
61
39
79
61
41
66
39
36
4C
71
46
46
76
35
43
71
4E
59
6F
58
71
44
TA
67
72
3C
3C
74
3C
44
44
54
3C
3C
44
44
54
3C
61
65
3C
3E
3E
74
50
73
2F
3C
57
53
72
67
32
6C

44
36
43
4F
54
75
6E
5A
73
4E
57
39
6B
58
68
47
4F
4F
6A
49
6C
62
59
49
68
6E
70
67
4C
71
79
43
2B
4F
30
54
6A
61
6E
41
52
41
72
2F
73
73
70
41
2F
73
73
70
41
6C
72
2F
3C
3C
74
41
74
52
2F
6F
72
6C
73
35
67

78
6C
31
39
34
69
66
6F
43
6E
6B
53
30
69
6A
66
39
43
57
62
69
42
35
33
2F
46
46
52
4A
37
65
41
55
52
42
32
2F
63
72
6E
6C
74
54
41
74
74
3E
74
41
74
74
3E
74
20
74
52
52
41
72
53
20
6C
49
2B
6C
4E
74
3C
6F

73
52
57
6C
4D
32
79
56
6E
59
4B
43
61
5A
37
70
6E
61
30
55
71
52
32
56
6A
45
66
74
31
39
76
6E
6D
31
49
76
72
4B
3E
64
74
74
70
74
6E
6E
4F
74
74
6E
6E
4F
74
43
69
6C
6C
74
54
20
43
74
73
77
4E
62
41
2F
3E

4A
6E
4E
37
62
4C
2B
6F
6A
5A
4A
44
65
71
56
46
43
2F
4F
51
6E
71
59
4F
65
74
67
36
4Cc
6E
71
35
51
74
77
6C
70
41
3C
53
76
72
3E
74
67
67
41
72
74
67
67
55
72
65
73
74
74
74
70
50
41
76
73
41
62
3E
6C
41
3C

35
79
6F
74
2B
59
48
69
62
32
53
33
37
6A
2F
65
2F
63
58
57
72
32
31
53
54
54
6F
4A
71
4E
50
61
75
79
6D
35
5A
3D
53
72
44
54
3C
72
73
73
54
56
72
73
73
41
56
6E
65
76
76
72
3E
72
3C
44
72
48
3E
3C
67
6C
53

| y0O/JIBHLINYwDxsJ5 |
|Grk8pOiTLceblRny|
| 5GTNxP1Vv/MC1WNo |
|0T/T4gzCi+A0917t |
| WgQCoxrb66IT4Mb+ |
|FXE70I/47rDui2LY |
|[V9iwcFoWSvEnfy+H |
|Pvf2ynzdz/UZoVoi |
| /ZWZw9buc5WsCnijb |
| nNKRYp3mn6hYNNnYZ2 |
| NSPUfCGCFGIWkKJIS |
| tyX3LUdATOv59SCD3 |
| VETcbFX49FvkOae7|
|Qt/8BvBNIUGXizZqg] |
|gPIKZnvNiY6hj7V/ |
| iKmnkhO/fQaGfpFe |
| xLPalKwj30909nC/ |
|[RM1Ls7k7vYyOCa/c|
| kQPwUnrlYkajWOOX |
| aUFR3CEFJCPpAIDbUQW |
| bUrUOYbF2wflignr|
| Cgdk0Md1b89bBRg?2 |
| 6dis+Zynxf6Y52Y1 |
| cvIyuViWwovwLI3VOS |
|R+XvxehjYQgh/jeT|
| TPYtWUXITVENFELT |
| wWRHBMGXs4eFpFfgo|
|OfdRIBsS6FvgRt6J|
|QJHkel0LnQ5LJ1Lg|
| 6dU8Jth3Y7Cg79nN |
| +SSu8NxhQcqyevgP |
| e8vvVboNriNCAn5a |
| ksgyhpbWdGY+UmQu |
| k0gG1DPZMXoOR1ty |
|ttY¥yeB05gjX0BIwm |
|pL/30/ZbNrgT2v15 |
| XKiAWHD1v2D]/rpZ|
| rssZx58g2+zacKA=|
|=</Cert><Sgnr><s|
|gnrId><IssrAndSr|
| INb><Issr><R1tvD]|
| stngshdNm><AttrT|
|p>CATT</AttrTp><|
|AttrVal>BE</Attr|
|Val></R1ltvDstngs |
| hdNm><R1ltvDstngs|
| hdNm><AttrTp>OAT |
| T</AttrTp><AttrV|
|al>EPASOrg</Attr|
|[Val></R1ltvDstngs |
| hdNm><R1ltvDstngs|
| hdNm><AttrTp>OUA |
| T</AttrTp><AttrV]|
|al>Technical Cen]|
|ter of Expertise|
|</AttrVal></R1ltv]|
| DstngshdNm><R1tv|
| DstngshdNm><Attr|
|Tp>CNAT</Atter>|
|<AttrVal>EPAS Pr|
|otocols Test CA<|
| /AttrVal></R1tvD|
| stngshdNm></Issr |
| ><Sr1Nb>IiWo+wAH |
| EpPUZBW8</Sr1Nb> |
|</IssrAndSr1Nb><|
| /SgnrId><DgstAlg]
|o><A1go>HS25</Al |
|go></DgstAlgo><S |
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1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045
1046
1047
1048
1049
1050
1051
1052
1053
1054
1055
1056
1057

1058
1059

0880
0890
08A0
08B0
08CO
08D0O
08EO
08F0
0900
0910
0920
0930
0940
0950
0960
0970
0980
0990
09A0
09BO
09cCo
09D0
0%9E0
09F0
0A00
0A10
0A20

67
52
72
58
53
67
57
39
54
39
6C
30
34
39
61
4B
2B
79
58
2B
65
49
35
75
48
67
2F

6E
53
41
42
58
47
30
79
45
42
41
50
48
39
32
77
6A
6C
2F
30
30
61
46
43
47
6E
53

74
32
6C
39
45
72
56
6A
4D
66
68
2B
73
45
65
66
6A
53
2F
79
4E
70
73
45
51
72
63

72
3C
67
2F
6C
62
56
63
35
77
TA
53
65
45
35
41
35
32
32
6B
70
43
74
55
3D
3E
74

41
2F
6F
70
36
32
52
54
35
43
6C
6F
68
39
6F
62
78
67
76
39
71
2F
5A
41
3D
3C
79

6C
41
3E
69
6B
71
34
4C
TA
63
50
4C
72
77
6F
73
38
63
6F
72
45
51
4F
30
3C
2F
54

67
6C
3C
67
4A
63
33
38
77
47
53
52
65
36
51
56
2B
6F
46
32
47
39
55
4D
2F
53
72

6F
67
53
72
68
55
4D
57
30
4F
54
58
65
32
67
TA
63
37
49
51
57
4B
70
62
53
67
6C

3E
6F
67
34
50
4E
62
77
76
79
6D
4B
6E
6B
41
75
77
57
59
6C
67
71
41
67
67
6E
72

3C
3E
6E
31
35
42
63
73
71
54
68
72
70
31
4A
41
51
63
58
51
30
49
35
51
6E
64
3E

41
3C
74
58
30
4D
42
33
45
66
74
64
39
6D
31
71
41
39
6F
2B
36
31
46
64
74
44

6C
2F
72
32
34
4B
33
31
72
36
68
31
75
58
2B
42
70
52
52
44
4B
67
57
2B
72
61

67
53
3E
33
47
64
44
4A
58
68
57
79
44
49
66
2F
57
52
44
6D
4B
4E
61
36
3E
74

6F
67
62
56
6F
36
79
4D
62
69
52
58
65
6D
30
38
51
70
6A
50
2B
30
32
4A
3C
61

3E
6E
67
57
6C
2F
6A
72
62
4A
62
4B
56
36
45
46
64
67
53
43
51
76
66
50
2F
3E

45
74
35
41
51
6F
78
34
68
4B
64
30
79
32
35
72
46
32
54
33
52
6F
37
49
53
3C

|gntrAlgo><Algo>E |
|RS2</Algo></Sgnt |
| rAlgo><Sgntr>bg5|
|XB9/pigr41X23VWA |
| SXE16kJhP504Gol1Q]|
| gGrb2gcUNBMKA6 /0 |
|WOVVR43MbcB3Dyjx |
| 9yjcTL8Wws31JMr4 |
| TEM55zw0vgErXbbh |
| 9BfwCcGOyT£6hiJK|
| 1Ahz1PSTmhthWRbd |
| 0OP+SOLRXKrdlyXKO |
| 4Hsehreenp9uDeVy |
| 99EE9w62k1ImXIm62 |
|a2e500QgAJ1+£0ES |
|NwfAbsVzuAgB/8Fr |
| +335%x8+CcwQAPWQAF |
| v1S2gco7WcORRpg?2 |
|X//2voFIYX0oRDJST |
| +0yk9r2Q1Q+DmPC3 |
| eONpgEGWgO06KK+OR |
| TapC/Q9KgI1lgNOvo |
| SFstZOUpASEWa2£7 |
| uCEUAOMbgQd+6JPTI |
|HGQ==</Sgntr></S|
|gnr></SgndData><|
| /SctyTrlr> |
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1060

1061
1062
1063

1064

1.4.4 Management Plan with Key Download Action

In response to the StatusReport message containing no keys, the TM Host send a

ManagementPlanReplacement message containing one immediate action to download the DUKPT initial
key.

The header and the body of the ManagementPlanReplacement message is presented in the table below:
Message Item

Header

DownloadTransfer
FormatVersion
Exchangeldentification
CreationDateTime
InitiatingParty
Identification
Type
Issuer
RecipientParty
Identification
Type

ManagementPlan

POlldentification
Identification
Type
Issuer
TerminalManagerdentification
Identification
Type
DataSet
Identification
Type
CreationDateTime
Content
Action

Type

DataSetldentification

Name

Type

Version
Trigger
AdditionalProcess
Retry

Delay

MaximumNumber

TimeCondition
StartTime
TMChallenge

KeyEnciphrementCertificate

1 Download of Cryptographic Keys

Value

True

6.0

001
2013-12-06:13:53:52.00+02:00

66000001
OriginationgPOlI
MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

66000001
OriginationgPOl

MasterTerminalManager

epas-keyDownload-TM1
MasterTerminalManager

ManagementPlan
2013-12-06:13:53:52.00+02:00

Download

epas-acquirer-TM1-TIK
SecurityParameters
20131206135352
DateTime

Restart

10
2

2013-12-06:13:53:49

E3B0C44298FC1C149AFBF4C8996FBO92427AE41E4649B934CA495991

B7852B855

30820501308202E9A003020102020C7895CA35014C3D2F1E11B10D3
00D06092A864886F70D01010B05003068310B300906035504060C02
42453110300E060355040A0C07455041534F7267312630240603550
40B0OC1D546563686E6963616C2043656E746572206F662045787065
7274697365311F301D06035504030C16455041532050726F746F636
F6C732054657374204341302A181332303133303431383130313832
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1065
1066
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332B30313030181332303138313030313138323030352B303130303
078310B300906035504060C0246523110300E060355040A0C074550
41534F726731263024060355040B0C1D546563686E6963616C20436
56E746572206F6620457870657274697365312F302D06035504030C
26455041532050726F746F636F6C205465737420486F7374204B657
920456E6372797074696F6E308201A2300D06092A864886F70D0101
0105000382018F003082018A0282018100D72CCF63FB2F866A18F21
9DC919316495FF66C906F904D7B266525C37FABE7D4EDY9EA042433
6D99BOB7979DE1764E7CD16B64B9BA954610BCACBB6CFDA4CBI06AA
75BED58B9A0037152541EB1DC3DD0B6214EB31BE97A4F91073412DE
042216FA8F826D24C7F2D305D4BF63465BF899DC6F073FF6AA338EA
44DB6BES1A6358CAA3CCB8528E58B55540ED22325233333D3D6D2B8
2EDT7A58D499F445FF835C3EBD5B515379A7C2B5B41D35F3DFDS5A1AZ
D61491038FDD19E18EF678FD794872ACC8B8129AFAODO2FCD6E4ADE
9184D5FEC2386441293B16BB76B8E2E4F8E80276366855A880E0EFA
C449E76124C4BFTFF2BA15E674B62A5637D26600AA3A013E1530E11L
F4BF984E533F520A2E74BD826DD507C283D2F563C22848E05D84D2B
7D2221F4B63B56797E6AFB425D567ES5F916E3AB4E2C486EC8148946
9C17DA2DFAFT7AB496EET7C24E43951FFE28006BFF96E2D15838ACT725
2F3D45ESFEBEFOF7EEFO74FFEOA38C38926CFA0683198CA8FD0O8CSEB
2427B91A0B16F79A7186DE7DABIDFF3D0203010001A30F300D300B0
603551D0F040403020520300D06092A864886F70D01010B05000382
02010026EDSF4E115A9E2D10F07B35D10F35D8BD3BB40D481ES5F0D2
E08C80241D70002BA5C7307491CE28953CB70D49D85D20D0BBAFDBD
C404EFB7AEDD2B5E9292EA7684783E02DC98955CFB1D941719E1E48
FF83F1174102435B35259E7509F8FB67C30DDBEE7BS5F540AD890035
D604B98D2F0814E78F8F9DEOD4B77AF726DB667CCAFT70AL75AF87F7
16979CA8783A8247E3CF36BD8DC316FE1ID631A24896253D1242AE65
9E3EA15A82E73C4B296457AF5F088BO0F6EF51730EESE4FA9BAF6ED
8E4CC34F0FBO0FF4442D455F3619A5059CA82DD15CB401302E70F12
4BDE6D514156FB42DDE6ADAG20EF2D27B7F2189B4FCABIF4487DA26
ED4418F00EA4C7A89308EAC88E5865943F95F087A6FB7749BDB783E
2AE28FFT7C410ADCO935F41658F36CD90F2CC895A27DB5AD1IEF147AAG
0634A6591C343ACTFFI95C6D7D7CB88EBB361691FDAS586551D6F0CAD
TFESF037460350E5D0A650D627EBOC1IB5315B0492414684230BBA23
9D5CAB98942079DAB4F0CBBCEB2D881DOFFESB2E19DB8F94AESDI9B
AC6BE2C48ESFE45DEEC2FFESFAFS52B43256BC50E17FOCEF1ABS8B869
4FC3493627CF2852283B25176DDAFEESFBA49F434D2B7F1BCAF79CC
B3EAD1S5F3A6D11939EDC406352DF6A68F1201831CEDOFE205E1F381
5F46EQ01E6ESF5798DE2EFB7CF6EFES78BA33AEDBB3EDICAEF39EASE
9A6899CEOODB6C8922450AA18227549DB43F1643
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1067
1068

1069

1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119

As for the previous message, the POl has no symmetric key shared usable by the key injection, so the
TM authentication RSA key is used to provide a digital signature of the message body.

Once unnecessary spaces and carriage returns are removed, the XML encoded
ManagementPlanReplacement message body is:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO
00CO
00DO0
00EO
00FO0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
01A0
01BO
01cCoO
01DO0
01EO
01FO0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02A0
02BO
02C0
02D0
02E0
02F0

3C
3E
64
49
3C
67
79
64
2F
74
54
32
3A
65
3E
2F
4E
2D
3E
32
56
3E
67
52
54
6C
4E
6E
2D
2F
64
51
4A
47
6E
65
41
50
53
43
4D
55
56
59
49
4D
55
56

4D
3C
3E
73
2F
72
44
3E
54
61
50
30
35
44
3C
54
6D
54
53
30
72
3C
67
54
72
79
62
64
31
53
3E
70
43
33
67
72
77
53
49
TA
52
45
51
57
45
42
79
47

67
49
3C
73
50
49
6F
3C
65
53
3C
31
32
74
41
70
3E
4D
43
31
73
54
72
3C
79
3E
3E
3E
32
74
3C
6A
65
68
3E
74
49
38
62
41
41
46
51
77
56
30
42
56

6D
64
54
72
4F
64
77
54
72
65
2F
33
2E
54
63
3E
65
31
50
33
6E
72
3E
2F
3E
3C
3C
3C
2D
61
54
38
75
53
3C
3E
42
65
33
4A
77
54
4C
67
34
47
51
TA

74
3E
70
3E
49
3E
6E
70
6D
74
54
2D
30
6D
74
3C
70
2D
52
31
3E
67
3C
41
3C
4D
2F
53
30
72
4D
48
51
75
4B
4D
41
45
44
42
44
54
44
51
63
41
63
64

50
36
3E
4D
49
3C
6C
3E
6E
3E
70
31
30
3E
6E
44
61
54
3C
32
3C
67
41
64
44
61
52
74
36
74
43
42
65
46
65
49
67
62
51
67
67
33
42
32
47
31
6D
43

6C
36
4F
54
64
49
6F
4D
6C
3C
3E
32
2B
3C
3E
61
73
49
2F
30
2F
72
64
64
65
78
65
61
54
54
68
53
52
55
79
49
49
45
45
4E
59
4A
31
56
56
55
39
42

61
30
50
4D
3E
64
61
54
4D
49
3C
2D
30
2F
3C
74
2D
4B
54
36
44
3E
64
74
6C
4E
54
72
31
6D
6C
61
6B
3D
4E
46
4D
4E
42
56
44
6E
55
75
79
45
30
44

6E
30
4F
47
3C
3E
64
4D
67
64
43
30
32
49
54
61
61
3C
70
31
61
44
74
6C
79
62
72
74
33
3E
6C
2B
6D
3C
63
41
65
4D
43
42
56
4D
5A
64
64
41
62
51

3E
30
49
3C
54
65
2D
47
72
3E
72
36
3A
64
70
53
63
2F
3E
33
74
41
6C
50
3E
3E
79
54
3A
3C
6E
2F
35
2F
70
54
4A
41
77
41
51
53
57
47
47
77
32
54

3C
30
3C
2F
65
70
54
3C
49
3C
65
54
30
3E
3E
65
71
4E
3C
35
61
54
50
72
31
32
3E
6D
35
2F
67
54
4E
54
68
43
58
30
55
59
51
59
4E
56
6C
77
4E
41

50
30
2F
49
72
61
4D
2F
64
54
44
31
30
3C
44
74
75
6D
56
33
53
45
72
63
30
3C
3C
3E
33
54
3E
49
4D
4D
72
43
4B
47
41
4D
4B
77
6F
79
TA
57
76
71

4F
31
54
73
6D
73
31
54
3E
70
74
33
3C
43
57
49
69
3E
72
35
65
3C
63
3E
3C
2F
54
32
3A
6D
34
6D
70
43
6D
41
4E
43
4D
41
44
4A
62
49
5A
52
62
47

49
3C
70
73
6E
2D
3C
70
3C
3E
54
3A
2F
6E
4E
64
72
3C
73
32
74
2F
3E
3C
2F
4D
6D
30
34
43
37
57
4A
68
6E
75
51
53
47
6B
41
41
6D
47
54
56
48
42

49
2F
3E
72
6C
6B
2F
3E
44
4D
6D
35
43
74
4c
3E
65
54
6E
3C
49
54
52
52
44
61
43
31
39
6F
44
2B
57
6C
74
6D
46
71
67
4A
64
59
6C
39
45
42
4D
4D

64
49
3C
3E
4D
65
49
3C
61
47
3E
33
72
74
3C
3C
72
70
3E
2F
64
72
53
65
65
78
6F
33
3C
6E
45
35
5A
6C
43
67
4D
47
78
46
46
44
6A
6D
66
42
67
79

| <MgmtPlan><POIId|
| ><Id>66000001</T1|
| d><Tp>0POI</Tp><|
| Issr>MTMG</Issr>|
| </POIId><TermnlM|
|grId><Id>epas-ke]|
| yDownload-TM1</T |
| d><Tp>MTMG</Tp>< |
| /TermnlMgrId><Da |
| taSet><Id><Tp>MG|
| TP</Tp><CreDtTm> |
[|2013-12-06T13:53|
[:52.00+02:00</Cr|
|eDtTm></Id><Cntt |
| ><Actn><Tp>DWNL< |
| /Tp><DataSetId><|
|Nm>epas—-acquirer|
| -TM1-TIK</Nm><Tp |
| >SCPR</Tp><Vrsn> |
[20131206135352</ |
|Vrsn></DataSetId]|
| ><Trggr>DATE</Tr |
|ggr><AddtlPrc>RS|
|RT</Addt1lPrc><Re|
| Try><Dely>10</De|
| ly><MaxNb>2</Max |
| Nb></ReTry><TmCo |
|nd><StartTm>2013|
|-12-06T13:53:49<|
| /StartTm></TmCon |
| d><TMCh1l1lng>47DE |
| Qpj8HBSa+/TImW+5 |
| JCeuQeRkmSNMPJIWZ |
| G3hSuFU=</TMCh11 |
|ng><KeyNcphrmntC |
|ert>MITFATCCAuUMg |
| AWIBAgIMe JXKNQFM |
| PS8eEPENMAOGCSOG |
| SIb3DQEBCWUAMGOX |
| CzZAJBgNVBAYMAKJF |
| MRAWDgYDVQQKDAJF |
|UEFTT3JnMSYwWJAYD|
| VOQLDB1UZWNobml 7 |
| YAwgQ2VudGVyIGm |
| IEV4cGVydGlzZTEf |
|[MBOGA1UEAWWWRVEB |
| UyBQcm90b2NvbHMg |
| VGVzdCBDQTAGGBMy |

1 Download of Cryptographic Keys
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1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
11562
11563
1154
11565
1156
1167
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167
1168
1169
1170
1171
1172
1173

0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03A0
03BO
03CO0
03D0
03E0
03F0
0400
0410
0420
0430
0440
0450
0460
0470
0480
0490
04A0
04BO
04CO
04D0
04E0
04F0
0500
0510
0520
0530
0540
0550
0560
0570
0580
0590
05A0
05BO
05CO
05D0
05E0
05F0
0600
0610
0620
0630
0640
0650

4D
4D
4D
4D
42
56
4D
5A
64
64
41
62
63
63
43
41
67
47
54
36
54
75
6F
54
49
76
4D
79
4D
52
4B
45
4B
33
75
71
2F
43
55
67
30
31
46
35
34
37
TA
75
2F
43
4D
43
45
76

44
79
54
54
41
51
53
57
47
47
77
32
33
48
53
34
51
64
58
67
6E
32
41
72
68
32
34
34
TA
46
31
44
73
70
33
49
79
71
TA
39
69
57
49
38
74
77
36
52
TA
77
41
77
56
54

45
73
41
41
59
51
59
4E
56
6C
77
4E
51
52
71
49
44
79
73
51
TA
TA
4E
4D
62
4E
36
55
50
2F
74
6A
79
47
61
44
75
4F
39
4C
49
66
6C
4A
46
39
42
6F
30
59
30
55
71
75

TA
77
77
77
4D
4B
77
6F
79
TA
6D
76
67
70
47
42
58
52
6D
6B
52
39
78
62
36
47
6B
6F
54
34
42
39
4C
45
34
67
68
67
53
31
66
6C
47
4F
59
2B
6F
4C
43
44
47
41
65
30

4D
4D
4D
4D
41
44
4A
62
49
5A
52
62
53
62
53
6A
4C
6B
5A
4D
61
70
55
36
6A
57
54
35
31
4E
30
30
67
31
34
37
58
45
43
59
53
2B
6E
51
4F
37
4D
46
41
56
43
41
4C
44

44
54
54
48
6B
41
41
6D
47
54
56
43
32
32
49
77
4D
78
53
32
32
4D
6C
58
34
2F
62
59
74
63
31
5A
53
66
75
36
6D
2B
69
38
32
52
42
35
4B
35
5A
76
77
52
53
34
52
55

51
41
45
67
5A
64
59
6C
39
45
42
42
56
34
62
41
39
5A
58
32
53
75
51
70
4A
69
61
74
4B
50
38
34
6D
37
54
78
64
46
35
49
4F
62
66
55
78
64
6A
65
45
30
71
49
44
67

78
77
34
78
53
46
44
6A
6D
76
42
55
35
77
33
77
6A
4A
44
5A
35
51
65
50
74
5A
2B
56
34
72
39
59
76
43
34
45
4C
54
30
6F
31
6A
61
66
79
50
4B
61
41
50
47
43
77
65

4F
47
4D
43
4D
55
56
59
49
4D
55
5A
49
67
44
67
2B
58
66
73
75
61
73
6B
4A
33
55
56
4Cc
31
2F
37
6F
4F
36
6E
59
44
76
53
5A
71
4C
2F
55
2F
6A
63
41
42
53
41
65
58

44
42
6A
TA
52
45
51
57
45
43
79
58
45
67
51
67
79
2F
36
4C
70
71
64
51
4D
47
61
41
74
62
56
32
4E
47
41
6E
71
68
59
4F
35
30
66
69
76
67
39
59
61
41
49
51
TA
77

45
4D
41
41
41
46
51
77
56
30
42
4E
56
47
45
47
2B
5A
76
65
56
64
77
63
66
38
59
37
65
55
6F
65
41
52
4A
59
56
48
4A
42
66
34
72
67
50
6F
43
62
4D
51
62
41
58
30

77
79
77
4A
77
54
4C
67
34
47
51
30
75
69
42
4B
47
73
6E
58
47
62
39
30
79
48
31
53
6C
56
61
50
76
42
32
53
6A
30
74
64
6D
73
33
41
55
34
4D
65
50
44
33
6D
52
75

4D
4D
4E
42
44
54
44
51
63
41
63
49
59
4D
41
41
61
6B
31
6E
45
37
30
45
30
50
6A
49
6A
4E
4C
31
TA
4B
4E
54
66
76
31
68
72
53
71
61
58
77
69
66
4D
41
44
37
44
43

54
44
53
67
67
33
42
32
47
31
6D
45
33
41
51
6F
68
47
4F
65
4C
56
4C
74
77
2F
4B
79
55
35
57
35
57
54
6D
45
53
35
51
4E
37
47
30
2F
6F
34
79
61
41
67
51
56
TA
4D

67
45
73
4E
59
4A
31
56
56
55
39
68
4A
30
55
49
6A
2B
32
46
79
69
59
34
58
61
6F
55
6D
70
46
53
35
73
68
76
5A
68
66
4B
51
37
6C
2B
2F
6B
51
75
30
55
45
39
58
67

79
34
77
56
44
6E
55
75
79
45
30
76
35
47
41
42
79
51
5A
32
73
35
68
45
55
71
38
6A
66
38
4A
48
4B
57
56
33
67
4F
43
33
6C
49
75
57
72
6D
6E
64
77
67
42
4F
59
43

| MDE zZMDQxODEWMT gy |
| MyswMTAwGBMyMDE4 |
| MTAWMTE4MjAWNSSW |
| MTAWMHgxCzAJBgNV |
| BAYMAkZSMRAWDGYD |
| VOQOKDAJFUEFTT3Jn |
|MSYwJAYDVQQLDB1U |
| ZWNobmljYWwgQ2Vu |
| dGVyIGIMIEV4cGVy |
|dG1lzZTEVMCOGALUE |
| AwwmRVBBUyYBQcm90 |
| D2NVDbCBUZXNOIEOV |
| c3Q0gS2V5IEVUY3J5 |
| cHRpb24wggGiMAOQG |
| CSqGSIb3DQEBAQUA |
|A4IBjwAWggGKAOIB |
| gODXLM9j+y+Gahjy |
| GAyRkxZJIX/ZskG+Q |
| TXsmZSXDfovnlO27Z |
| 6gQkM227ZsLeXneF2 |
| TnzRa2S5upVGELys |
|u2z9pMuQaqgdb7Vi5 |
| oANxU1Qesdw90LYh |
| TrMb 6XpPkQcOEL4E |
| Thb6354JtIMEyOwXU |
| vV2NGW/1Z3G8HP/aqg]|
|M46kTba+UaY1jKo8 |
| y4UOSYtVVATSIyUT |
|[MzPT1tK4LteljUnf |
|RF/4NcPr1bUVN5pS |
|K1tB0189/VoaLWFJ |
|ED3j90Z4Y72eP153H]|
| KsyLgSmvoNAvzW5K |
| 3pGEL1£7COGRBKTsSW |
|u3a44uT46AJ2NmhV |
|gIDg76xXEnnYSTEV3 |
| /yuhXmdLYqVjfSzZg]|
| CQOgE+FTDhHOv5hO |
|Uz9SCi50vYJtl1QfC|
|g9L1Y8I0oSOBAhNK3 |
|01iI£S201Z5fmr7Q1 |
| 1TW£1+Rbjg04sSG7I|
|[FI1GnBfalLfr3g0lu|
| 58J0Q5Uf/igha/+W|
| 4t FYOKxyUvPUXo/r |
| 7w9+75dP/go4wdkm |
| zZ6BoMZjKj 9CMiyQn |
| uRoLFveacYbefaud|
| /z0CAWEAAaMPMAOW |
| CwYDVROPBAQDAGUY |
|[MAOGCSgGSIb3DQEB |
| CWUAR4ICAQAMT7VIO |
| EVgeLRDwezXRDzXY |
| vTuODUgeXwOuCMgC |

1 Download of Cryptographic Keys
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1174 0660 51 64 63 41 41 72 70 63 63 77 64 4A 48 4F 4B 4A |QdcAArpccwdJHOKJ |
1175 0670 55 38 74 77 31 4A 32 46 30 67 30 4C 75 76 32 39 |U8twlJ2F0gOLuv29|
1176 0680 78 41 54 76 74 36 37 64 4B 31 36 53 6B 75 70 32 |xATvt67dK16Skup? |
1177 0690 68 48 67 2B 41 74 79 59 6C 56 7A 37 48 5A 51 58 |hHg+AtyY1Vz7HZOX|
1178 06A0 47 65 48 6B 6A 2F 67 2F 45 58 51 51 4A 44 57 7A |GeHkj/g/EXQQJIDWz |
1179 06B0O 55 6C 6E 6E 55 4A 2B 50 74 6E 77 77 33 62 37 6E |UlnnUJ+Ptnww3b7n|
1180 06C0 74 66 56 41 72 59 6B 41 4E 64 59 45 75 59 30 76 |tfVArYkANdYEuYOv|
1181 06D0 43 42 54 6E 6A 34 2B 64 36 64 53 33 65 76 63 6D |CBTnj4+d6dS3evenm|
1182 06E0 32 32 5A 38 79 76 63 4B 46 31 72 34 66 33 46 70 |22%Z8yvcKF1lr4f3Fp|
1183 06F0 65 63 71 48 67 36 67 6B 66 6A 7A 7A 61 39 6A 63 |ecqHg6gkfjzzadic|
1184 0700 4D 57 2F 68 31 6A 47 69 53 4A 59 6C 50 52 4A 43 |MW/h1jGiSJY1PRJC|
1185 0710 72 6D 57 65 50 71 46 61 67 75 63 38 53 79 6C 6B |rmWePgFaguc8Sylk|
1186 0720 56 36 39 66 43 49 73 41 39 75 39 52 63 77 37 6C |V69fCIsA9u9Rcw71|
1187 0730 35 50 71 62 72 32 37 59 35 4D 77 30 38 50 75 51 |5Pgbr27Y5Mw08PuQ|
1188 0740 2F 30 52 43 31 46 58 7A 59 5A 70 51 57 63 71 43 |/ORC1FXzYZpQWcqC |
1189 0750 33 52 58 4C 51 42 4D 43 35 77 38 53 53 39 35 74 |3RXLOBMC5w8SS95¢t |
1190 0760 55 55 46 57 2B 30 4C 64 35 71 32 6D 49 4F 38 74 |UUFW+0LA5g2mIOS8t |
1191 0770 4A 37 66 79 47 4A 74 50 79 72 6E 30 53 48 32 69 |J7fyGJtPyrn0SH2i |
1192 0780 62 74 52 42 6A 77 44 71 54 48 71 4A 4D 49 36 73 |btRBjwDgTHqJIMI6s |
1193 0790 69 4F 57 47 57 55 50 35 58 77 68 36 62 37 64 30 |iOWGWUP5Xwh6b7dO0 |
1194 07A0 6D 39 74 34 50 69 72 69 6A 2F 66 45 45 4B 33 4A |mOt4Pirij/fEEK3J]|
1195 07B0 4E 66 51 57 57 50 4E 73 32 51 38 73 79 4A 57 69 |NfQWWPNs2Q8syJWi |
1196 07C0 66 62 57 74 48 76 46 48 71 6D 42 6A 53 6D 57 52 | fbWtHvFHQmBJSmWR |
1197 07D0 77 30 4F 73 66 2F 6C 63 62 58 31 38 75 49 36 37 |w0Osf/lcbX18uI67]|
1198 07E0 4E 68 61 52 2F 61 57 47 56 52 31 76 44 4B 31 2F |NhaR/aWGVR1vDK1/ |
1199 07F0 35 66 41 33 52 67 4E 51 35 64 43 6D 55 4E 59 6E |5fA3RgNQ5dCmUNYn |
1200 0800 36 77 77 62 55 78 57 77 53 53 51 55 61 45 49 77 | 6wwbUxWwSSQUaEIw|
1201 0810 75 36 49 35 31 63 71 35 69 55 49 48 6E 61 74 50 |u6I51cg5iUIHnatP|
1202 0820 44 4C 76 4F 73 74 69 42 30 50 2F 6F 73 75 47 64 |DLvOstiBOP/osuGd]|
1203 0830 75 50 6C 4B 36 64 6D 62 72 47 76 69 78 49 35 66 |uPlK6dmbrGvixIS5Sf|
1204 0840 35 46 33 75 77 76 2F 6F 2B 76 55 72 51 79 56 72 |5F3uwv/o+vUrQyvr|
1205 0850 78 51 34 58 38 4D 37 78 71 34 75 47 6C 50 77 30 |xQ4X8M7xq4uGlPwO |
1206 0860 6B 32 4A 38 38 6F 55 69 67 37 4A 52 64 74 32 76 |k2J880Uig7JRdt2v|
1207 0870 37 6F 2B 36 53 66 51 30 30 72 66 78 76 4B 39 35 |70+6SfQ00rfxvK95|
1208 0880 7A 4C 50 71 30 56 38 36 62 52 47 54 6E 74 78 41 |zLPqOV86bRGTntxA|
1209 0890 59 31 4C 66 61 6D 6A 78 49 42 67 78 7A 74 44 2B |YlLfamjxIBgxztD+]|
1210 08A0 49 46 34 66 4F 42 58 30 62 67 48 6D 35 66 56 35 |IF4fOBXObgHm5fV5 |
1211 08B0 6A 65 4C 76 74 38 39 75 2F 6C 65 4C 6F 7A 72 74 |jeLvt89u/leLozrt|
1212 08CO 75 7A 37 5A 78 4F 38 35 36 6C 36 61 61 4A 6E 4F |uz7zx085616aadno]|
1213 08D0 41 4E 74 73 69 53 4A 46 43 71 47 43 4A 31 53 64 |ANtsiSJFCqGCJ1Sd|
1214 08EO 74 44 38 57 51 77 3D 3D 3C 2F 4B 65 79 4E 63 70 |tD8WQw==</KeyNcp|
1215 08F0 68 72 6D 6E 74 43 65 72 74 3E 3C 2F 41 63 74 6E |hrmntCert></Actn]|
1216 0900 3E 3C 2F 43 6E 74 74 3E 3C 2F 44 61 74 61 53 65 |></Cntt></DataSe]|

1217 0910 74 3E 3C 2F 4D 67 6D 74 50 6C 61 6E 3E [ £></MgmtPlan> |
1218

1219  The SHA256 digest of the ManagementPlanReplacement message body is:

1220

1221 0000 CF 04 10 CC DF FO OE C7 FA A4 C9 2F 2B 5F E9 93 |........... /+ o
1222 0010 5C 85 A0 EO 27 49 D2 93 94 76 58 96 5A 28 AF 4E |\...'I...VvX.Z(.N]|
1223

1224
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1225

1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250

1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276

Applying the padding process for the digital signature, the block result is dumped below:

0000 00 01 FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurenenennn.n. |
0010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uverennnennn... |
0020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurnnenennn... |
0030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurenenennn... |
0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurnnenennnn.. |
0050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurennnennnnn. |
0060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uverenenenen.n. |
0070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurennnenan... |
0080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvernnenennan... |
0090 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvernnnnennn... |
00A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uvurenenennnnn. |
00BO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uverenenenenn.. |
00CO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .uverenenennn... |
00DO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
0OE0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
00F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
0100 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF e e e e e e e e |
0110 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
0120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
0130 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I |
0140 FF FF FF FF FF FF FF FF FF FF FF FF 00 30 31 30 [ 010]
0150 0D 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 | Hoe....... |
0160 CF 04 10 CC DF FO OE C7 FA A4 C9 2F 2B 5F E9 93 |........... /+ ]
0170 5C 85 A0 EO 27 49 D2 93 94 76 58 96 5A 28 AF 4E |\...'I...vX.Z(.N|
After encryption by the private key of Kru-sign, we have the digital signature of the
ManagementPlanReplacement message body:

0000 81 1E 2B 38 75 85 ED D4 91 C8 1B 79 CE FF F1 92 |..+8u...... y |
0010 7A 95 73 A6 99 4D 19 C8 EF 88 12 BE E7 B9 79 E8 [z.S..M........ v.l
0020 83 8B DA CA 94 5B 5B 9F 46 A0 1A 33 58 2B 63 E5 |..... [[.F..3X+c. |
0030 6A 16 46 1F 1A 30 4F E6 4C 2B 47 72 AF C7 5E 08 [j.F..00.L+Gr..".|
0040 34 C4 5F 76 DF 33 82 83 8E 4E E1 FA 91 ED 95 3C [4. v.3...N..... <|
0050 2E F3 E7 29 7B Bl 41 AF BC 46 14 9D D8 5A 4A 2A |...){.A..F...zJ*|
0060 B8 CF B3 35 78 3F 80 1B 86 93 0A C5 CD AE C1 1B |...5%?2.......... |
0070 3F 31 5F BE 7F E9 E3 6F 2B 4A 2F BE 82 61 BB 98 [?1 ....o+J/..a..|
0080 16 76 28 A2 75 E7 43 DB C6 87 50 ED 7C 34 4A 3B |.v(.u.C...P.|4J;]|
0090 01 FO E1 57 1F 91 56 4E 35 24 10 43 9F A9 54 B2 |...W..VN5$.C..T.|
00A0 58 7C 22 16 37 28 CB D3 BB DD D1 20 2A 83 1B F2 [X|".7(..... oL
00BO C8 12 CB E8 50 60 E5 AA 60 05 DE 60 31 8D 70 Bl | P .. “1.p.|
00CO AA A5 24 03 25 03 48 9F 92 68 DA CE C4 C6 C1 A8 |..$5.%.H..h...... |
00DO FA 50 54 33 18 OE 07 76 17 CF 79 98 51 E6 2A A2 |.PT3...v..y.Q.*.]|
00E0O 2D 0B 64 7C AD 67 8A 6B 10 AD 01 BD F7 16 78 20 |-.d|.g.k...... x|
00F0O 81 FA 99 Cl1 3D AF F6 06 46 ED AC 7A 8D 94 29 OF | = ..F..z..).|
0100 7B 2F F9 E3 9C B2 6B 7F EA D6 D2 E9 66 30 DE 14 |{/ Keoun. £0..|
0110 E6 20 A7 B9 B5 F5 CB B9 01 AD 81 17 31 E3 4F 25 |. ....u..... 1.0%]|
0120 C7 73 70 1D C2 C5 37 F8 74 79 64 F7 FO 59 2A 99 |.sp...7.tyd..Y*.|
0130 AC 6E AD 2E 39 08 41 CE 4C EO0 21 1A 47 66 Al 62 |.n..9.A.L.!.Gf.Db]|
0140 D2 BO 14 B4 6A 1E 1C 5A BC 41 36 01 A7 07 97 A1 |....j..Z.A6..... |
0150 78 C5 BO 40 AD 74 B4 B3 1D 4C DE D1 B7 96 AC E7 |x..@.t...L......
0160 34 BF FE 3C 33 BO A2 79 09 71 F8 24 FF CO 9F AD |4..<3..y.q.$ |
0170 28 60 28 Bl 46 53 5D 5F CD 48 60 E7 7F 9F 01 DC | (' (.FS] .H ..... |
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1277
1278

Message Item
SecurityTrailer
SignedData
ContentType
DigestAlgorithm
Algorithm
EncapsulatedContent
ContentType
Certificate

Signer
Signerldentification

IssuerAnd-
SerialNumber

Issuer

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue
SerialNumber
DigestAlgorithm
Algorithm
SignatureAlgorithm
Algorithm

1 Download of Cryptographic Keys

Inside the SecurityTrailer, the SignedData CMS data structure is presented in the table below:

Value

SignedData

SHA256

PlainData
CountryName
BE

OrganisationName
EPASOrg

OrganisationUnitName
Technical Center of Expertise

CommonName
EPAS Protocols Test CA
2ABCA40F4D482F5EBC975

SHA256

SHA256WithRSA
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1279
1280

1281
1282
1283
1284
1285
1286
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304
1305
1306
1307
1308
1309
1310
1311
1312
1313
1314
1315
1316
1317
1318
1319
1320
1321

1322
1323
1324
1325
1326
1327
1328
1329
1330
1331
1332
1333

Signature

811E2B387585EDD491C81B79CEFFF1927A9573A6994D19C8EF8812BEE7B979E8
838BDACA945B5B9F46A01A33582B63E56A16461F1A304FE64C2B4772AFCT75E08
34C45F76DF3382838E4EE1FA91ED9S53C2EF3E7297BB141AFBC46149DD85A4A2A
B8CFB335783F801B86930AC5CDAECI1B3F315FBET/FEOE36F2B4A2FBES8261BB98
167628A275E743DBC68750ED7C344A3B01F0E1S571F91564E352410439FA954B2
587C22163728CBD3BBDDD1202A831BF2C812CBE85060E5AA6005DE60318D70B1
AAA524032503489F9268DACEC4C6C1AB8FAS505433180E077617CEF799851E62AA2
2D0B647CAD678A6B10AD0O1BDF716782081FA99C13DAFF60646EDACTA8D94290F
TB2FFI9E39CB26B7FEAD6D2ES6630DE14E620A7BO9BSFS5CBBO01AD811731E34F25
C773701DC2C537F8747964F7TF0592A99AC6EAD2E390841CE4CE0211A4766A162
D2B014B46A1E1C5ABC413601A70797A178C5B040AD74B4B31D4CDED1IB796ACE7
34BFFE3C33B0A2790971F824FFCO9FAD286028B146535D5FCD4860E77F9F01DC

The XML encoded structure of the ManagementPlanReplacement message is:

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:iso:std:is0:20022:tech:xsd:catm.002.001.06">

<MgmtPlanRplcmnt>
<Hdr>

<DwnldTrf>true</DwnldTrf>

<FrmtVrsn>6.0</

FrmtVrsn>

<XchgId>001</XchgId>

<CreDtTm>2013-1
<InitgPty>

2-06T13:53:52.00+02:00</CreDtTm>

<Id>66000001</Id>
<Tp>0POI</Tp>
<Issr>MTMG</Issr>

</InitgPty>
<RcptPty>

<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>

</RcptPty>
</Hdr>
<MgmtPlan>

<POIId>

<Id>66000001</Id>
<Tp>0OPOI</Tp>
<Issr>MTMG</Issr>

</POIId>
<TermnlMgrId>

<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>

</TermnlMgrId>
<DataSet>
<Id>

<Tp>MGTP</Tp>
<CreDtTm>2013-12-06T13:53:52.00+02:00</CreDtTm>

</Id>
<Cntt>
<Actn>

<Tp>DWNL</Tp>

<DataSetId>
<Nm>epas-acquirer-TM1-TIK</Nm>
<Tp>SCPR</Tp>

<Vrsn>20131206135352</Vrsn>
</DataSetId>
<Trggr>DATE</Trggr>
<Addtl1Prc>RSRT</Addtl1Prc>

<ReTry>

<Dely>10</Dely>
<MaxNb>2</MaxNb>
</ReTry>
<TmCond>
<StartTm>2013-12-06T13:53:49</StartTm>
</TmCond>
<TMChllng>
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1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402

47DEQpj 8HBSa+/TImW+5JCeuQeRkm5NMpIJWZG3hSuFU=
</TMChllng>
<KeyNcphrmntCert>
MIIFATCCAUmgAwIBAgIMeJXKNQFMPS8eELENMAOGCSgGSIb3DQEBCWUAMGgxCzAJBgNVBAYM
AkJFMRAWDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGI9mIEV4
cGVydGlzZTEfMBOGALUEAWWWRVBBUYBQcm90b2NvbHMgVGVzdCBDQTAQGBMyMDE zMDQxODEwW
MTgyMyswMTAwGBMyMDE4MTAWMTE4MjAWNS swMTAwWMHgxCzAJBgNVBAYMAkZ SMRAwWDgYDVQQK
DAdFUEFTT3JInMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGOmIEV4cGVydGlzZTEVMCOG
A1UEAWwmRVBBUYBQcm90b2NvbCBUZXNOIEhvc3QgS2V5IEVUY3J5cHRpb24wggGiMAOGCSOG
SIb3DQEBAQUAA4IBjwAWGGGKAOIBgQDXLMIj+y+GahjyGdyRkxZJIX/ZskG+QTXsmZSXDE6vn
1027Z6gQkM22ZsLeXneF2TnzRa2S5upVGELysu2z9pMuQaqdb7Vi5o0ANxUl1QesdwI0LYhTrMb
6XpPkQCOEt4EThb67 4Tt IMEyOwXUv2NGW/1Z3G8HP/aqM46kTba+UaY1jKo8y4Uo5YLVVATS
IyUjMzPT1tK4LteljUmfRF/4NcPr1bUVNS5p8K1tB0189/VoaLWFJED 90Z4Y72eP15SHKsyL
gSmvoNAvVzWS5K3pGE1£7COGRBKTsWu3a44uT46AJ2NmhVgIDg76xXEnnYSTEV3/yuhXmdLYgV]
£SZgCqgOgE+FTDhHOv5h0UZz9SCi50vYJt1Q0fCg9L1Y8IoSOBAhNK30iI£5201Z5fmr7Q11WEl
+Rbjq04sSGTIFI1GNBfaLfr3g01u58J0Q5Uf/igha/+WALtFYOKxyUvPUXo/r7w9+75dP/go4
wdkmz6BoMZjKjICMiyQnuRoLFveacYbefaud/z0CAWEAAaMPMAOwCwWYDVROPBAQDAgGUgMAOG
CSgGSIb3DOEBCWUAA4ICAQAMTVIOEVgeLRDwezXRDzXYvTu0DUgeXwOuCMgCQdcAArpccwdd
HOKJU8twlJ2F0g0Luv29xATvt67dK16Skup2hHg+AtyY1VzT7HZOXGeHk]/g/EXQQJIDWzUlnn
UJ+Ptnww3b7ntfVArYkANdYEUYOvCBTnj4+dodS3evem22Z28yvcKF1lr4f3FpecqgHgogkfjzz
a9jcMW/h1jGiSJY1PRICrmWePgFaguc8SylkV69fCIsA9u9Rcw715Pgbr27Y5Mw08PuQ/0RC
1FXzYZpQWcgC3RXLOBMC5w8SS 95t UUFW+0Ld5q2mIO8tI7 fyGItPyrn0SH2ibtRBjwDgTHGT
MI6siOWGWUPS5Xwh6b7d0mOt4Piri)/fEEK3INfQWWPNS2Q8syJWifoWtHVFHQmB) SmWRwOOs
f/1cbX18ul67NhaR/aWGVR1vDK1/5fA3RgNQ5dCmUNYn6wwbUxWwSSQUaEIwu6I51lcqg5iUIH
natPDLvOstiBOP/osuGduPlK6dmbrGvixIS5f5F3uwv/o+vUrQyVrxQ4X8M7xq4uGlPwOk2J8
80Uig7JRAt2v70+6SEfQ00rfxvK95zLPq0V86bRGTntxAY1LfamjxIBgxztD+IF4fOBX0bgHm
5fV5jeLvt89u/leLozrtuz7Z2x085616aaJnOANtsiSJFCqGCI1SAtD8WQw==
</KeyNcphrmntCert>
</Actn>
</Cntt>
</DataSet>
</MgmtPlan>
<SctyTrlr>
<CnttTp>SIGN</CnttTp>
<SgndData>
<DgstAlgo>
<Algo>HS25</Algo>
</DgstAlgo>
<NcpsltdCntt>
<CnttTp>DATA</CnttTp>
</NcpsltdCntt>
<Cert>
MIIE/zCCAuegAwIBAgIKKrxA9INSCOevIdTANBgkghkiG9wOBAQsSFADBOMQsSwWCQYDVQQGDAJCRTEQMA
4GA1UECgwHRVBBUO9yZzEmMCQGAIUECWWdVGVjaG5pY2FsIEN1bnR1ciBvZiBFeHBlcnRpc2UxHzAd
BgNVBAMMF kVQQVMgUHJIvAG9ib2xzIFR1c3QgQ0EWKhgTMjAxMzAOMTgxMDA2NDY rMDEWMBGTM AxXOD
EwMDExODIwMDUrMDEWMDB4MQswCQYDVQQGDAJGUJEQMA4GA1UECgwHRVBBUO 9y Z zEmMMCQGA1UECwWwWd
VGVjaG5pY2FsIEN1bnR1ciBvZiBFeHBlcnRpc2UxLzAtBgNVBAMMIkVQQVMgUHIVAGIib2wgVGVzdC
BIb3NOIEF1dGhlbnRpY2F0aW9uMIIBojANBgkghkiGO9wOBAQEFAAOCAYSAMIIBigKCAYEAVQlYmPmB
uvQr4g4ZM5s5bF1iZpC985bSDFA8pXx0ivQeUFUs8bndxBFiCdOAwWmtnP37e59DKbcLagf8viDgGC4
+DWuYNngV+3£fFiX6xVoQKDf8HH74wKbBN8WXOXKrxAINSC9evJIdU+WS27s7b5m22KtDaezjgWRAWLoO
md9xf£SAFdpO0HNnvyy6mIVadsl95LSP2BK1 INDTVGEPboNV7JjbowR/LAZzc2b51Unfz7WmniN2ApgETr
v 1MEfwhmK5nT 9wgVSNeAS15KKROF 7TATSW+Y 57X 2bnGVik ZMmdWQvzE51nYKK1IMVUSuu8VEbua5agSqg
GFRWKW38L/unPUBOkwlo3YEOQIVO3XvmZImdpuSOtLO1kOLKgXx1AVxzUJOtYuP9eRglcY8foQ==
</Cert>
<Sgnr>
<SgnrId>
<IssrAndSrlNb>
<Issr>
<RltvDstngshdNm>
<AttrTp>CATT</AttrIp>
<AttrVal>BE</AttrVal>
</R1ltvDstngshdNm>
<RltvDstngshdNm>
<AttrTp>OATT</AttrIp>
<AttrVal>EPASOrg</Attrval>
</R1ltvDstngshdNm>
<RltvDstngshdNm>
<AttrTp>OUAT</AttrIp>
<AttrVal>Technical Center of Expertise</Attrval>
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1403 </R1tvDstngshdNm>

1404 <R1tvDstngshdNm>

1405 <AttrTp>CNAT</AttrTp>

1406 <AttrVal>EPAS Protocols Test CA</AttrVal>

1407 </R1ltvDstngshdNm>

1408 </Issr>

1409 <Sr1Nb>KrxAINSCIevIdQ==</Sr1Nb>

1410 </IssrAndSrlNb>

1411 </SgnrId>

1412 <DgstAlgo>

1413 <Algo>HS25</Algo>

1414 </DgstAlgo>

1415 <SgntrAlgo>

1416 <Algo>ERS2</Algo>

1417 </SgntrAlgo>

1418 <Sgntr>

1419 gRArOHWF7dSRyBt5zv/xkngVc6aZTRnI74gSvueb5eeiDi 9rK1Ftbn0agGjNYK2PlahZGHxowT+
1420 ZMK0dyr8deCDTEX3bfMA4KDj k7h+pHt 1Twu8+cpe7FBr 7xGFJI3YWkoquM+zNXg/gBuGkwrFza7B
1421 Gz8xX75/6eNvKOovvoJhu5gWdiiidedD28aHUOLl8NEO7AfDhVx+RVk41JIBBDN61Us1h8IhY3KM
1422 vTu93RICQDG/LIEsvoUGD]1gmAF3mAxjXCxqqUkAyUDSJ+SaNrOxMbBgPpQVDMYDgd2F895mFHm
1423 KgItC2R8rWeKaxCtAb33FngggfqzwT2v9g2GT7ax632QpD3sv+eOcsmt /6tbS6WYw3hTmIKe5t £
1424 XLuQGtgRcex4081x3NwHCLFN/hOeWT38FkgmaxurS45CEHOTOAhGkAMOWLSsBS0ah4cWrxBNgGn
1425 B5eheMWwQK10tLMATN7Rt5as525//jwzsKJI5CXH4JP/An600YCixRINAX81IYOd/nwHe

1426 </Sgntr>

1427 </Sgnr>

1428 </SgndData>

1429 </SctyTrlr>

1430 </MgmtPlanRplcmnt>

1431 </Document>

1432

1433

1434
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1435

1436
1437

1438

1439
1440

1441

1442
1443
1444
1445

1446

1447

1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471

1472
1473
1474
1475
1476

1477
1478

1479

1480
1481
1482
1483

1484

1485
1486

1.4.5 Status Report to Request a Key Download

To perform the action of the Management Plan, the POI requests the Security Parameters sending the
StatusReport message containing the session key to encrypt the keys to download.

The POI generates a triple DES 112 bits session key (SK) to encrypt the key encryption key, denoted
KEK:

0000 AE EF 80 98 A7 3D E9 D6 5B BF 26 64 58 04 02 16 |..... =..[.&dX.. .| ‘

The POI generate the following seed:

0000 3F AE 5D 13 77 C7 30 7D 60 D3 9B 6C 6F 3B 93 3D [?.].w.0} ..lo;.=|

0010 01 89 95 5D 64 DF 4C 67 B6 3B F6 08 F3 F2 84 1C [...]d.Lg.;...... |

With the previous seed, the OAEP encryption of this session key Enc[Ktm-enc](SK) is :

0000: OE 8E 47 09 FA 83 A3 2B 80 63 5B D7 DO F7 F8 B9 | G + ¢l |
0010: EE A8 14 E9 D2 B7 7A 34 95 84 F5 24 DB DF 60 76 | z4 s v
0020: 4B 16 CE 42 71 5F 01 D7 49 FC B4 EF B2 51 77 11 |K Bg_ I ow |
0030: A4 9D FD 6D 6F 8E 81 87 51 9C 8F A7 B7 FF 92 8E | mo Q |
0040: C1 78 3E D7 07 DB C7 D5 79 BC 08 9A 6E AA 87 6C | x> y n 1|
0050: DD 06 16 E9 32 2C OA CF 43 18 B4 2B 58 35 DD 5B | 2, C +X5 [|
0060: 2C 2F FA E5 46 26 4D 61 S5F 79 88 EO D4 DC 53 F6 |,/ FsMa y S |
0070: 20 4B D6 35 Bl B7 24 FO 51 F8 46 93 9E D1 13 B1 | K5 $QF |
0080: A3 90 EE 6B 02 E1 14 12 BB D2 4D 5F 73 65 32 05 | k M se2 |
0090: 9D 54 E4 8C 9A 67 39 Cl1 CE 5D 48 BO A6 90 67 EA | T g9 JH g |
00AQ: 76 24 CF A4 4B D8 BD 7E FD 2D 3E BE 58 76 39 89 |vS K ~ -> Xv9 |
00BO: C7 4A CA 5B 38 F3 8D DO C8 EE FF EE 7F EC A8 A5 | J [8 |
00C0: 47 S5E OE 3D 32 98 00 7A C6 E9 44 2A 6D D3 1B 7D |G® =2 =z D*m }|
00DO: 3C 1B AE F5 A6 DE B3 37 AA FF A4 83 6E 8D 09 1E |< 7 n |
00EO: EF 98 2A EC CO BA 5F BO 5E 48 6B 51 DA 82 02 64 | *  ~HkQ d|
00F0: 20 26 1A 8F 05 5C 40 B4 F3 60 8D 7B 07 FF C2 0C | & \@ |
0100: 71 69 4A 9E DC 2A 54 8B 72 CA C2 DC 38 2D Bl AF |giJ *T r 8-
0110: F7 EO F6 1F F9 06 86 01 CA 90 3A 1F 2C 59 8F FF | LY |
0120: D8 86 EC 23 A9 25 F6 F3 4E 49 BE AC 43 83 6D 76 | # % NI C mv]
0130: EF C8 B3 88 F4 F2 CB E6 45 AD 10 14 C3 29 E8 09 | E )
0140: 2C A3 71 7C 88 4D A8 6A 7F A5 8E 8D 96 DB 31 57 |, gl M 1W|
0150: 85 1A 56 98 F5 5D BA 0OC 4D 26 21 A0 E1 58 AE 06 | V ] Ms&! X |
0160: 87 86 95 31 AF 1C 6B 1F E4 CA 99 Bl C5 D2 1E 11 | 1 k |
0170: 69 23 B9 09 42 7D 5B 94 96 B5 82 C6 2D 15 BA 69 |i# B}[ - i
The POI generates the triple DES 112 bits KEK key:
|oooo A7 5D 20 F7 04 51 75 45 3E 29 25 9D 3B 08 A7 2A |.] ..QuE>)%.;..* \

Applying the padding process, the hexadecimal byte 80 is appended, followed by 7 null bytes:

0000 A7 5D 20 F7 04 51 75 45 3E 29 25 9D 3B 08 A7 2A |.] ..QuE>)%.;..*|
0010 80 00 00 00 0O 0O 00 00 [t |

Using the Initialisation Vector value 227BB46D1C306E09, the Triple DES CBC encryption by SK of the
padded KEK provides the values below:

0000 O9F 04 15 02 7B 61 F4 6C 85 1D A5 35 96 89 4E 25 |....{a.l...5..N%|
0010 AD 20 A8 F1 EE 6B Al 38 [. ...k.8 |
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1487 The StatusReport message containing the header and the body presented in the table below:

Message Item
Header
DownloadTransfer
FormatVersion
Exchangeldentification
CreationDateTime
InitiatingParty
Identification
Type
Issuer
RecipientParty
Identification
Type
StatusReport
POlldentification
Identification
Type
Issuer
TerminalManagerdentification
Identification
Type
DataSet
Identification
Type
CreationDateTime
Content
POIComponent
Type
Identification
ItemNumber
Providerldentification
Identification
SerialNumber
POIComponent
Type
Identification
ItemNumber
Providerldentification
Status
VersionNumber
StandardCompliance
Identification
VersionNumber
Issuer
AttendanceContext
POIDateTime
DataSetRequired
Identification
Name

Type

1 Download of Cryptographic Keys

Value

False

6.0

002
2013-12-06:13:53:53.00+02:00

66000001
OriginationgPOl

MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

66000001
OriginationgPOl

MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

StatusReport
2013-12-06:13:53:53.00+02:00

Terminal

1
EPASVendor001
Counter Top E41
7825410759

PaymentApplication

1.1
EPASVendor001

1.01

SEPA-FAST

3.0

CIR

Attended
2013-12-06:13:53:53.00+02:00

epas-acquirer-TM1-TIK

SecurityParameters
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Version
CreationDateTime
POIChallenge

TMChallenge

SessionKey

Identification

Version

Type

Function

KeyValue

EnvelopedData
Recipient
KeyTransport

Version
Recipientldentification

IssuerAndSerial-
Number

Issuer

Relative-
Distinguished-
Name

AtributeType
AttributeName

Relative-
Distinguished-
Name

AtributeType
AttributeName

Relative-
Distinguished-
Name

AtributeType
AttributeName

Relative-
Distinguished-
Name

AtributeType
AttributeName
SerialNumber
KeyEncryptionAlgorithm
Algorithm
Parameter
DigestAlgorithm

MaskGenerator-
Algorithm

Algorithm
Parameter

DigestAlgorithm

1 Download of Cryptographic Keys

20131206135352
2013-12-06T13:53:52.00+02:00

D1377C7307D60D39B6C6F3B933D0089955D64DF4C67B63BEF608

F3F2841C77051

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA49

5991B7852B855

Key Encryption Key KEK
01

DES112

KeyExport

CountryName
BE

OrganisationName
EPASOrg

OrganisationUnitName

Technical Center of Expertise

CommonName
EPAS Protocols Test CA
7895CA35014C3D2F1E11B10D

RSAES-OAEP

SHA256

MGF1

SHA256
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1488

1489
1490

1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516
1517
1518
1519
1520

EncryptedKey

EncryptedContent

ContentType

ContentEncryptionAlgorithm

Algorithm

Parameter

InitialisationVector

EncryptedData

OE8E4709FA83A32B80635BD7DOF7FS8BOEEA814E9D2B77A34958
4F524DBDF60764B16CE42715F01D749FCB4EFB2517711A49DFD
6D6FB8E8187519C8FATBTFF928EC1783ED707DBC7D579BC089A6
EAA876CDD0616ES322C0ACF4318B42B5835DD5B2C2FFAES4626
4D615F7988E0D4DC53F6204BD635B1B724F051F846939ED113B
1A390EE6BO2E11412BBD24D5F736532059D54E48C9A6739C1CE
5D48B0A69067EA7624CFA44BD8BD7EFD2D3EBES8763989C74AC
A5B38F38DDOCSEEFFEE7FECA8AS5475E0E3D3298007AC6E9442A
6DD31B7D3C1BAEF5A6DEB337AAFFA4836E8D091EEF982AECCOB
AS5FBO5E486B51DA82026420261A8F055C40B4F3608D7BO7FFC2
0C71694A9EDC2A548B72CAC2DC382DBI1AFF/EOF61FF9068601C
A903A1F2C598FFFD886EC23A925F6F34E49BEAC43836D76EFCS
B388F4F2CBE645AD1014C329E8092CA3717C884DA86ATFAS8ES
D96DB3157851A5698F55DBA0C4D2621A0E158AE0687869531AF
1C6B1FE4CA99B1C5D21E116923B909427D5B9496B582C62D15B
A69

PlainData

DES112CBC

A27BB46D1C306E09
9F0415027B61F46C851DA53596894E25AD20A8F1EE6BAL38

Once unnecessary spaces and carriage returns are removed, the XML encoded StatusReport message

body is:

0000 3C 53 74 73 52 70 74 3E 3C 50 4F 49 49 64 3E 3C |<StsRpt><POIId><]|
0010 49 64 3E 36 36 30 30 30 30 30 31 3C 2F 49 64 3E |Id>66000001</Id>]|
0020 3C 54 70 3E 4F 50 4F 49 3C 2F 54 70 3E 3C 49 73 |<Tp>OPOI</Tp><Is|
0030 73 72 3E 4D 54 4D 47 3C 2F 49 73 73 72 3E 3C 2F |sr>MIMG</Issr></|
0040 50 4F 49 49 64 3E 3C 54 65 72 6D 6E 6C 4D 67 72 |POIId><TermnlMgr |
0050 49 64 3E 3C 49 64 3E 65 70 61 73 2D 6B 65 79 44 |Id><Id>epas-keyD]|
0060 6F 77 6E 6C 6F 61 64 2D 54 4D 31 3C 2F 49 64 3E |ownload-TM1</Id>|
0070 3C 54 70 3E 4D 54 4D 47 3C 2F 54 70 3E 3C 2F 54 |<Tp>MTMG</Tp></T|
0080 65 72 6D 6E 6C 4D 67 72 49 64 3E 3C 44 61 74 61 |ermnlMgrId><Datal|
0090 53 65 74 3E 3C 49 64 3E 3C 54 70 3E 53 54 52 50 |Set><Id><Tp>STRP]|
00A0 3C 2F 54 70 3E 3C 43 72 65 44 74 54 6D 3E 32 30 |</Tp><CreDtTm>20 |
00BO 31 33 2D 31 32 2D 30 36 54 31 33 3A 35 33 3A 35 |13-12-06T13:53:5]
00CO 33 2E 30 30 2B 30 32 3A 30 30 3C 2F 43 72 65 44 |3.00+02:00</CreD]|
00DO 74 54 6D 3E 3C 2F 49 64 3E 3C 43 6E 74 74 3E 3C |tTm></Id><Cntt><|
00EO 50 4F 49 43 6D 70 6E 74 3E 3C 54 70 3E 54 45 52 |POICmMpnt><Tp>TER|
00F0 4D 3C 2F 54 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 |M</Tp><Id><ItmNb]|
0100 3E 31 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 |>1</ItmNb><Prvdr]|
0110 49 64 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 |Id>EPASVendor001|
0120 3C 2F 50 72 76 64 72 49 64 3E 3C 49 64 3E 43 6F |</PrvdrId><Id>Col|
0130 75 6E 74 65 72 20 54 6F 70 20 45 34 31 3C 2F 49 |unter Top E41</I|
0140 64 3E 3C 53 72 6C 4E 62 3E 37 38 32 35 34 31 30 |d><SrlNb>7825410]
0150 37 35 39 3C 2F 53 72 6C 4E 62 3E 3C 2F 49 64 3E |759</SrlNb></Id>|
0160 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C 50 4F 49 43 |</POICmpnt><POIC|
0170 6D 70 6E 74 3E 3C 54 70 3E 41 50 4C 49 3C 2F 54 |mpnt><Tp>APLI</T]|
0180 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 3E 31 2E 31 |p><Id><ItmNb>1.1|
0190 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 49 64 |</ItmNb><PrvdrId|
01A0 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 3C 2F |>EPASVendor001</|
01BO 50 72 76 64 72 49 64 3E 3C 2F 49 64 3E 3C 53 74 |PrvdrId></Id><St]
01CO 73 3E 3C 56 72 73 6E 4E 62 3E 31 2E 30 31 3C 2F |s><VrsnNb>1.01</|
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1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538
1539
1540
1541
1542
1543
1544
1545
1546
1547
1548
1549
1550
1551
1552
15563
1554
15565
1556
15567
1558
1559
1560
1561
1562
1563
1564
1565
1566
1567
1568
1569
1570
1571
1572
1573
1574

01D0
01EO
01FO0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02A0
02B0O
02C0
02D0
02E0
02F0
0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03A0
03BO
03CO0
03D0
03E0
03F0
0400
0410
0420
0430
0440
0450
0460
0470
0480
0490
04A0
04BO
04CO0
04D0
04E0
04F0
0500
0510
0520

56
64
46
2E
49
70
41
44
3C
2D
30
44
3E
65
54
6E
3C
32
3A
65
68
6D
54
45
4D
48
51
75
53
6E
4B
56
70
74
54
3C
74
72
74
62
6E
43
74
6C
4E
4E
2F
3E
6C
4E
4E
2F
3E
72

72
43
41
30
52
6C
74
3C
50
30
32
61
3C
72
70
3E
2F
30
35
44
6C
32
47
3D
43
42
65
46
73
63
3C
72
3E
6E
70
45
3E
73
49
3E
67
41
72
3E
6D
6D
41
45
3E
6D
6D
41
54
20

73
6D
53
3C
3C
63
74
2F
4F
36
3A
74
4E
2D
3E
32
56
31
32
74
6C
78
65
3C
68
53
52
55
6E
72
2F
73
3C
3E
3E
6E
3C
6E
64
3C
73
54
56
3C
3E
3E
74
50
3C
3E
3E
74
65
6F

6E
70
54
2F
2F
3E
6E
41
49
54
30
61
6D
54
53
30
72
33
2E
54
6E
76
32
2F
6C
61
6B
3D
4B
79
49
6E
46
3C
45
76
4B
3E
3E
49
68
54
61
2F
3C
3C
74
41
2F
3C
3C
74
63
66

4E
6C
3C
56
49
3C
64
74
44
31
30
53
3E
4D
43
31
73
2D
30
6D
67
4F
4F
50
6C
2B
6D
3C
65
70
64
3E
63
4B
56
6C
65
30
3C
73
64
3C
6C
52
52
41
72
53
52
52
41
72
68
20

62
63
2F
72
73
2F
6E
74
74
33
3C
65
65
31
50
33
6E
31
30
3E
3E
35
2F
4F
6E
2F
35
2F
79
74
3E
3C
74
65
4C
70
79
3C
49
73
4E
2F
3E
6C
6C
74
54
4F
6C
6C
74
54
6E
45

3E
3E
49
73
73
50
63
6E
54
3A
2F
74
70
2D
52
31
3E
32
2B
3C
30
4D
59
49
67
54
4E
54
3E
69
3C
54
6E
79
50
64
54
2F
73
72
6D
41
42
74
74
74
70
72
74
74
74
70
69
78

3C
3C
64
6E
72
4F
43
64
6D
35
50
52
61
54
3C
32
3C
2D
30
2F
54
39
49
43
3E
49
4D
4D
3C
6F
56
70
3E
56
3C
44
72
56
73
3E
3E
74
45
76
76
72
3E
67
76
76
72
3E
63
70

2F
49
3E
3E
3E
49
6E
6E
3E
33
4F
65
73
49
2F
30
43
30
32
49
64
41
38
68
34
6D
70
43
49
6E
72
3E
4B
61
2F
61
6E
72
72
3C
3C
74
3C
44
44
54
3C
3C
44
44
54
3C
61
65

53
64
3C
3C
3C
43
74
63
32
3A
49
71
2D
4B
54
36
72
36
3A
64
38
49
2F
6C
37
57
4A
68
64
20
73
45
45
6C
43
74
73
73
41
52
41
72
2F
73
73
70
41
2F
73
73
70
41
6C
72

74
3E
56
49
2F
6D
78
43
30
35
44
72
61
3C
70
31
65
54
30
3E
63
6D
4B
6C
44
2B
57
6C
3E
4B
6E
44
59
3E
6E
61
70
6E
6E
6C
74
54
41
74
74
3E
74
41
74
74
3E
74
20
74

73
53
72
73
53
70
74
6E
31
33
74
64
63
2F
3E
33
44
31
30
3C
77
56
45
6E
45
35
5A
6C
4B
65
3E
45
58
3C
74
3E
72
3E
64
74
74
70
74
6E
6E
4F
74
74
6E
6E
4F
74
43
69

3E
45
73
73
74
6E
3E
74
33
2E
54
3E
71
4E
3C
35
74
33
3C
50
66
58
48
67
51
4A
47
6E
65
79
30
33
3C
43
74
3C
74
3C
53
76
72
3E
74
67
67
41
72
74
67
67
55
72
65
73

3C
50
6E
72
64
74
41
78
2D
30
6D
3C
75
6D
56
33
54
3A
2F
4F
57
57
48
3E
70
43
33
67
79
20
31
3C
2F
6E
54
52
3E
52
72
44
54
3C
72
73
73
54
56
72
73
73
41
56
6E
65

53
41
3E
3E
43
3E
54
74
31
30
3E
49
69
3E
72
35
6D
35
43
49
44
54
63
3C
6A
65
68
3E
20
4B
3C
2F
46
74
70
63
3C
63
6C
73
70
41
56
68
68
54
61
56
68
68
54
61
74
3C

74
2D
33
43
6D
3C
54
3E
32
2B
3C
64
72
3C
73
32
3E
33
72
43
54
66
46
54
38
75
53
3C
45
45
2F
54
63
74
3E
70
56
70
4E
74
3E
74
61
64
64
3C
6C
61
64
64
3C
6C
65
2F

| VrsnNb></Sts><St |
| dCmplc><Id>SEPA- |
| FAST</Id><Vrsn>3|
| .0</Vrsn><Issr>C|
| IR</Issr></StdCm|
|plc></POICmpnt><|
|AttndncCntxt>ATT|
| D</AttndncCntxt>|
| <POIDtTm>2013-12 |
|-06T13:53:53.00+]
[02:00</POIDLTmMm>< |
| DataSetReqrd><Id|
| ><Nm>epas-acquir]|
|er-TM1-TIK</Nm>< |
| Tp>SCPR</Tp><Vrs |
|In>20131206135352 |
| </Vrsn><CreDtTm> |
[2013-12-06T13:53|
[:52.00+02:00</Cr|
| eDtTm></Id><POIC |
|h1lng>0Td8cwfWDT |
| M2xvOSMOATIMVXWT £ |
| TGe20/YI8/KEHHCF |
|E=</POIChllng><T|
|[MChllng>47DEQp7J8 |
|HBSa+/TImW+5JCeu |
| QeRkm5NMpJWZG3hS |
| uFU=</TMCh1l1lng><|
| SsnKey><Id>Key E|
|ncryption Key KE|
|K</Id><Vrsn>01</|
| Vrsn><Tp>EDE3</T|
| p><Fctn>KEYX</Fc|
| tn><KeyVal><Cntt|
| Tp>EVLP</CnttTp> |
| <EnvlpdData><Rcp|
| t><KeyTrnsprt><V|
| rsn>0</Vrsn><Rcp |
| tId><IssrAndSrlN|
|b><Issr><R1tvDst|
|ngshdNm><AttrTp>|
| CATT</AttrTp><At |
| trval>BE</AttrVal|
|1></R1ltvDstngshd|
|Nm><R1ltvDstngshd]|
| Nm><AttrTp>OATT<|
| /AttrTp><Attrval)]
| >EPASOrg</AttrVa|
| 1></R1tvDstngshd]|
|Nm><R1tvDstngshd]|
|Nm><AttrTp>OUATK |
| /AttrTp><Attrval]
| >Technical Cente]

|r of Expertise</|
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1575
1576
1577
1578
1579
1580
1581
1582
1583
1584
1585
1586
1587
1588
1589
1590
1591
1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615
1616
1617
1618
1619
1620
1621
1622
1623
1624
1625
1626
1627
1628

0530
0540
0550
0560
0570
0580
0590
05A0
05B0O
05CO
05D0
05E0
05F0
0600
0610
0620
0630
0640
0650
0660
0670
0680
0690
06A0
06BO
06CO
06D0
06EQ
06F0
0700
0710
0720
0730
0740
0750
0760
0770
0780
0790
07A0
07B0O
07C0
07D0
07E0
07F0
0800
0810
0820
0830
0840
0850
0860
0870
0880

41
74
74
3E
74
6F
74
6E
53
38
49
63
41
2F
73
74
6C
41
74
41
73
72
6C
6F
50
59
56
4A
2F
62
69
43
4E
66
75
56
70
53
50
31
64
76
4C
43
2F
73
51
49
34
61
45
52
56
4D

74
6E
6E
43
74
63
74
67
72
65
73
70
6C
41
74
41
67
6C
41
6C
6B
61
67
35
66
54
38
33
2B
77
77
2F
78
68
45
54
42
30
4F
34
4D
2B
70
59
2F
72
61
62
4E
30
32
70
69
71

74
67
67
4E
72
6F
72
73
6C
45
73
74
67
6C
41
6C
6F
67
6C
67
47
6D
6F
48
34
31
42
39
53
49
4B
36
54
47
55
6B
6E
2B
4E
4F
62
6B
66
61
43
43
47
73
74
51
6F
57
75
5A

72
73
73
41
56
6C
56
68
4E
62
72
49
6F
67
6C
67
3E
6F
67
6F
6E
3E
3E
43
75
4A
31
62
6A
6D
TA
35
39
6B
45
6A
36
76
30
50
66
67
73
6A
44
33
41
49
64
46
61
6D
42
73

56
68
68
54
61
73
61
64
62
45
41
64
3E
6F
67
6F
3C
3E
6F
3E
72
3C
3C
66
65
4E
30
57
73
6D
30
55
69
35
72
4A
6E
6C
4D
54
54
32
46
77
48
44
63
36
75
4D
6E
50
6F
63

61
64
64
3C
6C
20
6C
4E
3E
4E
6E
3E
3C
3E
6F
3E
41
3C
3E
3C
74
2F
4E
71
36
76
6E
2B
46
36
4D
59
42
37
76
70
59
68
6A
4B
77
36
35
56
46
67
71
6B
2F
4D
2B
56
65
58

6C
4E
4E
2F
3E
54
3E
6D
65
3C
64
3C
41
3C
3E
3C
6C
50
48
2F
72
4B
63
44
6F
66
38
4F
34
71
59
6D
4C
52
53
6E
6B
32
75
59
62
4E
49
63
70
74
51
6C
49
70
6C
64
47
53

3E
6D
6D
41
45
65
3C
3E
4A
2F
53
4B
6C
50
48
4D
67
61
53
50
41
65
72
6F
46
59
74
67
50
68
74
54
31
45
54
4F
TA
4F
2F
41
72
43
61
51
53
73
4F
39
73
36
6A
75
6C
48

3C
3E
3E
74
50
73
2F
3C
58
53
72
65
67
61
53
73
6F
72
32
61
6C
79
70
79
4F
48
4F
59
74
32
43
57
6A
37
56
63
36
59
2B
48
76
52
31
4C
70
61
68
76
34
41
6F
67
54
68

2F
3C
3C
74
41
74
52
2F
4B
72
6C
79
6F
72
32
6B
3E
61
35
72
67
4E
74
75
6E
5A
2B
64
63
TA
74
46
57
47
39
48
52
6E
35
72
57
37
48
54
37
2F
38
4E
6A
6B
32
78
47
46

52
52
41
72
53
20
6C
49
4E
6C
4E
4E
3E
61
35
47
4D
6D
3C
61
6F
63
64
41
53
4Cc
79
52
48
64
59
66
78
6A
TA
4F
4C
48
2F
47
6D
76
61
TA
63
33
73
4F
30
73
57
4E
76
70

6C
6C
74
54
20
43
74
73
51
4E
62
63
52
6D
3C
6E
47
3E
2F
6D
3E
72
4B
59
74
46
55
6E
32
42
4E
65
74
6B
5A
58
32
53
37
36
33
6D
67
59
4B
34
57
53
38
6F
32
4A
48
49

74
74
74
70
50
41
76
73
46
62
3E
72
53
3E
2F
72
46
3C
44
3E
3C
70
65
31
33
73
58
49
38
68
64
59
79
4F
54
55
4C
73
4B
55
72
43
67
49
6C
50
59
62
73
33
TA
69
47
37

76
76
72
3E
72
3C
44
72
4D
3E
3C
70
41
3C
44
74
31
44
67
3C
2F
74
79
76
6F
35
63
2B
66
62
31
6A
54
35
49
69
31
70
69
51
4D
72
4A
31
53
59
2F
36
76
46
46
47
73
6B

44
44
54
3C
6F
2F
73
3E
50
3C
2F
74
4F
44
67
72
3C
67
73
2F
50
6E
3E
58
30
43
52
6E
56
70
62
67
77
72
46
77
2B
62
6C
71
33
73
6B
37
4C
66
2F
73
6D
38
58
67
66
4A

73
73
70
41
74
41
74
3C
53
2F
52
6E
3C
67
73
41
2F
73
74
4D
61
41
44
30
6C
63
70
74
65
4D
4C
31
55
41
6E
70
2F
4F
52
62
71
77
49
42
63
2B
32
51
52
69
68
34
35
51

|AttrvVal></R1tvDs |
| tngshdNm><R1tvDs |
| tngshdNm><AttrTp|
| >CNAT</AttrTp><A|
| ttrvVal>EPAS Prot|
|ocols Test CA</A|
|ttrval></R1ltvDst |
|ngshdNm></Issr><|
| St 1Nb>e JXKNQFMPS |
| 8eELEN</Sr1Nb></ |
| IssrAndSrl1Nb></R]|
|cptId><KeyNcrptn|
|Algo><A1go>RSAO<|
| /Algo><Param><Dg |
| stAlgo>HS25</Dgs |
| tAlgo><MskGnrtrA|
| lgo><Algo>MGF1</ |
|Algo><Param><Dgs |
| tAlgo>HS25</Dgst |
|Algo></Param></M|
| skGnrtrAlgo></Pa|
| ram></KeyNcrptnA |
| lgo><NcrptdKey>D|
| 0o5HCfgDoyuAY1vXO |
| Pf4ue60FONnSt3001 |
|[YT1INVEYHZLEs5Cc|
| V8B10n8tO+yUXcRp |
| J39bW+0OgYdRnI+nt |
| /+SjsF4PtcH28fVe |
| bwImm6gh2zdBhbpM |
| iwKzOMYtCtYNd1bL |
|C/65UYmTWEfeYjgl |
INXT9iBL1jWxtyTwU |
| fhGk57RE7G]jkO5rA |
| UEUErvSTVO9zZTIFn|
| VTkjIJpnOcHOXUiwp |
|pBn6nYkz6RL2L1+/ |
| S0+v1h20YnHSspbO|
| PONOMju/+5/7Ki1R|
| LAOPTKYAHrGoUQgb |
| dMbfTwbrviWm3rM3q|
| v+kg26NCR7vmCrsw |
|LpfsF5IalHaggJkI |
|CYajwVcQLTzYI17B]|
| //CDHFpSp7cK1SLc|
| srC3Dgtsa/34PYf+]|
| QaGAcgQOh8sWY//2 |
| IbsI6k19vNOSb6sQ|
| 4Ntdu/Is43708svmR |
|a0QFMMp6Akso3F81i |
|E2c0an+1jo2W2zFXh |
| RpWmPVdugxNJiGg4 |
| ViuBoeG1TGVHGsf5 |
|MgZscXSHhFpI7kJQ|
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1629
1630
1631
1632
1633
1634
1635
1636
1637
1638
1639
1640
1641
1642
1643
1644
1645
1646
1647
1648
1649

1650
1651

1652
1653
1654

1655
1656

1657
1658
1659
1660
1661
1662
1663
1664
1665
1666
1667
1668
1669
1670
1671
1672
1673

1674
1675

0890 6E 31 62 6C 4A 61 31 67 73 59 74 46 62 70 70 3C |nlblJalgsYtFbpp<|
08A0 2F 4E 63 72 70 74 64 4B 65 79 3E 3C 2F 4B 65 79 |/NcrptdKey></Key]|
08BO 54 72 6E 73 70 72 74 3E 3C 2F 52 63 70 74 3E 3C |Trnsprt></Rcpt><]|
08CO 4E 63 72 70 74 64 43 6E 74 74 3E 3C 43 6E 74 74 |NcrptdCntt><Cntt]
08D0 54 70 3E 44 41 54 41 3C 2F 43 6E 74 74 54 70 3E |Tp>DATA</CnttTp>|
08E0 3C 43 6E 74 74 4E 63 72 70 74 6E 41 6C 67 6F 3E |<CnttNcrptnAlgo>|
08F0 3C 41 6C 67 6F 3E 45 33 44 43 3C 2F 41 6C 67 6F |<Algo>E3DC</Algo]
0900 3E 3C 50 61 72 61 6D 3E 3C 49 6E 69 74 6C 73 74 |><Param><Initlst]
0910 6E 56 63 74 72 3E 6F 6E 75 30 62 52 77 77 62 67 |nVctr>onuObRwwbg]|
0920 6B 3D 3C 2F 49 6E 69 74 6C 73 74 6E 56 63 74 72 |k=</InitlstnVctr]|
0930 3E 3C 2F 50 61 72 61 6D 3E 3C 2F 43 6E 74 74 4E |></Param></CnttN]|
0940 63 72 70 74 6E 41 6C 67 6F 3E 3C 4E 63 72 70 74 |crptnAlgo><Ncrpt|
0950 64 44 61 74 61 3E 6E 77 51 56 41 6E 74 68 39 47 |dData>nwQVAnth9G]|
0960 79 46 48 61 55 31 6C 6F 6C 4F 4A 61 30 67 71 50 |yFHaUllolOJaOggP]|
0970 48 75 61 36 45 34 3C 2F 4E 63 72 70 74 64 44 61 |Hua6E4</NcrptdDa]
0980 74 61 3E 3C 2F 4E 63 72 70 74 64 43 6E 74 74 3E |ta></NcrptdCntt>]
0990 3C 2F 45 6E 76 6C 70 64 44 61 74 61 3E 3C 2F 4B |</EnvlpdData></K]|
09A0 65 79 56 61 6C 3E 3C 2F 53 73 6E 4B 65 79 3E 3C |eyVal></SsnKey><]|
09BO 2F 44 61 74 61 53 65 74 52 65 71 72 64 3E 3C 2F |/DataSetReqrd></|
09CO 43 6E 74 74 3E 3C 2F 44 61 74 61 53 65 74 3E 3C |Cntt></DataSet><]|
09D0 2F 53 74 73 52 70 74 3E | /StsRpt> |
The SHA256 digest of the StatusReport message body is:

0000 08 A6 49 61 C5 4E C2 79 14 C2 2D 9C AE C9 B9 F8 |..Ia.N.y..-..... |
0010 14 F9 1B 39 5A 7F 2C 30 AC 38 04 47 75 31 7D 46 |...9%Z.,0.8.Gul}F|

Applying the padding process for the digital signature, the block result is dumped below:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO
00CO
00DO0
00EO
00FO0

00
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
0D
08
14

01
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
06
A6
F9

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
09
49
1B

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
60
61
39

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
86
C5
5A

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
48
4E
TF

FF
FE
FE
FE
FE
FFE
FE
FE
FE
FE
FE
FE
FE
01
C2
2C

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
65
79
30

FF
FE
FE
FE
FE
FFE
FE
FE
FE
FE
FE
FE
FF
03
14
AC

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
04
c2
38

FF
FE
FE
FE
FE
FFE
FE
FE
FE
FE
FE
FE
FF
02
2D
04

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
01
9C
47

FF
FE
FE
FE
FE
FFE
FE
FE
FE
FE
FE
FE
00
05
AE
75

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
30
00
C9
31

FF
FE
FE
FE
FE
FFE
FE
FE
FE
FE
FE
FE
31
04
B9
7D

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
30
20
F8
46

[...92.,0.8.Gul}F|
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1676

1677
1678

1679
1680
1681
1682
1683
1684
1685
1686
1687
1688
1689
1690
1691
1692
1693
1694
1695

1696
1697
1698

After encryption by the private key of Kror-sign, we have the digital signature of the StatusReport message

body:

0000 52 5E 91 3C D2 62 6D 6D F5 CB 67 85 A3 24 01 DI |R".<.bmm..g..S$..]|
0010 AB 3C 5A 57 C3 B7 1F 10 73 A7 Al 5A C4 12 FF 8D |.<ZW....S..Z....]|
0020 4C 53 4B 3F E4 7C B5 6A 0C 9B C7 2F A2 22 79 DO |LSK2.|.j.../."y.|
0030 1F 74 76 B5 40 C5 BA BF 48 AE 39 11 4FE 5B 67 4B |.tv.@...H.9.N[gK]|
0040 D2 6B F5 46 36 57 FE 16 5B E4 53 D2 BB F5 31 F3 |.k.F6W..[.S...1.]
0050 F2 56 B7 09 B2 8E DF 63 1D AD AD 57 59 3F D4 67 |.V..... c...WY?.g]|
0060 18 78 79 30 2D CB 9E 35 FC A7 4C FC 5C E9 2B 6E |.xy0-..5..L.\.+n]|
0070 12 2A E9 3D A5 7A 0B 27 91 D4 5D F3 00 6A DF 72 |.*.=.z.'..]..j.r|
0080 18 37 BB AB CB E8 91 FD 9E B9 BD 11 FA F4 1F 1B [.7.euuuuueennn.. |
0090 6F 31 C9 79 67 B5 4B 76 F2 90 42 60 FA E4 51 BO |ol.yg.Kv..B ..Q.|
00A0 BC 59 6D 60 DO AF C7 82 AC OB 89 19 D5 2B 24 A6 |.Ym ......... +$. |
00BO D7 1C F1 1F EA 08 23 81 FD EB BF EC AE E5 7F CB | ...... vt |
00CO 4B 17 7C 1A BO F1 6D 62 7D FE CE AF D9 D7 A9 B8 [K.|...mb}....... |
00D0O 06 31 EO C3 3A FA 7D 26 F2 F8 AA 76 AE 46 8A C1 |.1. | A
00E0O 59 07 F3 F5 F1 D9 BF 03 OF 49 C9 CO OD C8 6E 10 |Y........ I....n.|
00F0O 24 60 49 EB C4 85 E1 BA 2B 44 B2 A9 87 60 D7 OE [$'I..... +D.. |

Inside the SecurityTrailer, the SignedData CMS data structure is presented in the table below:

Message Item

SecurityTrailer

SignedData

ContentType
DigestAlgorithm

Algorithm
EncapsulatedContent

ContentType

Value

SignedData

SHA256

PlainData
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Certificate 308204833082026BA003020102020C2225A8FB00071293D4641C3C300D06092ASigner
Signerldentification

IssuerAnd-
SerialNumber

Issuer

RelativeDistin-
guishedName

AttributeType CountryName
AttributeValue BE

RelativeDistin-
guishedName

AttributeType OrganisationName
AttributeValue EPASOrg

RelativeDistin-
guishedName

AttributeType OrganisationUnitName
AttributeValue Technical Center of Expertise

RelativeDistin-
guishedName

AttributeType CommonName
AttributeValue EPAS Protocols Test CA
SerialNumber 2225A8FB00071293D4641C3C
DigestAlgorithm
Algorithm SHA256
SignatureAlgorithm
Algorithm SHA256WithRSA
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1699
1700

1701
1702
1703
1704
1705
1706
1707
1708
1709
1710
1711
1712
1713
1714
1715
1716
1717
1718
1719
1720
1721
1722
1723
1724
1725
1726
1727
1728
1729
1730
1731
1732
1733
1734
1735
1736
1737
1738
1739
1740
1741
1742
1743
1744
1745
1746
1747
1748
1749
1750
1751
1752
1753
1754
1755
1756
1757

Signature 525E913CD2626D6DF5CB6785A32401D1AB3C5A57C3B71F1073A7A15AC412FF8D
4C534B3FE47CB56A0CO9BCT72FA22279D01F7476B540C5BABF48AE39114E5B674B
D26BF5463657FE165BE453D2BBF531F3F256B709B28EDF631DADADS57593FD467
187879302DCBI9E35FCAT4CFC5CE92B6EL122AE93DA57A0B2791D45DF3006ADE72
1837BBABCBE891FDIEBO9BDI1FAF41F1B6F31C97967B54B76F2904260FAE451B0
BC596D60DOAFC782AC0B8919D52B24A6D71CF11FEAO82381FDEBBFECAEES7EFCB
4B177C1ABOF16D627DFECEAFDID7A9B80631E0C33AFATD26F2F8AAT6AE468ACL
5907F3F5F1DO9BFO030F49C9C00DC86E10246049EBC485E1BA2B44B2A98760D70E

The XML encoded structure of the StatusReport message is:

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:iso:std:1is0:20022:tech:xsd:catm.001.001.06">
<StsRpt>
<Hdr>
<DwnldTrf>false</DwnldTrf>
<FrmtVrsn>6.0</FrmtVrsn>
<XchgId>002</XchgId>
<CreDtTm>2013-12-06T13:53:53.00+02:00</CreDtTm>
<InitgPty>
<Id>66000001</Id>
<Tp>0POI</Tp>
<Issr>MTMG</Issr>
</InitgPty>
<RcptPty>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</RcptPty>
</Hdr>
<StsRpt>
<POIId>
<Id>66000001</Id>
<Tp>OPOI</Tp>
<Issr>MTMG</Issr>
</POIId>
<TermnlMgrId>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</TermnlMgrId>
<DataSet>
<Id>
<Tp>STRP</Tp>
<CreDtTm>2013-12-06T13:53:53.00+02:00</CreDtTm>
</Id>
<Cntt>
<POICmpnt>
<Tp>TERM</Tp>
<Id>
<ItmNb>1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
<Id>Counter Top E41</Id>
<SrlNb>7825410759</Sr1Nb>
</Id>
</POICmpnt>
<POICmpnt>
<Tp>APLI</Tp>
<Id>
<ItmNb>1.1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
</Id>
<Sts>
<VrsnNb>1.01</VrsnNb>
</Sts>
<StdCmplc>
<Id>SEPA-FAST</Id>
<Vrsn>3.0</Vrsn>
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1758
1759
1760
1761
1762
1763
1764
1765
1766
1767
1768
1769
1770
1771
1772
1773
1774
1775
1776
1777
1778
1779
1780
1781
1782
1783
1784
1785
1786
1787
1788
1789
1790
1791
1792
1793
1794
1795
1796
1797
1798
1799
1800
1801
1802
1803
1804
1805
1806
1807
1808
1809
1810
1811
1812
1813
1814
1815
1816
1817
1818
1819
1820
1821
1822
1823
1824
1825
1826

<Issr>CIR</Issr>
</StdCmplc>
</POICmpnt>
<AttndncCntxt>ATTD</AttndncCntxt>
<POIDtTm>2013-12-06T13:53:53.00+02:00</POIDtTm>
<DataSetRegrd>
<Id>
<Nm>epas-acquirer-TM1-TIK</Nm>
<Tp>SCPR</Tp>
<Vrsn>20131206135352</Vrsn>
<CreDtTm>2013-12-06T13:53:52.00+02:00</CreDt Tm>
</Id>
<POIChllng>
0Td8cwfWDTM2xvO5MIAIMVXWT£TGe20/YI8/KEHHCFE=
</POIChllng>
<TMChllng>
47DEQpj8HBSa+/TImW+5JCeuQeRkm5NMpIJWZG3hSuFU=
</TMChllng>
<SsnKey>
<Id>Key Encryption Key KEK</Id>
<Vrsn>01</Vrsn>
<Tp>EDE3</Tp>
<Fctn>KEYX</Fctn>
<KeyVal>
<CnttTp>EVLP</CnttTp>
<EnvlpdData>
<Rcpt>
<KeyTrnsprt>
<Vrsn>0</Vrsn>
<RcptId>
<IssrAndSrlNb>
<Issr>
<R1ltvDstngshdNm>
<AttrTp>CATT</AttrTp>
<AttrVal>BE</AttrvVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>OATT</AttrTp>
<AttrVal>EPASOrg</Attrval>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>OUAT</AttrTp>
<AttrVal>Technical Center of Expertise</AttrvVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>CNAT</AttrTp>
<AttrVal>EPAS Protocols Test CA</Attrval>
</R1ltvDstngshdNm>
</Issr>
<SrlNb>eJXKNQFMPS8eEbLEN</Sr1Nb>
</IssrAndSrlNb>
</RcptId>
<KeyNcrptnAlgo>
<Algo>RSAO</Algo>
<Param>
<DgstAlgo>HS25</DgstAlgo>
<MskGnrtrAlgo>
<Algo>MGF1</Algo>
<Param>
<DgstAlgo>HS25</DgstAlgo>
</Param>
</MskGnrtrAlgo>
</Param>
</KeyNcrptnAlgo>
<NcrptdKey>
DoS5HCfgDoyuAY1vX0Pf4ue60FOnSt3001YT1IINVEYHZLFs5CcV8B10n8t0O+yUXcR
PJI39bW+0OgYdRnI+nt/+SjsF4PtcH28fVebwImmbogh2zdBhbpMiwKz0MYtCtYNdlb
LC/65UYMTWFfeYjglNxT9iBL1jWxtyTwUfhGk57RE7GjkO5rAUEUErvSTVIZZTIF
nVTkjIJpnOcHOXUiwppBn6onYkz6RL2L1+/S0+v1h20YnHSspbOPONOMju/+5/7K1il
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1827
1828
1829
1830
1831
1832
1833
1834
1835
1836
1837
1838
1839
1840
1841
1842
1843
1844
1845
1846
1847
1848
1849
1850
1851
1852
1853
1854
1855
1856
1857
1858
1859
1860
1861
1862
1863
1864
1865
1866
1867
1868
1869
1870
1871
1872
1873
1874
1875
1876
1877
1878
1879
1880
1881
1882
1883
1884
1885
1886
1887
1888
1889
1890
1891
1892
1893
1894
1895

R140PTKYAHrGoUQgbdMbfTwbrviWm3rM3qv+kg26NCR7vmCrswlLpfsF5IalHaggdk
ICYajwVcQLTzYI17B//CDHFpSp7cKlSLesrC3Dgtsa/34PYf+QaGAcgQOh8sWY//
2IbsI6k19vNOSb6sQ4Ntdu/Is4508svmRa0QFMMp6Akso3F8iE20an+1jo2W2zFX
hRpWmPVdugxNJiGg4ViuBoeGlTGVHGsf5MgZscXSHhFpI7kJOnlblJalgsYtFbpp
</NcrptdKey>
</KeyTrnsprt>
</Rcpt>
<NcrptdCntt>
<CnttTp>DATA</CnttTp>
<CnttNcrptnAlgo>
<Algo>E3DC</Algo>
<Param>
<InitlstnVctr>onuObRwwbgk=</InitlstnVctr>
</Param>
</CnttNcrptnAlgo>
<NcrptdData>nwQVAnth9GyFHaUllol0Ja0ggPHua6E4</NcrptdData>
</NcrptdCntt>
</EnvlpdData>
</KeyVal>

</SsnKey>
</DataSetReqrd>
</Cntt>
</DataSet>
</StsRpt>
<SctyTrlr>
<CnttTp>SIGN</CnttTp>
<SgndData>
<DgstAlgo>
<Algo>HS25</Algo>
</DgstAlgo>
<NcpsltdCntt>
<CnttTp>DATA</CnttTp>
</NcpsltdCntt>
<Cert>
MIIEgzCCAMUgAwWIBAGIMIiWo+wAHEPPUZBWSMAOGCSQGSIb3DQERCWUAMGxCZAJBgNVBAYMAKJFMR
AwDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGImMIEVAcGVydGlzZTEL
MBOGA1UEAWWWRVBBUyYBQcm90b2NvbHMgVGVzdCBDQTAGGBMyMDE zMDOxODEWMj UON1swMTAwGBMyMD
E4AMTAWMTE4MjAWNS swMTAWMHOxCzAJBgNVBAYMAkZSMRAWDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQL
DB1lUZWNobmljYWwgQ2VudGVyIGImIEV4cGVydGlzZTEXMC8GALIUEAWWORVBBUYBQOcm90b2NvbCBUZX
NOIENsaWVudCBBAXRoZW50aWNhdGlvbjCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQOCggEBAMI 1
ETkLhds5kKJ20LhQYWwYsRvfeE1LSLYfj40DIiWo+wAHEpPUZBwW83eGNRzN+tzgawS12gg/1wLMh50
345 JuPFicOD8b6tHBEM6CLIHESVRG+MmMaGOTJE9/Y6REIMueZkcACyi3keEgWttqzcKYVGMNkKzDt s
hPD4wu++50P5hEvXmrFMHYI3YZJBO+rFYN3INRBBAnKcfmL790w1DeTThcSNPqQKkNegWDj67T48dg
0Zu4TRMXB3xyMx863wULQdtf/RnRKeiMdTMdoTIkvkwvCwoKoJ937tLIAfrSOej+XYtD8QcI/DI1gVL
kVbFtVGE8aKU2rj4JInFivpul SGecCAWEAAaMPMAOWCWYDVROPBAQDAgeAMAOGCSgGSIb3DQEBCWUAAS
ICAQBUDbTMynijFty7DTWpV7nwVLtVECUGeC3vHg7hV1VEALMpegbbMgFSjY1CtygzVXJb0LwGXmbWh
AM1y0/JBHLInYwDxsJ5Grk8p0iTLce6lRny5GTNxP1Vyv/MC1WNoOT/T4qzCi+A0917tWgQC6xrb661
T4Mb+FXE70I/47rDui2LYV9iwcFoWS5vEnfy+HPvi2ynzdz/UZoVoi/ZWZw9buc5WsCnjbnKRYp3mn6
hYNnYZ2N5PufCGCFGIWkKJIStyX3LUdTOv59SCD3VETcbFX49FvkOae7Qt/8BvBNOUGXiZgjgPIKZnv
NiY6hj7V/iKmnkh0/fQaGfpFexLPalkwj30909nC/RM1Ls7k7vYyOCa/ckQPwUnrlYkajW0OXaUFR3
CFJIcpAIbUQWbUrUOYbF2wfliqnrCgJdkO0Md1b89bBRG26d1is+2ynxf6Y52Y1cvIyuViiovwLI 3VOSR+X
vxehjYQqh/jeT7pYtWUXITvFnFEtTWRH8MGXs4eFpFfgoOfdRIBsS6FvgRt6JQJHkel 0LnQ5LJI1Lg6
dU8Jth3Y7Cqg79nN+SSu8NxhQcgyevgPe8vvVboNriNCAnSaksqgyhpbWdGY+UmQuk0gG1DPZMXoOR1t
yvttYyeB05gjX0BIwmpL/30/ZbNrgT2v15XKiAWHD1v2D]/rpZ2rsszx58g2+zacKA==
</Cert>
<Sgnr>
<SgnrId>
<IssrAndSr1lNb>
<Issr>
<RltvDstngshdNm>
<AttrTp>CATT</AttrTp>
<AttrVal>BE</AttrvVal>
</R1ltvDstngshdNm>
<RltvDstngshdNm>
<AttrTp>OATT</AttrTp>
<AttrVal>EPASOrg</AttrvVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
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1896
1897
1898
1899
1900
1901
1902
1903
1904
1905
1906
1907
1908
1909
1910
1911
1912
1913
1914
1915
1916
1917
1918
1919
1920
1921
1922
1923
1924

1925
1926
1927

1928
1929

<AttrTp>OUAT</AttrTp>
<AttrVal>Technical Center of Expertise</Attrval>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>CNAT</AttrTp>
<AttrVal>EPAS Protocols Test CA</Attrval>
</R1ltvDstngshdNm>
</Issr>
<SrlNb>IiWo+wAHEpPUZBwW8</Sr1Nb>
</IssrAndSrlNb>
</SgnrId>
<DgstAlgo>
<Algo>HS25</Algo>
</DgstAlgo>
<SgntrAlgo>
<Algo>ERS2</Algo>
</SgntrAlgo>
<Sgntr>
Ul6RPNJibW31ly2eFoyQB0as8Wl{fDtx8Qc6ehWsQS/41MUOs/5Hylagybxy+iInnQH3R2tUDFu
r9IrjkRT1tnS9Jr9UY2V/4AWW+RTOrvIMfPyVrcIso7fYx2trVdZPORNGHh5MC3LnjX8p02z8X0
krbhIg6T21legsnkdRd8wBg33IYN7ury+iR/Z65vRH69B8bbzHIeWelS3bykEJg+uRRsLxZbWD
Qr8eCrAuJGdUrJKbXHPEf6ggjgf3rv+yu5X/LSxd8GrDxbWJI9/s6v2depuAYx4MM6+n0m8vig
dg5GisFZB/P18dm/Aw9JycANYyG4AQIGBI68SFAborRLKph2DXDg==
</Sgntr>
</Sgnr>
</SgndData>
</SctyTrlr>
</StsRpt>
</Document>
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1930
1931

1932
1933
1934

1935

1936
1937

1938

1939
1940

1941

1942
1943

1944
1945

1946
1947

1948
1949

1950
1951

1.4.6 Configuration Update to Inject Keys

For the following elements, we assume that the TM will use the KEK key sent by the POI to generate
through the UKPT algorithm a Session Key. Then this Session key will be used to encipher through a
triple DES CBC algorithm the DUKPT initial key to be activated in the POI.

So the security parameters of the TM contain the DUKPT initial key to be activated in the POI:
EE3AE644 1C2EEE18 3F3B4179 2DBCD318

First, the TM will use the triple DES 112 bits KEK key sent in the previous StatusReport requesting the
security parameters data set:

A75D20F7 04517545 3E29259D 3B0SA72A

This TM Host uses the triple DES UKPT transport key mechanism, generating the random string:
F5DBFBOD 229BEF77 758F0448 87D15245

The triple DES decryption of the two 64 bits blocks of this random string by the KEK key is:
A93CBC7A D2303E31 24133B53 A3072276

Applying the odd parity to this session key provides the following UKPT key:
A83DBC7A D3313E31 25133B52 A2072376

The triple DES CBC encryption of the DUKPT initial key by this UKPT key is:
8F611CC 30B12BF75 3EA31B1B 7BBC3DDE

The header and the body of the AcceptorConfigurationUpdate message is presented in the table below:
Message Item Value

Header
DownloadTransfer True
FormatVersion 6.0
Exchangeldentification 002
CreationDateTime 2013-12-06:13:53:54.00+02:00
InitiatingParty
Identification 66000001
Type OriginatingPOl
Issuer MasterTerminalManager

RecipientParty
Identification epas-keyDownload-TM1
Type MasterTerminalManager
AcceptorConfiguration
TerminalManagerdentification

Identification epas-keyDownload-TM1
Type MasterTerminalManager
DataSet
Identification
Type SecurityParameters
Version 20131206135352
CreationDateTime 2013-12-06:13:53:52.00+02:00
Content

HostCommunicationParameters

ActionType Create

1 Download of Cryptographic Keys Page 60



Hostldentification
Key
Keyldentification
KeyVersion
SecurityParameters
ActionType
Version
POIChallenge

TMChallenge

SymetricKey
Identification
Additionalldentification
Version
Type
Function
Function
Function
ActivationDate
KeyValue
ContentType
EnvelopedData
Recipient
KEK
KEKIldentification
Keyldentification
KeyVersion

KeyEncryption-
Algorithm

Algorithm
EncryptedKey
EncryptedContent
ContentType

ContentEncryption-
Algorithm

Algorithm
EncryptedData

1952
1953

1 Download of Cryptographic Keys

AcquirerHost1

SpecV1TestKey
2010060715

Create
1.1.01

D1377C7307D60D39B6C6F3B933D0089955D64DF4C67B63BEF608

F3F2841C77051

46FB7DD6C590E232ED8B7B41431D6970362F0D4DBCBDI9B24E74

C3B3339B312D3

SpecV1TestKey
398725A501E29020
2010060715

DUKP9

DataEncryption
DataDecryption
PINEncryption
2013-12-06:13:00:00

EnvelopedData

KeyEncryptionKey
2013120613

UKPT
F5DBFBI9D229BEF77758F044887D15245

PlainData

DES112CBC
8F611CC30B12BF753EA31B1B7BBC3DDE
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1954
1955

1956
1957
1958
1959
1960
1961
1962
1963
1964
1965
1966
1967
1968
1969
1970
1971
1972
1973
1974
1975
1976
1977
1978
1979
1980
1981
1982
1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
1999
2000
2001
2002
2003
2004
2005
2006

As for the previous message, the POl has no symmetric key shared usable by the key injection, so the
TM authentication RSA key is used to provide a digital signature of the message body.

Once unnecessary spaces and carriage returns are removed, the XML encoded

AcceptorConfigurationUpdate message body is:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
00BO
00CO
00DO0
00EO
00FO0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
01A0
01BO
01CO
01D0
01EO
01FO0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02A0
02BO
02C0
02D0
02E0
02F0
0300

3C
72
61
4D
2F
64
54
6E
3C
32
3A
65
3E
41
6E
72
3C
56
3E
30
4B
6D
41
6E
3C
67
4F
4F
50
6C
69
76
3C
72
54
74
3D
3E
6E
46
3C
3E
6E
2D
2F
6C
43
74
45

41
6D
73
31
54
3E
70
3E
2F
30
35
44
3C
63
54
65
4B
31
3C
37
65
73
63
54
2F
3E
35
2F
4F
6E
33
5A
2F
63
65
6C
3C
32
3E
63
46
3C
3E
31
41
3E
6E
61
4B

63
6E
2D
3C
70
3C
3E
32
56
31
32
74
48
74
70
72
65
54
4B
31
79
3E
74
70
56
30
4D
59
49
67
74
73
54
4B
73
49
2F
30
3C
74
63
46
3C
32
63
3C
74
3E
49

63
6C
6B
2F
3E
44
53
30
72
33
2E
54
73
6E
3E
48
79
65
65
35
3E
3C
6E
3E
72
54
39
49
43
3E
42
6B
4D
65
74
64
41
31
54
6E
74
63
41
2D
74
43
74
3C
64

70
4D
65
49
3C
61
43
31
73
2D
30
6D
74
54
3C
6F
3E
73
79
3C
3C
53
54
3C
73
64
41
38
68
52
51
35
43
79
4B
3E
64
30
70
3E
6E
74
63
30
76
6E
54
52
3E

74
67
79
64
2F
74
50
33
6E
31
30
3E
43
70
48
73
3C
74
56
2F
2F
63
70
56
6E
38
49
2F
6C
76
78
30
68
3E
65
4F
64
30
3E
44
3E
6E
74
36
74
74
70
63
3C

72
72
44
3E
54
61
52
31
3E
32
2B
3C
6F
3E
73
74
4B
4B
72
4B
48
74
3E
72
3E
63
6D
4B
6C
74
31
77
6C
3C
79
59
74
36
44
45
44
3E
76
54
6E
74
3E
70
4B

43
49
6F
3C
65
53
3C
32
3C
2D
30
2F
6D
43
74
31
65
65
73
65
73
79
43
73
3C
77
56
45
6E
39
70
37
6C
49
3C
63
6C
30
4B
4E
44
50
74
31
44
54
3C
74
65

66
64
77
54
72
65
2F
30
43
30
32
49
50
52
49
3C
79
79
6E
79
74
50
52
6E
50
66
58
48
67
31
63
4D
6E
64
2F
6C
49
37
50
43
45
49
6E
33
74
70
45
3E
79

67
3E
6E
70
6D
74
54
36
72
36
3A
64
61
45
64
2F
49
3C
3E
56
43
61
45
3E
4F
57
57
48
3E
73
44
TA
67
3E
49
70
64
31
39
3C
43
4E
44
3A
3E
3E
6E
3C
49

74
3C
6C
3E
6E
3E
70
31
65
54
30
3E
72
41
3E
48
64
2F
32
72
6F
72
41
31
49
44
54
63
3C
57
59
6D
3E
53
64
51
3E
35
3C
2F
3C
45
74
30
3C
45
76
4B
64

6E
49
6F
4D
6C
3C
3E
33
44
31
30
3C
61
3C
41
73
3E
4B
30
73
6D
61
3C
2E
43
54
66
46
54
51
76
TA
3C
70
3E
48
3C
3C
2F
46
2F
3C
3E
30
4B
56
6C
45
3E

3E
64
61
54
4D
49
3C
35
74
33
3C
43
6D
2F
63
74
53
65
31
6E
50
6D
2F
31
68
6D
54
45
4D
34
44
45
53
65
3C
69
56
2F
54
63
46
2F
32
3A
65
4C
70
4B
4B

3C
3E
64
4D
67
64
56
33
54
3A
2F
6E
73
41
71
49
70
79
30
3E
61
73
41
2E
6C
32
47
3D
43
6A
55
74
6D
63
41
6B
72
56
70
74
63
46
30
30
79
50
64
3E
65

54
65
2D
47
72
3E
72
35
6D
35
43
74
3E
63
75
64
65
49
30
3C
72
3E
63
30
6C
78
65
3C
68
4C
32
4D
6D
56
64
43
73
72
3E
6E
74
63
31
30
56
3C
44
3C
79

65
70
54
3C
49
3C
73
32
3E
33
72
74
3C
74
69
3E
63
64
36
2F
61
3C
74
31
6E
76
32
2F
6C
74
38
3D
74
31
64
41
6E
73
3C
3E
6E
74
33
3C
61
2F
61
4B
45

| <AccptrCfgtn><Te|
| rmnl1MgrId><Id>ep|
|as—-keyDownload-T|
|M1</Id><Tp>MTMGK |
| /Tp></TermnlMgrI |
|d><DataSet><Id><]|
| Tp>SCPR</Tp><Vrs |
|n>20131206135352 |
| </Vrsn><CreDtTm> |
[2013-12-06T13:53|
[ :52.00+02:00</Cr|
|eDtTm></Id><Cntt |
| ><HstComParams><|
| ActnTp>CREA</Act |
| nTp><HstId>Acqui |
|rerHost1l</HstId>|
| <Key><KeyId>Spec]|
|V1TestKey</KeyId|
| ><KeyVrsn>201006 |
|0715</KeyVrsn></ |
|Key></HstComPara |
|ms><SctyParams><|
| ActnTp>CREA</Act |
|nTp><Vrsn>1.1.01]|
| </Vrsn><POIChlln|
|g>0Td8cwfWDTm2xV |
| OSMO9AIMVXWT £TGe?2 |
|0/YI8/KEHHCFE=</ |
|POICh11lng><TMCh1 |
| Ing>Rvt91sWQ4jLt |
| 13tBQx1pcDYVDU28 |
| vZsk50w7MzmzEtM=|
| </TMChllng><Smmt |
| rcKey><Id>SpecVl|
| TestKey</Id><Add|
|£t1Id>0YclpQHikCA|
|=</Addt1lId><Vrsn]|
[>2010060715</Vrs|
| n><Tp>DKPI</Tp>< |
| Fctn>DENC</Fctn> |
| <Fctn>DDEC</Fctn|
| ><Fctn>PINE</Fct|
|n><ActvtnDt>2013]
|-12-06T13:00:00<|
| /ActvtnDt><KeyVa |
| 1><CnttTp>EVLP</ |
|CnttTp><EnvlpdDa |
| ta><Rcpt><KEK><K |
|EKId><KeyId>KeyE |
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2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026
2027
2028
2029
2030
2031

2032
2033
2034

2035

2036
2037
2038
2039
2040
2041
2042
2043
2044
2045
2046
2047
2048
2049
2050
2051
2052
2053
2054
2055
2056
2057
2058

0310 6E 63 72 79 70 74 69 6F 6E 4B 65 79 3C 2F 4B 65 |ncryptionKey</Ke|
0320 79 49 64 3E 3C 4B 65 79 56 72 73 6E 3E 32 30 31 |yId><KeyVrsn>201|
0330 33 31 32 30 36 31 33 3C 2F 4B 65 79 56 72 73 6E |3120613</KeyVrsn|
0340 3E 3C 2F 4B 45 4B 49 64 3E 3C 4B 65 79 4E 63 72 |></KEKId><KeyNcr |
0350 70 74 6E 41 6C 67 6F 3E 3C 41 6C 67 6F 3E 55 4B |ptnAlgo><Algo>UK|
0360 50 54 3C 2F 41 6C 67 6F 3E 3C 2F 4B 65 79 4E 63 |PT</Algo></KeyNc|
0370 72 70 74 6E 41 6C 67 6F 3E 3C 4E 63 72 70 74 64 |rptnAlgo><Ncrptd|
0380 4B 65 79 3E 39 64 76 37 6E 53 4B 62 37 33 64 31 |Key>9dv7nSKb73dl |
0390 6A 77 52 49 68 39 46 53 52 51 3D 3D 3C 2F 4E 63 |JwRIThOFSRQ==</Nc |
0320 72 70 74 64 4B 65 79 3E 3C 2F 4B 45 4B 3E 3C 2F |rptdKey></KEK></ |
03B0 52 63 70 74 3E 3C 4E 63 72 70 74 64 43 6E 74 74 |Rcpt><NcrptdCntt |
03CO 3E 3C 43 6E 74 74 54 70 3E 44 41 54 41 3C 2F 43 |><CnttTp>DATA</C |
03D0 6E 74 74 54 70 3E 3C 43 6E 74 74 4E 63 72 70 74 |nttTp><CnttNcrpt |
03E0 6E 41 6C 67 6F 3E 3C 41 6C 67 6F 3E 45 33 44 43 |nAlgo><Algo>E3DC|
03F0 3C 2F 41 6C 67 6F 3E 3C 2F 43 6E 74 74 4E 63 72 |</Algo></CnttNcr|
0400 70 74 6E 41 6C 67 6F 3E 3C 4E 63 72 70 74 64 44 |ptnAlgo><NcrptdD|
0410 61 74 61 3E 6A 32 45 63 77 77 73 53 76 33 55 2B |ata>j2EcwwsSv3U+|
0420 6F 78 73 62 65 37 77 39 33 67 3D 3D 3C 2F 4E 63 |oxsbe7w93g==</Nc|
0430 72 70 74 64 44 61 74 61 3E 3C 2F 4E 63 72 70 74 |rptdData></Ncrpt |
0440 64 43 6E 74 74 3E 3C 2F 45 6E 76 6C 70 64 44 61 |dCntt></EnvlpdDa |
0450 74 61 3E 3C 2F 4B 65 79 56 61 6C 3E 3C 2F 53 6D |ta></KeyVal></Sm|
0460 6D 74 72 63 4B 65 79 3E 3C 2F 53 63 74 79 50 61 |mtrcKey></SctyPa|
0470 72 61 6D 73 3E 3C 2F 43 6E 74 74 3E 3C 2F 44 61 |rams></Cntt></Da|
0480 74 61 53 65 74 3E 3C 2F 41 63 63 70 74 72 43 66 |taSet></AccptrCf|
0490 67 74 6E 3E lgtn> |

The SHA256 digest of the AcceptorConfigurationUpdate message body is:

0000 02 2D 5E 14 AE DF 94 96 11 1C FE F2 44 90 A0 A8 |.-"......... D...
0010 OSF 55 9B DA 21 OE 56 13 FC 84 1A 05 96 09 96 3F [.U..!.V........ ? |

Applying the padding process for the digital signature, the block result is dumped below:

0000 00 01 FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... ... |
0010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... i, |
0020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... ... |
0030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... i, |
0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... i, |
0050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... ... |
0060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | .. ... i, |
0070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  |.... .o |
0080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... .o |
0090 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  |..... e |
00A0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  |.... .o |
00BO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  |.... .o |
00CO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... .o |
00D0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... ... |
00OE0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... ... |
00F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... ... |
0100 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... |
0110 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... i |
0120 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... ... |
0130 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ... i |
0140 FF FF FF FF FF FF FF FF FF FF FF FF 00 30 31 30 [ e 010]
0150 OD 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 ... .H.e..ooo. |
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2059
2060

2061

2062
2063
2064
2065
2066
2067
2068
2069
2070
2071
2072
2073
2074
2075
2076
2077
2078
2079
2080
2081
2082
2083
2084
2085
2086
2087

2088
2089

0160
0170

02 2D 5E 14 AE DF 94 96 11 1C FE F2 44
9F 55 9B DA 21 OE 56 13 FC 84 1A 05 96

90
09

After encryption by the private key of Ktu-sign, we have the digital signature of the
AcceptorConfigurationUpdate message body:

0000 09 55 30 7F 9E 97
0010 46 EE 4B BD 6E 10
0020 31 DA 8D 7E 67 E4
0030 CB 65 16 30 95 OF
0040 91 88 A5 63 D9 07
0050 A6 CA 3B 2C FB A4
0060 DC 19 F9 D9 70 7F
0070 35 EB F4 A8 26 ED
0080 3F 09 FF 6A B7 TF
0090 F2 40 FD F5 13 43
00A0 ©6E E4 F4 F7 EE 41
00BO ED FF 64 59 BD 44
00CO BD B5 B9 B2 4C 64
00D0O Bl BB F3 9D 8E ES
00EO E1 73 95 80 77 E4
00F0 EC 70 88 7C 37 29
0100 6B 69 07 FD BA 54
0110 CO BA 3F 90 2F FE
0120 09 F2 1D CD C4 87
0130 DD 1D 2C AA 25 8D
0140 SC F9 94 68 EA 56
0150 29 99 OB 96 72 1F
0160 D3 21 44 32 31 OE
0170 3C E1 2E 75 CD AD

53
4A
3B
E6
A9
84
50
EB
A7
EF
C2
6F
CF
40
AQ
24
Cl
13
c7
06
C8
76
9C
58

57
55
A8
98
F5
C9
B2
52
8E
0c
83
58
65
CD
8B
EC
26
BB
2B
DF
ES
12
AC
ES

67
OE
03
B7
88
91
CF
50
4A
E9
EF
8C
71
71
93
34
19
63
6A
FB
A2
2D
6B
28

C5
23
0F
0D
E8
5E
5F
85
FC
46
40
23
1B
DO
87
3A
AA
4C
19
DE
25
32
66
53

DC
c7
5B
8F
65
BD
8B
DC
35
0B
A7
35
07
66
03
87
F7
EC
3C
9E
3E
88
EF
46

9F
AF
DB
69
6A
FB
A0
70
5F
TF
14
6F
D1
AE
1F
FB
6C
4B
F9
33
5A
F4
94
AB

CE
1F
92
77
61
4D
47
72
60
B7
DB
B9
Fl
TF
86
BO
22
58
67
F2
34
72
B3
0A

1D
e
8F
38
27
99
9F
12
ES
99
9F
6A
45
86
8E
30
C3
73
2F
75
13
EO
85
A7

85
9E
47
2A
Cc7
57
99
5D
23
98
AC
FE
TF
4D
F2
83
48
AQ
CA
E9
AF
08
97
Fl

c7
24
6B
19
27
48
11
D2
3C
7B
61
0cC
AE
11
22
A7
D4
EO
56
AA
01
D4
9C
ED

12..9....

In....A...Q..... al

|....Ld.eq....E..|

To&. . 1" UHL |

[..2.
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2090
Message Item
SecurityTrailer
SignedData

ContentType
DigestAlgorithm
Algorithm
EncapsulatedContent
ContentType
Certificate

Signer
Signerldentification

IssuerAnd-
SerialNumber

Issuer

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue

RelativeDistin-
guishedName

AttributeType
AttributeValue
SerialNumber
DigestAlgorithm
Algorithm
SignatureAlgorithm
Algorithm

1 Download of Cryptographic Keys

Inside the SecurityTrailer, the SignedData CMS data structure is presented in the table below:

Value

SignedData

SHA256

PlainData
CountryName
BE

OrganisationName
EPASOrg

OrganisationUnitName
Technical Center of Expertise

CommonName
EPAS Protocols Test CA
2ABCA40F4D482F5EBC975

SHA256

SHA256WithRSA
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2091

2092
2093
2094
2095
2096
2097
2098
2099
2100
2101
2102
2103
2104
2105
2106
2107
2108
2109
2110
2111
2112
2113
2114
2115
2116
2117
2118
2119
2120
2121
2122
2123
2124
2125
2126
2127
2128
2129
2130
2131
2132
2133
2134
2135

Signature 0955307F9E97535767C5DCOFCE1D85C746EE4BBD6E104A550E23C7AF1F7CoE24
The XML encoded structure of the AcceptorConfigurationUpdate message is:

<?xml version="1.0" encoding="UTF-8"?>

<Document xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns="urn:iso:std:is0:20022:tech:xsd:catm.003.001.06">
<AccptrCfgtnUpd>

<Hdr>
<DwnldTrf>true</DwnldTrf>
<FrmtVrsn>6.0</FrmtVrsn>
<XchgId>002</XchgId>
<CreDtTm>2013-12-06T13:53:54.00+02:00</CreDtTm>
<InitgPty>
<Id>66000001</Id>
<Tp>0POI</Tp>
<Issr>MTMG</Issr>
</InitgPty>
<RcptPty>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</RcptPty>
</Hdr>
<AccptrCfgtn>
<TermnlMgrId>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</TermnlMgrId>
<DataSet>
<Id>
<Tp>SCPR</Tp>
<Vrsn>20131206135352</Vrsn>
<CreDtTm>2013-12-06T13:53:52.00+02:00</CreDtTm>
</Id>
<Cntt>
<HstComParams>
<ActnTp>CREA</ActnTp>
<HstId>AcquirerHostl</HstId>
<Key>
<KeyId>SpecVlTestKey</KeyId>
<KeyVrsn>2010060715</KeyVrsn>
</Key>
</HstComParams>
<SctyParams>
<ActnTp>CREA</ActnTp>
<Vrsn>1.1.01</Vrsn>
<POIChllng>0Td8cwfWDTm2xvO5MIAIMVXWTETGe20/YI8/KEHHCFE=</POIChllng>
<TMChllng>Rvt91sWQ4jLti3tBOx1pcDYvDU28vZsk50w7MzmzEtM=</TMChllng>
<SmmtrcKey>
<Id>SpecVl1TestKey</Id>
<Addt1Id>0YclpQHikCA=</AddtlId>
<Vrsn>2010060715</Vrsn>
<Tp>DKP9</Tp>
<Fctn>DENC</Fctn>
<Fctn>DDEC</Fctn>
<Fctn>PINE</Fctn>
<ActvtnDt>2013-12-06T13:00:00</ActvtnDt>
<KeyVal>
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2147
2148
2149
2150
2151
2152
2153
2154
2155
2156
2157
2158
2159

2160
2161

2162
2163
2164
2165
2166
2167
2168
2169
2170
2171
2172
2173
2174
2175
2176
2177
2178
2179
2180
2181
2182
2183
2184
2185
2186
2187
2188
2189
2190
2191
2192
2193
2194
2195
2196
2197
2198
2199
2200
2201
2202
2203
2204
2205
2206
2207
2208
2209
2210
2211
2212
2213
2214
2215

<CnttTp>EVLP</CnttTp>
<EnvlpdData>
<Rcpt>
<KEK>
<KEKId>
<KeyId>KeyEncryptionKey</KeyId>
<KeyVrsn>2013120613</KeyVrsn>

</KEKId>
<KeyNcrptnAlgo>
<Algo>UKPT</Algo>
</KeyNcrptnAlgo>
<NcrptdKey>9dv7nSKb73d1jwRIh9FSRQ==</NcrptdKey>
</KEK>
</Rcpt>
<NcrptdCntt>
<CnttTp>DATA</CnttTp>
<CnttNcrptnAlgo>
<Algo>E3DC</Algo>
</CnttNcrptnAlgo>
<NcrptdData>j2EcwwsSv3U+oxsbe7w93g==</NcrptdData>
</NcrptdCntt>
</EnvlpdData>
</KeyVal>
</SmmtrcKey>
</SctyParams>
</Cntt>
</DataSet>
</AccptrCfgtn>
<SctyTrlr>
<CnttTp>SIGN</CnttTp>
<SgndData>
<DgstAlgo>
<Algo>HS25</Algo>
</DgstAlgo>
<NcpsltdCntt>
<CnttTp>DATA</CnttTp>
</NcpsltdCntt>
<Cert>

MIIEgzCCAMUugAwIBAgIMIiWo+wAHEpPUZBWSMAOGCSgGSIb3DQEBCWUAMGgxCZzAJBgNVBAYMAKJFMR
AwDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGI9mIEV4cGVydGlzZTEL
MBOGALUEAWWWRVBBUyYBQcm90b2NvbHMgVGVzdCBDQTAGGBMyMDE zMDQxODEWMj UON1 swMTAwGBMyMD
E4AMTAWMTE4MJAWNS swMTAWMHOxCzAJBgNVBAYMAkZSMRAWDGYDVQQKDAJFUEFTT3JnMSYwJAYDVQQL
DB1UZWNobmljYWwgQ2VudGVyIGOmIEV4cGVydGlzZTEXMC8GALIUEAWWORVBBUYBQcmO0b2NvbCBUZX
NOIENsaWVudCBBAXRoZW50aWNhdGlvbjCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAMI 1
ETkLhds5kKJ20LhQYWwYsRvEeE1LSLYfj40DIiWo+wAHEPPUZBwS 3eGNRzN+tzgawS12gg/1wLMh50
343JuPFicOD8b6tHBEM6CLIHESVRG+MMaGITIES/Y6REIMueZkcACyi3keEgWttgzcKYVGMNkKzDt s
hPD4wu++50P5hEvXmrFMHyI3YZ5BO+rFYN3INRBBAnKcfmL7 90wl DeTTheSNPqQKkNeqWD] 67T48dg
0Zud4TRMXB3xyMx863wULQdt f/RnRKeiMdTMdoTIJkvkwvCwoKoJ937tLIAfrSOej+XYtD8QcI/D1gVL
kVbFtVGE8aKU2rj4JInFivpul SGcCAWEAAaMPMAOwWCwYDVROPBAQDAge AMAOGCSgGSIb3DQEBCWUAA4L
ICAQBUDbTMynjFty7DTWpV7nwVLtVECUGeC3vHg7hV1VEALMpegbbMgFSjY1CtygzVXIb0LwGXmbWh
AM1y0/JBHLInYwDxsJ5Grk8p0iTLce6lRny5GTNxP1VYV/MC1WNoOT/T4qzCi+A0917tWgQC6xrb661
T4Mb+FXE70I/47rDui2LYV9iwcFoWS5vEnfy+HPvE2ynzdz/UZoVoi/ZWZw9buc5WsCnjbnKRYp3mn6
hYNnYZ2N5PufCGCFGIWkKJIStyX3LUdTOv59SCD3VETcbFX49FvkOae7Qt/8BvBNOUGXiZgjgPIKZnv
NiY6hj7V/iKmnkh0/fQaGfpFexLPalkwj30909nC/RM1Ls7k7vYyOCa/ckQPwUnrlYkajW0OXaUFR3
CFJIcpAIbUQWbUrUOYbF2wfliqnrCgJIkOMd1b89bBRG26dis+Zynxf6Y52Y1cvIyuVilovwLI 3VOSR+X
vxehjYQqh/jeT7pYtWUXITvFnFEtTWRH8MGXs4eFpFfgoOfdRIBsS6FvgRt6JQJHkel 0LnQ5LJI1Lg6
dU8Jth3Y7Cg79nN+SSu8NxhQcgyevgPe8vvVboNriNCAnSaksgyhpbWdGY+UmQuk0gG1DPZMXoOR1t
yttYyeB05giX0BIwmpL/30/ZbNrgqT2v15XKiAWHD1v2D]j/rpZrsszx58g2+zackKA==

</Cert>
<Sgnr>

<SgnrId>
<IssrAndSrlNb>
<Issr>

<RltvDstngshdNm>
<AttrTp>CATT</AttrTp>
<AttrVal>BE</AttrVal>

</R1ltvDstngshdNm>

<R1ltvDstngshdNm>
<AttrTp>OATT</AttrTp>
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2216 <AttrVal>EPASOrg</AttrVal>

2217 </R1tvDstngshdNm>

2218 <R1tvDstngshdNm>

2219 <AttrTp>OQUAT</AttrTp>

2220 <AttrVal>Technical Center of Expertise</AttrVal>

2221 </R1tvDstngshdNm>

2222 <R1tvDstngshdNm>

2223 <AttrTp>CNAT</AttrTp>

2224 <AttrVal>EPAS Protocols Test CA</Attrval>

2225 </R1tvDstngshdNm>

2226 </Issr>

2227 <Sr1Nb>IiWo+wAHEPPUZBWS8</Sr1Nb>

2228 </IssrAndSr1Nb>

2229 </SgnrId>

2230 <DgstAlgo>

2231 <Algo>HS25</Algo>

2232 </DgstAlgo>

2233 <SgntrAlgo>

2234 <Algo>ERS2</Algo>

2235 </SgntrAlgo>

2236 <Sgntr>

2237 CVUwE56XUldnxdyfzh2Fx0buS71uEEPVDiPHrx98niQx201+Z+Q7gAMPWIuS] 0dry2UNMJIUP 5D
2238 i3DY9pdzgqGZGIpWPZB6NnliOhlamEnxyemyjss+6SEyZFevitNmVAI3Bn52XB/ULLPX4ugR5+7
2239 ETXr9Kgm7etSUIXccHISXAI/CEf9qt3+njkr8NVIg6SM88kDIIRNDTwzpRgt /t5mYe27k9PfuQc
2240 KD70CnFNufrGHt /2RZVURVWIWINW+5av4MvbW5skxkz2VxGwfR8UV/rrG785206UDNcdBmrn+G
2241 TRHhC5WAd+Sgi50HAX+GjvIi7HCIfDcpJOw00of7sDCDp2tpB/26VMEMGar 3bCLDSNTAUT +QL/
2242 4Tu2NM7EtYc6DgCfIdzcSHxytgGTz52y/KVt0dLKoljQbf+96eM/J16agc+ZRo61bI6allP1o0
2243 E68BKZkL1InIfdhItMoj0cuAI1NMhRDIxDpysa2bvl1LOF15w84551zalY6ShTRgsKp/Ht

2244 </Sgntr>

2245 </Sgnr>

2246 </SgndData>

2247 </SctyTrlr>

2248 </AccptrCfgtnUpd>
2249 </Document>

2250
2251
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2252
2253

2254
2255

2256

2257
2258

2259
2260
2261

1.4.7 Key Download Result

The POI sends a StatusReport message to report the result of the key download action with the new

activated key.

The triple DES CBC encryption of 8 null bytes with the key EE3AE644 1C2EEE18 3F3B4179 2DBCD318

(without extension) is:
4E06B7DB F79A7705

The StatusReport message containing the header and the body presented in the table below:

Message Item
Header
DownloadTransfer
FormatVersion
Exchangeldentification
CreationDateTime
InitiatingParty
Identification
Type
Issuer
RecipientParty
Identification
Type
StatusReport
POlldentification
Identification
Type
Issuer
TerminalManagerdentification
Identification
Type
DataSet
Identification
Type
CreationDateTime
Content
Component
Type
Identification

ltemNumber

Providerldentification

Identification
SerialNumber
Component
Type
Identification

ItemNumber

Providerldentification

Status

1 Download of Cryptographic Keys

Value

False

6.0

003
2013-12-06:13:53:55.00+02:00

66000001
OriginationgPOl

MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

66000001
OriginationgPOl

MasterTerminalManager

epas-keyDownload-TM1

MasterTerminalManager

StatusReport
2013-12-06:13:53:55.00+02:00

Terminal

1
EPASVendor001
Counter Top E41
7825410759

PaymentApplication

1.1
EPASVendor001
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2262

2263
2264
2265
2266
2267
2268
2269
2270
2271
2272
2273
2274
2275
2276
2277
2278
2279
2280
2281
2282
2283
2284
2285
2286
2287
2288
2289
2290
2291
2292
2293
2294
2295

Once unnecessary spaces and carriage

VersionNumber
StandardCompliance
Identification
VersionNumber
Issuer
Component
Type
Identification
ltemNumber
Providerldentification
Identification
Status
VersionNumber
Status
Characteristics
KeyCheckValue
AttendanceContext
POIDateTime

1.01

SEPA-FAST
3.0
CIR

SecurityParameters
1.1
EPASVendor001

SpecV1TestKey

2010060715
InOperation

4E06B7DBF79A7705
Attended

2013-12-06T13:53:55.00+02:00

returns are removed, the XML encoded StatusReport message

body is:

0000 3C 53 74 73 52 70 74 3E 3C 50 4F 49 49 64 3E 3C |<StsRpt><POIId><]|
0010 49 64 3E 36 36 30 30 30 30 30 31 3C 2F 49 64 3E |Id>66000001</Id>]|
0020 3C 54 70 3E 4F 50 4F 49 3C 2F 54 70 3E 3C 49 73 |<Tp>OPOI</Tp><Is|
0030 73 72 3E 4D 54 4D 47 3C 2F 49 73 73 72 3E 3C 2F |sr>MIMG</Issr></|
0040 50 4F 49 49 64 3E 3C 54 65 72 6D 6E 6C 4D 67 72 |POIId><TermnlMgr |
0050 49 64 3E 3C 49 64 3E 65 70 61 73 2D 6B 65 79 44 |Id><Id>epas-keyD]|
0060 6F 77 6E 6C 6F 61 64 2D 54 4D 31 3C 2F 49 64 3E |ownload-TM1</Id>|
0070 3C 54 70 3E 4D 54 4D 47 3C 2F 54 70 3E 3C 2F 54 |<Tp>MTMG</Tp></T|
0080 65 72 6D 6E 6C 4D 67 72 49 64 3E 3C 44 61 74 61 |ermnlMgrId><Datal|
0090 53 65 74 3E 3C 49 64 3E 3C 54 70 3E 53 54 52 50 |Set><Id><Tp>STRP]|
00A0 3C 2F 54 70 3E 3C 43 72 65 44 74 54 6D 3E 32 30 |</Tp><CreDtTm>20 |
00BO 31 33 2D 31 32 2D 30 36 54 31 33 3A 35 33 3A 35 |13-12-06T13:53:5]
00CO 35 2E 30 30 2B 30 32 3A 30 30 3C 2F 43 72 65 44 |5.00+402:00</CreD]|
00DO 74 54 6D 3E 3C 2F 49 64 3E 3C 43 6E 74 74 3E 3C |tTm></Id><Cntt><|
00EO 50 4F 49 43 6D 70 6E 74 3E 3C 54 70 3E 54 45 52 |POICmMpnt><Tp>TER|
00F0 4D 3C 2F 54 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 |M</Tp><Id><ItmNb]|
0100 3E 31 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 |>1</ItmNb><Prvdr]|
0110 49 64 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 |Id>EPASVendor001|
0120 3C 2F 50 72 76 64 72 49 64 3E 3C 49 64 3E 43 6F |</PrvdrId><Id>Co]
0130 75 6E 74 65 72 20 54 6F 70 20 45 34 31 3C 2F 49 |unter Top E41</T|
0140 64 3E 3C 53 72 6C 4E 62 3E 37 38 32 35 34 31 30 |d><SrlNb>7825410]
0150 37 35 39 3C 2F 53 72 6C 4E 62 3E 3C 2F 49 64 3E |759</SrlNb></Id>|
0160 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C 50 4F 49 43 [</POICmpnt><POIC|
0170 6D 70 6E 74 3E 3C 54 70 3E 41 50 4C 49 3C 2F 54 |mpnt><Tp>APLI</T|
0180 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 3E 31 2E 31 |p><Id><ItmNb>1.1|
0190 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 64 72 49 64 |</ItmNb><PrvdrId|
01A0 3E 45 50 41 53 56 65 6E 64 6F 72 30 30 31 3C 2F |>EPASVendor001</|
01BO 50 72 76 64 72 49 64 3E 3C 2F 49 64 3E 3C 53 74 |PrvdrId></Id><St]
01CO 73 3E 3C 56 72 73 6E 4E 62 3E 31 2E 30 31 3C 2F |s><VrsnNb>1.01</]|
01DO0 56 72 73 6E 4E 62 3E 3C 2F 53 74 73 3E 3C 53 74 |VrsnNb></Sts><St|
01E0O 64 43 6D 70 6C 63 3E 3C 49 64 3E 53 45 50 41 2D |dCmplc><Id>SEPA-|
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2296
2297
2298
2299
2300
2301
2302
2303
2304
2305
2306
2307
2308
2309
2310
2311
2312
2313
2314
2315
2316
2317
2318
2319
2320

2321

2322
2323
2324

2325
2326

01F0 46 41 53 54 3C 2F 49 64 3E 3C 56 72 73 6E 3E 33 |FAST</Id><Vrsn>3|
0200 2E 30 3C 2F 56 72 73 6E 3E 3C 49 73 73 72 3E 43 |.0</Vrsn><Issr>C]|
0210 49 52 3C 2F 49 73 73 72 3E 3C 2F 53 74 64 43 6D |IR</Issr></StdCm]|
0220 70 6C 63 3E 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C |plc></POICmpnt><|
0230 50 4F 49 43 6D 70 6E 74 3E 3C 54 70 3E 53 43 50 |POICmMpnt><Tp>SCP]|
0240 52 3C 2F 54 70 3E 3C 49 64 3E 3C 49 74 6D 4E 62 |R</Tp><Id><ItmNb |
0250 3E 31 2E 31 3C 2F 49 74 6D 4E 62 3E 3C 50 72 76 |>1.1</ItmNb><Prv]|
0260 64 72 49 64 3E 45 50 41 53 56 65 6E 64 6F 72 30 |drId>EPASVendorO |
0270 30 31 3C 2F 50 72 76 64 72 49 64 3E 3C 49 64 3E |01</PrvdrId><Id>|
0280 53 70 65 63 56 31 54 65 73 74 4B 65 79 3C 2F 49 |SpecV1TestKey</I|
0290 64 3E 3C 2F 49 64 3E 3C 53 74 73 3E 3C 56 72 73 |d></Id><Sts><Vrs]|
02A0 6E 4E 62 3E 32 30 31 30 30 36 30 37 31 35 3C 2F [nNb>2010060715</ |
02B0 56 72 73 6E 4E 62 3E 3C 53 74 73 3E 4F 50 45 52 |VrsnNb><Sts>OPER|
02C0 3C 2F 53 74 73 3E 3C 2F 53 74 73 3E 3C 43 68 72 |</Sts></Sts><Chr]|
02D0 74 63 73 3E 3C 4B 65 79 43 68 63 6B 56 61 6C 3E |tcs><KeyChckVal> |
02E0 54 67 61 33 32 2F 65 61 64 77 55 3D 3C 2F 4B 65 |Tga32/eadwU=</Ke|
02F0 79 43 68 63 6B 56 61 6C 3E 3C 2F 43 68 72 74 63 |yChckval></Chrtc|
0300 73 3E 3C 2F 50 4F 49 43 6D 70 6E 74 3E 3C 41 74 |s></POICmpnt><At]|
0310 74 6E 64 6E 63 43 6E 74 78 74 3E 41 54 54 44 3C |tndncCntxt>ATTD<|
0320 2F 41 74 74 6E 64 6E 63 43 6E 74 78 74 3E 3C 50 |/AttndncCntxt><P]|
0330 4F 49 44 74 54 6D 3E 32 30 31 33 2D 31 32 2D 30 |OIDtTm>2013-12-0|
0340 36 54 31 33 3A 35 33 3A 34 39 2E 30 30 2B 30 32 [6T13:53:49.00+02]
0350 3A 30 30 3C 2F 50 4F 49 44 74 54 6D 3E 3C 2F 43 |:00</POIDtTm></C|
0360 6E 74 74 3E 3C 2F 44 61 74 61 53 65 74 3E 3C 2F |ntt></DataSet></|
0370 53 74 73 52 70 74 3E | StsRpt> |
The SHA256 digest of the StatusReport message body is:

0000 D2 ED A4 7B FE FF OA E7 8A BD 7A 7D CE 6E AC 2A | {vennn. z}.n.*|
0010 D3 82 05 46 5B BF Bl 64 85 80 38 DF B6 3B 9B A5 |...F[..d..8..;..]
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2327
2328
2329
2330
2331
2332
2333
2334
2335
2336
2337
2338
2339
2340
2341
2342
2343

2344

2345
2346
2347
2348
2349
2350
2351
2352
2353
2354
2355
2356
2357
2358
2359
2360
2361

2362
2363

2364
2365

2366
2367

Applying the padding process for the digital signature, the block result is dumped below:

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00AOQ
00BO
00CO
00DO
00EO
00FO0

00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
0D
D2
D3

01
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
06
ED
82

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
09
A4
05

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
60
7B
46

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
86
FE
5B

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
48
FF
BF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
01
0A
Bl

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
65
E7
64

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
03
8A
85

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
04
BD
80

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
02
TA
38

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
01
7D
DF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
00
05
CE
B6

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
30
00
6E
3B

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
31
04
AC
9B

FF
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
FE
30
20
2A
A5

P 010]
| H.e....... |
| [ z}.n.*x|
| Fl[..d..8..; |

After encryption by the private key of Krol-sign, we have the digital

body:

0000 88 CF CD BO F9 C4 EE 5E DD 6F BF 98 BA 09 56 40 |....... NLo.. . V@
0010 FE 9A BC F3 5C 98 25 22 DD 31 4B 32 D1 84 6E 85 | \.%".1K2..n. |
0020 A0 A4 D2 BC 88 D5 48 3C 76 BD A6 A5 E7 E3 B7 D6 |...... H<V..rn.. |
0030 CB DA 91 51 63 62 D3 26 27 A9 2F A7 91 EF FB E1 |...Qcb.&"'./..... |
0040 24 CE 7B 58 D5 55 00 8E 48 BE 66 55 8F EB 12 1A |..{X.U..H.fU....|
0050 B9 C6 E2 95 C2 BA 49 8D 6B D3 78 B2 68 AC CO 7E  |...... I.k.x.h..~]|
0060 7E 7F 95 BB 5D 7B 03 EA DC D4 1D ED 81 38 80 21 |~ T{..ooo.. 8.!]
0070 F5 54 D6 41 58 C8 BD 80 4E OA B6 05 OD 49 DC OE |.T.AX...N....I..|
0080 45 65 54 76 69 41 FC 4C 4A FF 26 5C 24 FO 77 BA |EeTviA.LJ.&\S$.w. |
0090 A9 09 97 F5 7C 95 22 B7 01 CE 21 82 47 07 98 92 | .o oGl
00A0 48 9D F9 DE D1 E7 OB 05 43 66 CE OD B4 3F B8 3D |[H....... Cf...2.=|
00BO BC 01 5D 79 72 60 7A C4 B2 06 DD 95 6E C9 73 0C |..]lyr'z..... n.s.|
00CO 4B 23 B1 22 BO 47 45 AB 06 10 27 10 1C 48 4B 09 |K#.".GE...'..HK. |
00D0 AF 3F 4E F5 FB 05 DB 2F 39 D6 C2 8D 41 11 02 28 |.?N..../9...A..(]
00OEO E5 DE D9 48 95 F7 97 15 D8 07 58 A9 31 FE 15 AB | H...... X.1 |
00F0 D3 BC FE 00 1A 2A DC FO 74 42 17 BE 36 8D A3 15 |..... *. . tB..6...|
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2368 Inside the SecurityTrailer, the SignedData CMS data structure is presented in the table below:

Message Item Value
SecurityTrailer
SignedData

ContentType SignedData

DigestAlgorithm

Algorithm SHA256
EncapsulatedContent

ContentType PlainData

Certificate 308204833082026BA003020102020C2225A8FB00071293D4641C3C300D06092ASigner
Signerldentification

IssuerAnd-
SerialNumber

Issuer

RelativeDistin-
guishedName

AttributeType CountryName
AttributeValue BE

RelativeDistin-
guishedName

AttributeType OrganisationName
AttributeValue EPASOrg

RelativeDistin-
guishedName

AttributeType OrganisationUnitName
AttributeValue Technical Center of Expertise
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2369
2370

2371
2372
2373
2374
2375
2376
2377
2378
2379
2380
2381
2382
2383
2384
2385
2386
2387
2388
2389
2390
2391
2392
2393
2394
2395
2396
2397
2398
2399
2400
2401
2402
2403
2404
2405
2406
2407
2408
2409
2410
2411
2412
2413
2414
2415
2416

RelativeDistin-
guishedName

AttributeType CommonName
AttributeValue EPAS Protocols Test CA
SerialNumber 2225A8FB00071293D4641C3C
DigestAlgorithm
Algorithm SHA256
SignatureAlgorithm
Algorithm SHA256WithRSA
Signature 88CFCDBOFIOCA4EESEDD6FBEF98BA095640FESABCEF35C982522DD314B32D1846E85

AQOA4D2BC88D5483C76BDA6ASETE3B7D6CBDA91516362D32627A%2FA791EFFBEL
A4CE7B58D555008E48BE66558FEB121ABIC6E295C2BA498D6BD378B268ACCOTE
TETF95BB5D7BO3EADCD41DED81388021F554D64158C8BD804E0AB6050D49DCOE
456554766941 FC4C4AFF265C24F077BAA90997F57C9522B701CE218247079892
489DFI9DED1IE70B054366CEODB43FB83DBC015D7972607AC4B206DD956EC9730C
4B23B122B04745AB061027101C484B0SAF3F4EFSFBOSDB2F39D6C28D41110228
ESDED94895F79715D80758A931FE1S5ABD3BCFEOO0LIA2ADCEF0744217BE368DA315

The XML encoded structure of the StatusReport message is:

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:iso:std:1s0:20022:tech:xsd:catm.001.001.06">
<StsRpt>
<Hdr>
<DwnldTrf>false</DwnldTrf>
<FrmtVrsn>6.0</FrmtVrsn>
<XchgId>003</XchgId>
<CreDtTm>2013-12-06T13:53:55.00+02:00</CreDtTm>
<InitgPty>
<Id>66000001</Id>
<Tp>0POI</Tp>
<Issr>MTMG</Issr>
</InitgPty>
<RcptPty>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</RcptPty>
</Hdr>
<StsRpt>
<POIId>
<Id>66000001</Id>
<Tp>0OPOI</Tp>
<Issr>MTMG</Issr>
</POIId>
<TermnlMgrId>
<Id>epas-keyDownload-TM1</Id>
<Tp>MTMG</Tp>
</TermnlMgrId>
<DataSet>
<Id>
<Tp>STRP</Tp>
<CreDtTm>2013-12-06T13:53:55.00+02:00</CreDtTm>
</1Id>
<Cntt>
<POICmpnt>
<Tp>TERM</Tp>
<Id>
<ItmNb>1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
<Id>Counter Top E41</Id>
<SrlNb>7825410759</Sr1Nb>
</I1Id>
</POICmpnt>
<POICmpnt>
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2417
2418
2419
2420
2421
2422
2423
2424
2425
2426
2427
2428
2429
2430
2431
2432
2433
2434
2435
2436
2437
2438
2439
2440
2441
2442
2443
2444
2445
2446
2447
2448
2449
2450
2451
2452
2453
2454
2455
2456
2457
2458
2459
2460
2461
2462
2463
2464
2465
2466
2467
2468
2469
2470
2471
2472
2473
2474
2475
2476
2477
2478
2479
2480
2481
2482
2483
2484
2485

<Tp>APLI</Tp>
<Id>
<ItmNb>1.1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
</Id>
<Sts>
<VrsnNb>1.01</VrsnNb>
</Sts>
<stdCmplc>
<Id>SEPA-FAST</Id>
<Vrsn>3.0</Vrsn>
<Issr>CIR</Issr>
</StdCmplc>
</POICmpnt>
<POICmpnt>
<Tp>SCPR</Tp>
<Id>
<ItmNb>1.1</ItmNb>
<PrvdrId>EPASVendor001</PrvdrId>
<Id>SpecVl1TestKey</Id>
</Id>
<Sts>
<VrsnNb>2010060715</VrsnNb>
<Sts>OPER</Sts>
</Sts>
<Chrtcs>
<KeyChckVal>Tga32/eadwU=</KeyChckval>
</Chrtcs>
</POICmpnt>
<AttndncCntxt>ATTD</AttndncCntxt>
<POIDtTm>2013-12-06T13:53:49.00+02:00</POIDtTm>
</Cntt>

</DataSet>
</StsRpt>
<SctyTrlr>
<CnttTp>SIGN</CnttTp>
<SgndData>
<DgstAlgo>

<Algo>HS25</Algo>

</DgstAlgo>
<NcpsltdCntt>

<CnttTp>DATA</CnttTp>

</NcpsltdCntt>
<Cert>

MIIEgzCCAMugAwIBAgIMIiWo+wAHEpPUZBWSMAOGCSgGSIb3DQEBCWUAMGgxCzAJBgNVBAYMAKJFMR
AwDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQLDB1UZWNobml jYWwgQ2VudGVyIGI9mIEV4cGVydGlzZTEL
MBOGALUEAWWWRVBBUyYBQcm90b2NvbHMgVGVzdCBDQTAGGBMyMDE zMDQOxODEWMj UON1 swMTAwGBMyMD
E4AMTAWMTE4MjAWNS swMTAWMHOxCzAJBgNVBAYMAkZSMRAWDgYDVQQKDAJFUEFTT3JnMSYwJAYDVQQL
DB1lUZWNobmljYWwgQ2VudGVyIGImIEV4cGVydGlzZTEXMC8GALIUEAWWORVBBUYBOcm90b2NvbCBUZX
NOIENsaWVudCBBAXRoZW50aWNhdGlvbjCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQOoCggEBAMI 1
ETkLhds5kKJ20LhQYWwYsRvfeE1LSLYfj40DIiWo+wAHEpPUZBW83eGNRzN+tzgawS12gg/1wLMh50
345 JuPFicOD8b6tHBEM6CLIHESVRG+MmMaGOTJE9/Y6REIMueZkcACyi3keEgWttqzcKYVGMNkKzDt s
hPD4wu++50P5hEvXmrFMHYI3YZJBO+rFYN3INRBBAnKcfmL790w1DeTThcSNPqQKkNegWDj67T48dg
0Zu4TRMXB3xyMx863wULQdtf/RnRKeiMdTMdoTIkvkwvCwoKoJ937tLIAfrSOej+XYtD8QcI/D1gVL
kVbFtVGE8aKU2rj4JInFivpul SGecCAWEAAaMPMAOWCWYDVROPBAQDAgeAMAOGCSgGSIb3DQEBCWUAAS
ICAQBUDbTMynjFty7DTWpV7nwVLtVECUGeC3vHg7hV1VEALMpegbbMgFSjY1CtygzVXJIb0LwGXmbWh
AM1y0/JBHLInYwDxsJ5Grk8pOiTLce6lRny5GTNXP1VY/MC1IWNoOT/T4gzCi+A0917tWgQC6xrb661T
T4Mb+FXE70I/47rDui2LYV9iwcFoW5vEnfy+HPvE2ynzdz/UZoVoi/ZWZwObuc5WsCnjbnKRYp3mn6
hYNnYZ2N5PufCGCFGIWkKJISt yX3LUdATOV59SCD3VETCcbFX4 9FvkOae7Qt /8BVBNIUGXiZqigPIKZnv
NiY6hj7V/iKmnkh0/fQaGfpFexLPalkwj30909nC/RM1Ls7k7vYyOCa/ckQPwUnrlYkajWw0OXaUFR3
CFJIcpAIbUQWbUrUOYbF2wflignrCgJkOMdlb89bBRg26dis+Z2ynxf6Y52Y1cvIyuViWovwLI3VOSR+X
vxehjYQgh/jeT7pYtWUXITvFNnFEtTWRH8MGXs4eFpFfgoOfdRIBsS6FvgRt6JQJHkel 0LnQO5LJI1Lg6
dU8Jth3Y7Cq79nN+SSu8NxhQcgyevgPe8vvVboNriNCAnSaksgyhpbWdGY+UmQuk0gG1DPZMXoOR1t
yttYyeB05giX0BIwmpL/30/ZbNrgqT2v15XKiAWHD1v2D]j/rpZrsszx58g2+zackKA==

</Cert>
<Sgnr>

<SgnrId>
<IssrAndSrlNb>
<Issr>
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2487
2488
2489
2490
2491
2492
2493
2494
2495
2496
2497
2498
2499
2500
2501
2502
2503
2504
2505
2506
2507
2508
2509
2510
2511
2512
2513
2514
2515
2516
2517
2518
2519
2520
2521
2522
2523
2524

2525
2526
2527
2528
2529

2530
2531

<R1ltvDstngshdNm>
<AttrTp>CATT</AttrTp>
<AttrVal>BE</AttrVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>OATT</AttrTp>
<AttrVal>EPASOrg</AttrVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>OUAT</AttrTp>
<AttrVal>Technical Center of Expertise</AttrvVal>
</R1ltvDstngshdNm>
<R1ltvDstngshdNm>
<AttrTp>CNAT</AttrTp>
<AttrVal>EPAS Protocols Test CA</AttrvVal>
</R1ltvDstngshdNm>
</Issr>
<Sr1Nb>IiWo+wAHEpPUZBwW8</Sr1Nb>
</IssrAndSrlNb>
</SgnrId>
<DgstAlgo>
<Algo>HS25</Algo>
</DgstAlgo>
<SgntrAlgo>
<Algo>ERS2</Algo>
</SgntrAlgo>
<Sgntr>
iM/NsPnE717db7+YuglWQP6avPNcmCUi3TFLMtGEboWgpNK81NVIPHa9pgXn4d 7 fWy9gRUWNL 0
yYngS+nke/74aT0eljVVQCOSL5mVY/rEhg5xukKVwrpJjWvTeLJorMB+fn+Vull7A+rcl1B3tgT
1ATfVUlkFYyL2ATggq2BQ1J3A5FZVR2aUH8TEr/J1wk8He 6gQmX9XyVIrcBziGCRweYkkid+d7
R5wsFQ2bODbQ/uD28AV15cmB6xLIG3ZVuyXMMSyOxIrBHRasGECcQHEhLCa8/TvX7BdsvOdbC
JUERA1j13t1I1feXFdgHWKkx/hWr07z+ABog3PB0Qhe+No2jFQ==

</Sgntr>
</Sgnr>
</SgndData>
</SctyTrlr>
</StsRpt>
</Document>
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