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https://www.youtube.com/watch?v=skGsyKQYyHw
https://www.youtube.com/watch?v=skGsyKQYyHw

CAEN

Caen in a nutshell

Capital city of the Calvados county and Normandy region

Conurbation of ~250 000 inhabitants

35 000 students (820 at ENSICAEN)

Caen Memorial museum
View from the Castle

Biggest student carnival in Europe
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) Castle of Caen
Caen city hall

- 1km away from the coastline




ENSICAEN

National graduate school of engineering offering 3 diplomas As a renowned member of the international scientific community,
and an affiliated research center composed of 7 laboratories ENSICAEN is a place where research, industry and education
and strong links with industry, . combine to guarantee high - quality teaching programs for its

students and providing them with substantial access to
technological innovation

P Training -
Innovative education I

Research
Acquisition of high level scientific knowledge

We aim to provide advanced knowledge in science and
technology whilst also preparing creative leaders for top
careers .
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FRENCH ENGINEERING STUDIES: 5 YEARS : ENSI
The French university education system
E — Bachelorl . Bachelor2 . Bachelor3 = Masterl = Master?2 —y PhD
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livretpedagogique.ensicaen.fr/pages/index.php


https://www.ensicaen.fr/en/formations/
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STANDARDS

. COMPUTER SCIENCE

To train computer science engineers highly skilled in
software architecture ,in the heart of a quality research
and development environment




COMPUTER SCIENCE

B

ENSICAENtrains experts in the field of
new technologies used in e-Payment
and Cybersecurity . This course offers a
dual specialisation :

> e-Payment architecture and security:
microcircuit cards, smartphones,
contactless, Instant Payment,SEPA Credit
Transfer, Sepa Direct Debit, ISO 20022,
Nexo, PCI DSSgrypto-currencies,
blockchain, etc.

> Cybersecurity: cutting -edge techniques
In cryptography, biometrics, network and
information system security, etc.

Given the rise of artificial intelligence
(Al) applications and the constant
increase in cyber-attacks, this course
combines skills from two areas of
expertise : securing Al and using Al to
secure information systems.

> Artificial intelligence : proven methods
and advanced concepts in automatic
learning, deep learning and data mining.

> Cybersecurity : system and network
security, IOT, risk management, standards,
cryptography, biometrics, etc.

ECOLE PUBLIQUE D'INGENIEURS
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Intelligent machines are behind spectacular
advances in robotics, intelligent cities and
medical diagnostics . The Artificial
Intelligence, Image and Sound pathway
focuses on several methodologies and
techniques :

> Machine learning

> Deep leaming

> Data mining

> Image creation based on synthesis, virtual
and augmented reality

> |mage and sound processing and content
interpretation



X nexo g

uuuuuuuuuuuuuuuuuuuuuuuu
sssssssssssssssss

OUR MAIN INDUSTRIAL PARTNERS

ENSICAEN can count on more than 300 industrial partners among which:
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ENSICAEN, IN THE HEART OF A LARGE SCIENTIFIC CAMPUS - ER‘S}

ECOLE PUBLIQUE D'INGENIEURS
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A public Higher Education Institution surrounded by 7 research laboratories
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Location : "Plateau Nord EPOPEA"of Caen conurbation : tertiary pole of excellence gathering training
and learning, the fundamental research as well as the research and development



253 GREYC

Normandie Université

GREYC RESEARCH LAB

Research inDigital Sciences

Image processing, artificial intelligence, data
science, instrumentation, theoretical computer

science, cybersecurity, natural language processing
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220 Members

A 7 full time CNRSresearchers

A 29 full professors
47 associateprofessors (14 HDR)
75 PhD students (19 working with a company)
19 permanent administrative and technical staff
16 post-doc and researchengineers

12 associatemembers

Annualb udget : \BitBodtQoertdainent salary)

https://www.greyc.fr/
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RESEARCH GROUPS

25 GREYC

. Algorithms, Computational Models, Combinatorial, Complexity,
. Constraints, Ontologies, Data, Annotations, Graphs
: Models, Agents and Decisions
. Image processing and understanding

. Electronics

: Security, Architectures, Forensics, biomEtrics




Normandie Université

SAFE RESEARCH GROUP

Researchin

Biometrics : definition /evaluation of biometric

systems biometric data protection

Security architectures: Network security (SDN,
5G, 6G), applied cryptography, randomness and
information protection.

Digital Forensics: Automatic language
processing, forensic platform, privacy protection.




RESEARCH TOPICS IN BIOMETRICS

Evaluation of biometric systems
0 Performance
Presentation attack
Fairness
Definition of biometric systems 0 Usability
U Sensordefinition . U Biometric data quality
Feature generation U Synthetic data generation

Soft biometrics U Certification of biometrics
Template update

Multi -biometrics
Mobile biometrics
XAl for biometrics Privacy protection
Indexing U Hardware
U Software
V Encryption
V Transformation

L _ _ V Protocol
Applicationtoe -payment (authenticati on V. Aicritectyre

u
u
u
u
u
u
u
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ILLUSTRATION 1: KEYSTROKE DYNAMICS

i

GREYC

Keystrokedynamics refers to the detailed timing information which describesexactly when each key
was pressedand when it wasreleasedas a personis typing at a computer keyboard

o Keystroke - Test mode : nothing is saved

= [

File View ExecutionMode Parameters  About

Keystroke data

Time between two keys pressure
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|Enroll NOK | Password : greyclaboratory | Keyboard nb: 1

User: User 1 |Working mode: Test |Enroll OK: _

Giot, R., ElAbed, M., Hemery, B., & Rosenberger, C. (2011). Unconstrained keystroke dynamics authentication with shared

secret. Computers & security, 30(6-7), 427-445.

f(x)

g ) ¢ o ™) ; f#
LSTM 2 LSTM t3 M-1 LSTM
a8 [ (28 M (129

Batch Norm Batch Norm Batch Norm
T T
ropout (0. ropout (0. ropout (0.

D) 03] 0.5) D (0.5)

i I N t’ f I N t‘

LSTM 2l LSTM t3 M- LSTM
(128) (128) ™ 2%y
Batch Norm Batch Norm Batch Norm
Masking Masking Masking
- Keystroke 1 Keystroke 2 see Keystroke M ,
Y
X

Best algorithm EER=1% for authentication
profi

Pos si

b i

| 1ty

t o

| e



ILLUSTRATION 2: ONE TIME BIOMETRICS ' Y

GREYC
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Jin, Andrew Teoh Beng, David Ngo Chek Ling, and Alwyn Goh. "Biohashing: two factor authentication featuring fingerprint dataand
tokenised random number." Pattern recognition 37.11 (2004): 22452255.




ILLUSTRATION 2: ONE TIME BIOMETRICS '
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Gernot, T., & Rosenberger, C. (2024). Robust biometric scheme against replay attacks usimg G@metric templatesComputers &
Security 137, 103586.



ILLUSTRATION 3: CERTIFICATION OF BIOMETRICS< 0X0 £

GREYC

Genuine Ecoflex Gelatin Latex Modasil Wood Glue

Presentation
Attack

detection

Genuine images

Synthetic PAls
. ormixwith . Report of
real PAls evaluation

lllustration of generated fingerprint PAI samples:

= Simulate different attack AT REDrectangle: real samples (genuine real sample on the 1st column) and real PAI
\’ nstruments with different materials (other columns).
/ﬂ"\ GREENrectangle: genuine real sample on the 1st column (INPUT from testing set)
Genuine users 5 3 BLUErectangle: generated PAI samples for each material. The different materials are
. \J from left to right: EcoFlex, Gelatin, Latex, Modasil and Wood Glue.

Ecoflex with Ecoflex with Silver
BarePaint Coating  Colloidal Ink Coating.

L
Abdarahmane Wone, Joél Di Manno, Christophe Charrier, Christophe Rosenberger. Fingerprint Spoof Generation Using ]
Style Transfer. IEEE Transactions on Biometrics, Behavior, and Identity Science, 2088).1109/TBIOM.2025.3545308 . 1




FINANCIAL INCLUSION
IN AFRICA

Africa is the birthplace of Mobile Money , an innovation that

bypassed the lack of physical banking infrastructure

Ndiaga FAYE

ndiaga.faye@ensicaen.fr
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FINANCIAL INCLUSION '

In 2024,
C the Mobile Money industry reached two important milestones:
A there were more than two billion registered accounts.

A over half a billion monthly active accounts.

C The African market is central to this growth:

A 178 active mobile money servicesout of a total of 336 worldwide

the total value of mobile
money transactions.



FINANCIAL INCLUSION

X Nexo

Mobile Money proved that Africanswithout accessto a formal bank could perform money transfers

make payments, and even save,directly from their phones.
Mobile Money remains the main engine of innovation :
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FINANCIAL INCLUSION '

Low financial knowledge : A low level of financial knowledge prevents the optimal and secure use of digital products

and services,increasing the risk of debt.

Predominance of the informal sector: A large part of economic activity takes place in the informal sector, making it

difficult for banks to assessrisk and provide accessto formal credit.

Urban/Rural disparities : Ruralareascontinue to face a lack of accessto physical institutions and quality networks.

Risk and regulation : Financialactors are sometimes reticent to serverural areasand low-income populations.



FINANCIAL INCLUSION

Financialeducation acts asa crucial safeguard and empowerment tool for financial inclusion.

It ensures that accessto financial services translates into real economic opportunity and

helps vulnerable populations avoid predatory practices and build assets

Promoting financial education answersa Triple challenge:

@ A Social challenges,

.,A,l A Economic challenges,

[

298) A Demographic challenges.
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FINANCIAL INCLUSION '

@

C The Gender Gap: Women remain significantly less included than men.

C Geographical and digital exclusion: Inclusion remains low in rural areas and among low-income and poorly educated populations.

C Over-indebtedness: Rapid access to digital microcredit can push financially illiterate populations into a spiral of unsustainable debt.

C Lack of financial literacy: Many new users do not have the basic knowledge to understand complex products (interest rates, fees, insurance).

C Lowtrust and fraud: Traditional lack of formal institutions and fear of cybercrime/fraud.



FINANCIAL INCLUSION '

R

C Indebtedness : Many countries are facing a public debt crisis,with debt levelsabsorbing an increasing share of public revenues

C Inflation and financial instability : External shocksand internal structural problems are leading to high inflation, eroding household

purchasing power and complicating economic planning.

C Dependence on primary resources: The economies of many countries still rely heavily on the export of natural resources

C Infrastructure Deficit : The chronic lack of quality infrastructure is a major obstacle to productivity and competitiveness.

C Informal Economy: A large majority of economic activity and employment is in the informal sector.




FINANCIAL INCLUSION '
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C Fastgrowth : The continent is still dealing with high fertility rates, eventhough the demographic transition is happening.
C Young population : By 2050, over half of Africa's population will be under 25.

C The demographic dividend : The growing youth of the working -age population relative to dependents

C Youth unemployment and underemployment : Countries are failing to create enough decent jobs to absorb the massive influx of
young people into the labor market, particularly in the informal economy.

C Mismatch between training and employment : Education systemsoften struggle to provide the skills modern businessesare looking

for, leading to high unemployment evenamong graduates.



FINANCIAL INCLUSION
3

Women's Inclusion

The financial inclusion of women in Africa is not only a matter of
fairness, but an economic necessity (more than 70% of women

work in the informal sector)

Barriers to Women's Inclusion

A Lack of official identification : Crucial for opening formal accounts.

A Lack of guarantee : Women own less assets,particularly land, needed to
obtain bank credit.

A Low cash flow : Women often have low or irregular cash flow, which limits

frequent use of digital services

A Lack of negotiation power : Financial decisions within the family are
often made by men, limiting women's autonomy.

A Unpaid workload : Women are concentrated in less lucrative economic
activities and are overburdened with domestic work.



FINANCIAL INCLUSION -

Women's Inclusion

Factors for improvement and opportunities

A Digital Identification : Support the development of digital identification

or alternative solutions.

A Product adaptation : Provide guidance to institutions on creating digital

financial products adapted to women

A Digitization of government payments: Use mobile money for social

cashtransfers directly to women.

A Localized training : Deploy financial education programs in local

languages and using accessiblechannels.



FINANCIAL INCLUSION -

Wo me nirichision

Benefit of financial education

A Improved use: Understanding products (fees, interest, security) and

protecting themselvesagainst fraud.

A Promoting savings and credit : Teaching the value of formal savings and

responsible debt management.

A Decision-Making : Increasing their ability to participate in household

economic planning and effectively invest their income in key areas

A Behavior change: Encouraging the shift from informal (tontines, hidden'

savings)to formal (Mobile Money accounts) for more secure, efficient.



FINANCIAL INCLUSION

The financial inclusion of young people in Africa is a strategic issue

directly linked to the demographic dividend and the socio-economic \ ~—

stability of the continent.

A Lack of collateral : lack of traditional collateral required to obtain formal bank loans.

A Informal Employment and irregular income : Income is often seasonal,irregular, or

comes from the informal sector. :

A Low financial literacy : Young people, despite their digital literacy, struggle to

understand the complex concepts of new products.

A Digital over-indebtedness : Rapid accessto short-term, high-interest digital credit

can lead to over-indebtedness.



FINANCIAL INCLUSION

A Key opportunities : Digital Leverage African youth are driving financial

inclusion through technology.

A Adoption of Mobile Money: Young people are the fastest adopters of
mobile money services This allows them to circumvent the lack of physical

bank

A Digital culture : Their familiarity with smartphones and digital platforms

makes digital solutions (payments, transfers, micro-savings)

A Entrepreneurship : Giventhe low rate of formal employment, many young

people turn to informal entrepreneurship or small businesses




FINANCIAL INCLUSION

A Financial resilience : This enables them to manage their budgets effectively,

Ny

save productively and develop long-term plans.

A Encouraging entrepreneurship : Financial literacy is vital for young

entrepreneurs, especiallyin the face of high unemployment.

A Protection against exploitation : They are better informed to understand

complex financial products and protect themselvesagainst fraud.
A

A Facilitating formal inclusion : It serves as a bridge to move them from™q

informal practicesto the full use of formal financial services



FINANCIAL INCLUSION -

Rural inclusion

Barriers to rural financial inclusion

-

A High transaction costs: Rural areas are far from traditional banks, which
means high operating and transaction costs for financial institutions,
particularly due to low transaction volumes.

A Inappropriate products : Traditional financial products (checking accounts,
mortgages) are often not adapted to the irregular incomes and specific
needs of farmers and rural populations (financing inputs, insurance against
climate risks).

A Geographic exclusion: The physical distance from traditional ban
branches remains a major barrier to opening and regularly using formal
accounts.

A Lack of Financial Literacy: Low levels of financial and digital literacy in

these communities prevent them from understanding interest rates, fees, v, |
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and terms and conditions of more complex products (digital savings and
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FINANCIAL INCLUSION -

Rural inclusion

Factors for improvement and opportunities

A Agricultural microcredit : Develop loan products with flexible repayment
cycles that correspond to harvest and sales seasons, rather than rigid

monthly deadlines.

A Parametric Insurance: Offer microinsurance linked to weather conditions

(rain, drought) or market prices.

A Financial literacy : Conduct targeted, multilingual financial education
campaigns via agents, radio, and text messagesto teach safety, expense‘

management, and the use of advanced products (savings,investment).

A Consumer protection : Establish clear and accessible dispute resolution

mechanismsto strengthen rural populations trust in the formal system.

A Interoperability : Require or encourage interoperability between different

operators (mobile money to mobile money, and mobile money to banks).




FINANCIAL INCLUSION

Rural inclusion

Financial education for rural areas

Ve

A Budget management and savings: It teaches budget planning,
encouraging farmers or small traders to separate personal income from

businessincome.

A Use of value-added Services: The use of Mobile Money is often

limited to transfers and withdrawals. Financial education promotes the

adoption of more sophisticated services

A Merchant payments: It trains small rural merchants to accept‘
payments via Mobile Money, thereby reducing dependence on cash

and opening their market beyond the village.

A Payflow: It helps rural employees to understand the benefits of
receiving their salariesdirectly into their mobile accounts, encouraging

them not to withdraw everything immediately.




FINANCIAL INCLUSION '

Financialinclusion in Africa, driven by innovations in mobile money, has enabled accessto formal financial services
However, the long-term successof this inclusion depends on financial education.

Financialeducation enablestrue economic empowerment (qualitative inclusion ).

O 0O 0 O

It provides userswith:

A Skills: Knowing how to manage a budget, save money, and use value-added services(microcredit, insurance)

A Confidence : Demystifying financial costs and concepts, and above all, effectively protecting oneself against fraud.




FINANCIAL INCLUSION

Financial Education is critical for resilience in Africa
| tnotsan optional extra for financial inclusion in Africa, but a strategic imperative.

A Security and Trust: It guarantees system security and maintains user trust.

A Durability : It ensuresthat inclusion is sustainable, as it gives citizens the cognitive tools they need to make sound financial decisions and

increasetheir resilienceto economic shocks

Africa must focus on massive, simple, localized financial education programs, delivered through agent networks and community media.

‘ This is the key to making financial inclusion synonymous with shared prosperity .
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National Graduate School of Engineering and Research Center of
Caen
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